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A method and appara- 
tus for reverting a disk drive 
to an earlier point in time is 
disclosed. Changes made to 
the drive are saved in a cir- 
cular history buffer which in- 
cludes the old data, the time 
it was replaced by new data, 
and the original location of 
the data. The circular history 
buffer may also be imple- 
mented by saving new data 
elements into new locations 
and leaving the old data el- 
ements in their original loca- 
tions. References to the new 












history map 


P 






' 1 





( extra pages | 



data elements are mapped to the new location. The disk drive is reverted to an earlier point in time by replacing the new data element with 
the original data elements retrieved from the history buffer, or in the case of the other embodiment, reads to the disk arc mapped to the old 
data elements sail stored in their original locations. The method and apparatus may be implemented as part of an operating system or as 
a separate program, or in the controller for the disk drive. The method and apparatus are applicable to other forms of data storage as well 
Also disclosed are method and apparatus for providing firewall protection to data in a data storage medium of a computer system 



BEST AVAILABLE COPY 



FOR THE PURPOSES OF INFORMATION ONLY 



Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT. 



AL 


Albania 


ES 


Spain 


LS 


Lesotho 


SI 


Slovenia 


AM 


Armenia 


FI 


Finland 


LT 


Lithuania 


SK 


Slovakia 


AT 


Austria 


FR 


France 


IAJ 


Luxembourg 


SN 


Senegal 


AU 


Australia 


GA 


Gabon 


LV 


Latvia 


sz 


Swaziland 


AZ 


Azerbaijan 


GB 


United Kingdom 


MC 


Monaco 


TD 


Chad 


BA 


Bosnia and Herzegovina 


GE 


Georgia 


MD 


Republic of Moldova 


TG 


Togo 


BB 


Barbados 


GH 


Ghana 


MG 


Madagascar 


TJ 


Tajikistan 


BE 


Belgium 


GN 


Guinea 


MK 


The former Yugoslav 


TM 


Turkmenistan 


BF 
BG 


Burkina Faso 


GR 


Greece 




Republic of Macedonia 


TR 


Turkey 


Bulgaria 
Benin 


HU 


Hungary 


ML 


Mali 


TT 


Trinidad and Tobago 


BJ 


IE 


Ireland 


MN 


Mongolia 


UA 


Ukraine 


BR 


Brazil 
Belarus 


IL 


Israel 


MR 


Mauritania 


UG 


Uganda 


BY 


IS 


Iceland 


MW 


Malawi 


US 


United States of America 


CA 


Canada 


IT 


Italy 


MX 


Mexico 


UZ 


Uzbekistan 


CF 


Central African Republic 


JP 


Japan 


NE 


Niger 


VN 


Viet Nam 


CG 


Congo 


KE 


Kenya 


NL 


Netherlands 


vu 


Yugoslavia 


CH 


Switzerland 


KG 


Kyrgyzstao 


NO 


Norway 


zw 


Zimbabwe 


CI 


Cote d'lvohe 


KP 


Democratic People's 


NZ 


New Zealand 




CM 


Cameroon 




Republic of Korea 


PL 


Poland 






CN 


China 


KR 


Republic of Korea 


FT 


Portugal 






CU 


Cuba 


KZ 


Kazafcstan 


RO 


Romania 






CZ 


Czech Republic 


LC 


Saint Lucia 


RU 


Russian Federation 






DE 


Germany 


LI 




SD 


Sudan 






DK 


Denmark 


LK 


Sri Lanka 


SE 


Sweden 






EE 




LR 


Liberia 


SG 


Singapore 







WO 99/12101 



PCT/US98/18863 



METHOD, SOFTWARE AND APPARATUS FOR 
SAVING, USING AND RECOVERING DATA 



5 Copyright Notice/Permission 

A portion of the disclosure of this patent document contains material which 
is subject to copyright protection. The copyright owner has no objection to the 
facsimile reproduction by anyone of the patent document or the patent disclosure, as 
it appears in the patent file or records, but otherwise reserves all copyright rights 
1 0 whatsoever. The following notice applies to the software and data as described 
below and in the drawing hereto: Copyright © 1998, Wild File, Inc. All Rights 
Reserved. 

Technical Field of the Invention v 
1 5 The present invention pertains generally .to the storage of digital data, and 

more particularly to method and apparatus for the backup and recovery of data 
stored by a digital computer. 

Background of the Invention 

20 The applications that run on computers typically operate under an operating 

system (OS) that has the responsibility, among other things, to save and recall 
information from a hard disk. The information is typically organized in files. The 
OS maintains a method of mapping between a file and the associated locations on a 
hard disk at which die file's information is kept 

25 Currently computers are generally operated in a manner where information 

(data) is read and written to a disk for permanent storage. Periodically a backup 
(copy) is typically made of the disk to address two types of problems: First, the disk 
itself physically fails making the information it had contained inaccessible. Second, 
if the information on disk changes and it is determined the original state was 
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desired, a user uses the backup to recover this original state. Backups can be made 
to the same disk or to an alternate media (disk, tape drive, etc.). 

The present invention provides a method and apparatus for information 
recovery focusing, in one example embodiment, on the second situation not 

5 involving a physical disk failure, but where information is altered and access to its 
original state may be desired. Some typical examples would be: a computer system 
"crashing" during an update of a piece of information, thus leaving it in neither the 
original or "new" state, the user changing information only later to desire to restore 
(or just reference) the original state, a computer virus altering information, or a file 

1 0 being deleted accidentally. 

The following are established backup methods and systems: 

1. Tape Backup 

2. Optical Disk Backup (WORM) 

3. RAID Systems 

15 4. Tilios Secure Filing System 

5. File Copies 

Tape backup traditionally involves duplicating a disk's contents, either 
organized as files or a disk sector image, onto a magnetic tape. Such a tape is 
typically removable and therefore can be stored off-site to provide recovery due to a 

20 disk drive malfunction or even to an entire site (including the disk drive) being 
destroyed, for example, in a fire. 

When information is copied from a disk to tape in the form of a sector level 
disk image (i.e., the information is organized on the tape in the same manner as on 
the disk), a restoration works most efficiently to an identical disk drive. The reason 

25 for such an organization is speed. Reading the disk sequentially from start to end is 
much faster than jumping around on the disk reading each file one at a time. This is 
because often a file is not stored continuously in one area of the disk, but may be 
spread out and intermixed with other files across the entire disk. When information 
. is copied one file at a time to a tape it is possible to efficiently restore one or more 
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files to a disk that may be both different and already containing data (i.e., when 
restoring a saved disk image all prior data on a disk is overwritten). 

Tape backup focuses on backing up an entire disk or specific files at a given 
moment in time. Typically the process will take a long time and is thus done 
5 infrequently (e.g., in the evening). Incremental backups involve only saving data 
that has changed since the last backup, thus reducing the amount of tape and backup 
time required. However, a full system recovery requires that the initial full system 
backup and all subsequent incremental backups be read and combined in order to 
restore to the time of the last incremental backup. 
1 0 The key shortcoming of tape backup is that you may not have performed a 

recent backup and therefore may lose the information or work that was subsequently 
generated. The present invention addresses this problem by employing a new 
method of saving changing disk information states providing for a continuously 
running disk backup system. This method could be implemented on a tape drive, as 
15 a tape drive does share the basic random read and write abilities of a disk drive. 

However, it would not be practical for the same reasons a tape drive when used as a 
. disk is generally not very effective: extremely slow random access times. 

Write-once optical disk backup as performed by a WORM drive has many of 
the same qualities as tape backup. However, because of the technology involved, it 
20 is not possible to overwrite data. Therefore it provides some measure of a legal 
"accounting" system for unalterable backups. WORM drives cannot provide 
. continuous backup of changing disk information because eventually they will fill. 

A RAID system is a collection of drives which collectively act as a single 
storage system, which can tolerate the failure of a drive without losing data, and 
25 which can operate independently of each other. The two key techniques involved in 
RAID are striping and mirroring. Striping has data split across drives, resulting in 
. higher data throughput Mirroring provides redundancy by duplicating all data from 
one drive on another drive. No data is lost if only one drive fails, since the other has 
another copy. 



WO 99/12101 PCT/US98/18863 

RAID systems are concerned with speed and data redundancy as a form of 
backup against physical drive failures. They do not address reverting back in time 
to retrieve information that has since changed. Therefore RAID is not relevant to 
the present invention other than being an option to use in conjunction with the 
5 present invention to provide means for recovery from both physical disk drive 
failures as well as undesired changes. 

The Tilios Operating System was developed several years ago by the 
assignee hereof! It provided for securing a disk's state and then allowing the user to 
continue on and modify it The operating system maintained both the secured and 

1 0 current states. Logging of keystrokes was performed so that in the event of a crash, 
where the current state is lost or becomes invalid, the disk could easily revert to its 
secured state and the log replayed. This would recover all disk information up to the 
time of the crash by, for example, simulating a user editing a file. The secured disk 
image was always available along with the current so that information could be 

t5 copied forward in time-i.e., information saved at the time of the securing backup 
could be copied to the current state. 

The Tilios Operating System could perform a more rapid backup because all 
the work was performed on the disk (e.g., there was no transfer to tape) and 
techniques were used to take advantage of the incremental nature of change (i.e., the 

20 current and secured states typically only had minor differences). Nonetheless, the 
user was still faced with selecting specific times at which to secure (backup) and the 
replay method for keystrokes was not entirely reliable for recreating states 
subsequent to the backup. For example, the keystrokes may have been commands 
copying data from a floppy disk or the Internet, both of whose interactions are 

25 beyond the scope of the CPU and disk to recreate. 

Simply creating a backup a file by making a copy of a file under a new 
name, typically changing only a file's extension (e.g., "abc.doc" is copied to 
"abc.bak") has been a long standing practice. In the event the main file (abc.doc) is 
. corrupted or lost, one can restore from the backup (abc.bak). This process is much 
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the same as doing a selective tape backup and carries the issues of managing the 
backups (when to make, when to discard, etc.). 

In summary, a RAID system only deals with backup in the context of 
physical drive failures. Tape, WORM, Ulios, and file copies also address backup in 
5 the context of recovering changed (lost) information. 



No Specific Backup Request or Time 

The traditional backup process involves stopping at a specific time and 
making a duplicate copy of the disk's information. This involves looking at the 

1 0 entire disk and making a copy such that the entire disk can be recreated or specific 
information recalled. This process typically involves writing to a tape. 
Alternatively, a user may backup a specific set of files by creating duplicates that 
represent frozen copies from a specific time. It is assumed the originals will go on 
to be altered. This process typically involves creating a backup file on the same disk 

1 5 drive with the original. Note that a "disk" may actually be one or more disk drives 
or devices acting in the manner of a disk drive (storage means). 

In both of these cases the user must make a conscious decision to make a 
backup. In the second case a specific application, like a text editor, may keep the 
last few versions of a file (information). However, this can lead to wasted disk 

20 space as ultimately everything is duplicated long after files have stabilized. In other 
words, while woriring on a document a user may likely want to revert to a prior 
version, but once finished and years later, it is very unlikely the user would care to 
re-visit the last state before final. 

The technology of the present invention seeks to eliminate the need to pause 

25 and make backups or decide which files should be backed up in the context of short 
term information recovery. That is, recovering information that was known 
. reasonably recently as opposed, for example, to recovering information that has 
been lost for a long period of time. 

30 Backup of a Disk's Directory is Important 
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Another situation where infonnation recovery is very important is when the 
directory system for a disk, which identifies what and where files are located on 
disk, gets corrupted. This occurs, for example, due to a system crash during the 
directory's update or due to a bug in the operating system or other utility. In either 
5 case, losing the directory of a disk's contents results in losing the referenced files, 
even though they still exist on the disk. In this case the information the user wants 
to restore is the disk's directory. 

A final example of why a user would want to revert to a backup is when the 
operating system gets corrupted (the executable or data files that are essential to run 
10 a computer) due, for example, to installing new software or device drivers that don't 
work. 

Clearly there are many reasons a user might want to go back in time in the 
context of information being manipulated on a computer's disk. Traditional backups 
offer recovery to the time of the backup. However, these system-wide backups are 

1 5 limited in frequency due to the amount of time required to scan the disk and 
duplicate its contents. In other words, it is not feasible to backup an entire disk 
every few minutes as this would require significant pauses in operation and an 
enormous amount of storage. Keeping historical copies of files as they progress in 
. time has the drawback of eventually forcing the user to manage the archives and 

20 purge copies in order to avoid overflowing the disk. Obviously, one cannot keep a 
backup of all files on a disk whenever they are changed for all of time without 
requiring an unlimited disk, which does not exist. 

One approach to retaining discarded data on a more or less continuous basis 
is described in U.S. Patent No. 5,325,579, entitled "Fault Tolerant Computer with 

25 Archival Rollback Capabilities", to Long et al. C"579 patent"). The '579 patent 
discloses a storage device which includes processing circuitry for detecting access 
requests to alter data in respective locations of a storage device, and, prior to 
executing such requests, storing the data in such locations in an audit partition 
. region of the storage device. The device of the *579 patent can subsequently restore 

30 the data retained in the audit partition region to its previous location on the device, 
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and thereby return the storage device to a previous state. The device and approach 
of the *579 patent, however, inherently introduces delays in writing data to the 
storage device. In some cases, these delays may make it infeasible to use this 
technology. Therefore, there remains a need for a more fast, flexible and dynamic 
5 way to retain historical information in a computer system. 



Summary of the Invention 
The present invention is a method and apparatus for disk based information 
recovery in computer systems. This applies to all types of computer systems that 
1 0 utilize one or more hard disks (or equivalent), where the disks represent a non- 
volatile storage system or systems. Such types of computers may be, but are not 
limited to, personal computers, network servers, file servers, or mainframes. The 
. invention stipulates using the otherwise unused pages or special dedicated pages on 
a hard disk in a circular fashion to store the recent original states of information on 
15 the disk that is altered. Collectively these extra pages represent a history buffer. 
These history pages can be intermixed with the OS's data and thus the present 
invention relies on re-mapping of disk locations between the OS and the actual hard 
. disk. Using the information stored in the history buffer, another mapping can be 
made through which the state of the entire disk (excluding the extra pages) can be 
20 reconstructed for any time in the past for as far back as the history buffer contains 
information. The saved information may be disk sectors, files, or portions of files. 

In another embodiment, the invention provides a method, and corresponding 
. apparatus, of protecting the resources on a computer necessary to operate a data 
storage device, wherein the computer has a processor for executing program code. 
25 The method disallows the processor from altering the resources unless program 
code execution passes through a gate which validates that the code executed by the 
processor is trusted code and is authorized to alter the resources. The trusted code 
re-enables the protection of the resources prior to the processor returning to 
execution of non-trusted code. 
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In yet another embodiment, the invention provides a method, and 
corresponding apparatus, comprising recording original states of altered data on a 
disk, over some period of time, sufficient to recreate the disk's image at various 
points within the period of time, and writing the recorded data as well as the current 
5 operating system (OS) visible image of the disk to another secondary storage 

medium, such that the medium can be used to recreate the disk's OS visible state at 
various points in time. 

Brief Description of the Drawing 

10 

Figure 1 illustrates the operation of a history buffer according to the present 
invention; 

Figure 2 illustrates the operation of the history buffer to restore a virtual 
drive that reflects the state of another drive at a previous point in time. 
1 5 Figure 3 illustrates the reversion of a simulated or virtual drive to a selected 

point in time. 

Figure 4 illustrates the structure of a history buffer according to the present 
invention. 

Figures 5 A and 5B illustrate the current drive read/write algorithm. 
20 Figures 6A and 6B illustrate the simulated drive read/write algorithm. 

Figure 7 illustrates the main area and extra pages of a storage disk. 
Figure 8 illustrates how two maps can be used to represent the main area and 
history buffer of a disk. 

Figure 9 illustrates short burst write activity to a disk. 
25 Figure 1 0 illustrates an extended period of reasonably continuous write 

activity to a disk. 

Figure 1 1 illustrates a case of Sequent write activity to a disk, but with 
sufficient gaps to establish safe points. 

Figure 12 illustrates two maps referencing pages in both the main and extra 

30 areas. 
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Figure 13 illustrates the effect of swapping so that the history map only 
references pages in the extra page area and the main map only references pages in 
the main area. 

Figure 14 illustrates shows the main area map's links removed. 
5 Figure 1 5 illustrates a three-way swap. 

Figures 16 -23 illustrate a write example, wherein the disk has multiple page 
locations and some page locations are assigned to the main area and the other for 
extra pages. 

Figures 24-25 illustrate allocation of the history buffer. 
1 0 Figures 26-3 1 illustrate reverting a disk to a prior state. 

Figures 32-33 illustrate how a disk read access moves from the operating 
system through the engine to the disk drive. 

Figure 34 illustrates the blocking of a disk. 

Figures 35-40 illustrate writing to a disk. 
15 Figure 47 illustrates the relationship between maps x>f a disk. 

Figure 48 illustrates a sequence of writing to a file. 

Figure 49 illustrates a normal write operation. 

Figure 50 illustrates the Move Method of writing data to a disk. 

Figure 5 1 illustrates the Temp Method of writing data to a disk. 
20 Figure 52 illustrates a single frame for the Always and File Methods of 

writing data to a disk. 

Figure 53 illustrates an external backup procedure. 

Figures 54-64 illustrates low-level swapping. 

Figures 65*60 illustrate processing a read during a swap. 
25 Figures 61 -62 illustrate example embodiments of the invention. 

Figure 63 illustrates a conventional computer architecture. 

Figure 64 illustrates an embodiment of the invention wherein resources are 
protected. 

Figure 65 illustrates alternate embodiments where the present invention can 
30 be implemented. 



9 



WO 99/12101 



PCT/US98/18863 



Detailed Description of the Invention 
The present invention provides methods of returning to any prior state in 
time of a disk, up to a limit By allowing return to any time (within the current 
5 limit) the user is relieved of having to specifically call out points at which to make 
backups and having to decide what information is backed up. Because there is a 
limit in time as to how far one can go back and retrieve information, the technology 
focuses on short term information recovery. 

It is generally recognized that most information recovery is to fairly recent 
1 0 points in time. Therefore, it is advantageous to manage the storage required for 
backup not by file, but by time. Using the technology of the present, the invention, 
information is maintained for a reasonable period of time and then is automatically 
discarded. What is included in the backup information is significantly all of the 
activity to the disk. This allows a user to return to any disk state at any time up to a 
1 5 limit. This limit is determined by the amount of available backup storage and the 
rate to which information is written (user activity). 

In today's technology a personal computer may very well have four 
gigabytes of disk space. If we allocate 10% toward the history buffer used by the 
system of the present invention, in this example we are provided with 400 
20 megabytes of storage. Note it is not unreasonable to expect to double these numbers 
every year. A reasonably intense PC user changes around 100 megabytes of storage 
in a day. Thus, up to four days information recovery can be provided using only 
1 0% of a user's disk. Keep in mind that this provides recovery to any time in this 
four-day window, and not just four backups at the end of each day. 
25 The present invention can be implemented to work either with managing 

data at the disk sector level or file level (or portions of a file). There are advantages 
and disadvantages to each as mil be discussed. 

By implementing the disk sector embodiment of the present invention below 
the operating system (as a pre-disk controller) the present invention is de-coupled 
30 from the operating system. Since this embodiment of the present invention can 
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revert a disk back to an earlier state it can recover from bugs in the operating system 
that might otherwise cause catastrophic information loss by a single improper disk 
write. Backup techniques that are tightly coupled with an operating system and its 
filing system are less able to recover from bugs in themselves. However, the present 
5 invention can also be implemented as part of the operating system. 

There are three essential components to the technology of the present 
invention: 

1 ) The saving process: The maintaining of original states prior to disk (or 
otherwise permanent) changes to disk based information. 
10 2) The recovery process: On one hand the ability to simulate a time reverted 
disk while at the same time allowing the user to continue using the current disk 
(thus, for example, allowing you to copy forward information from the past into the 
current). On the other hand, the ability to completely revert a disk to a prior state in 
time. 

1 5 3) The management process: Providing utilities that operate on the saved 
information to determine available versions of a file, look for virus activity, and 
other useful history enabled operations. 

Note that through various common mapping techniques "disk" may actually 
be a portion of a physical disk drive, may be one disk drive, or more than one disk 
20 drive or device, whose storage is identified and used as an independent storage 

means by the operating system from other storage means^ For example, a PC might 
. have a floppy disk as drive A, a hard disk with one partition C, another hard disk 
with two partitions D and E, and a RAID disk array set up as drive F. Forthe 
purpose of our discussion, and as a user of the PCs operating system, there are six 
25 independent "disk 11 drives: A, B, C, D, E, and F. The processes described herein are 
applied individually to these independently identified disk drives regardless of 
. whether they are physically mapped to part of a hard disk, an entire hard disk, or 
multiple hard disk drives or other storage means. 

30 As Writes are Generated 

11 
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The history buffer works by recording the original state of sectors on a disk 
prior to being changed. The time of change is also recorded, although it is not 
essential, in some cases it is necessary to know the order in which changes have 
been made, but not the time these are made. The process is illustrated in Figure 1 . 
5 Thus, if a sector 10 contains value A, and a request to write a value B occurs, our 
method involves intercepting the write, reading the sector location 10 (picking up 
the A value), writing this original value into the circular history buffer, and then 
returning to complete the write of the new B value. As already stated, it may take 
days before a user's write activity transfers so much information that the history 

1 0 buffer wraps and very old states are discarded. In practice it may be more optimum 
to queue up a sequence of sector writes, move all of them at once to the history 
buffer, and then complete all the writes. 

The process of saving original information prior to changing does 
. significantly impact the time required to write data. Every write now involves a 

1 5 read and two writes. However, operating systems like Windows 95 allow 

applications to go on running after writing data before it actually gets written to 
disk. The writes are saved up and performed more as a background task. In this 
content, slowing down the actual write process is not noticeable by the user. 

The technology has no impact on read performance, which is visible by the 

20 user since an application cannot continue executing until all desired reads are 
complete. 



Other Ways of Saving Original States 

Another approach to saving original states when information changes is to 

25 re-direct the write to an alternate location. A note is made in a map about this 

re-direction. For example, assume there is some old data at disk location X that gets 
overwritten with a new current state. The current data that is expected at disk 
location X really gets stored at Y. The original "old" data at X is left at this 
location. Later if the "current" data is read at the original location X, the system 

30 knows through consulting the map that the data is really stored at Y and so re-directs 
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the read. Eventually the old data at X would become very old and as new locations 
are needed to map changes the location would be recycled. 

The problem with this approach is that mapping is required for both read and 
write disk transfers. This adds overhead during the crucial read accesses where 
5 added processing is noticeable to the user Further, although it may seem optimal to 
simply re-direct a write instead of actually moving data, the re-direction involves 
updating a map. Since this map must be maintained constantly on disk in order to 
recover from an unexpected crash, and since a map update would likely involve a 
read and a write access, the total overhead in this approach may be similar to simply 

1 0 moving the data (two writes and a read). 

Another variation of re-directing writes would be to incorporate this 
fiinctionality into the operating system. Since it is already maintaining various maps 
it would be in a good position to remember where the old data's location while at the 
same time writing new data to an alternate. There are two down sides to having the 

1 5 mapping as part of the operating system proper. 

First, in the event of an unexpected crash the maps may not get fully written 
out and thus the disk could be left in an extremely confused state. 

The Tilios operating system kept a current and a secured state of the disk. 
The secured state was a form of a backup that was frozen at a particular time. The 

20 current state was defined in terms of differences (recent changes combined with the 
original data). In the event of a crash the system reverted to the secured state. One 
could not count on the current version stored on disk since much of it may never 
have been actually written out to the disk—the changes were made in RAM and had 
not been flushed from the cache (written) at the time of the crash. 

25 The problem with Tilios was that the securing process required the user to 

* stop and request the system to "copy the current version to the secure." 
Implementation techniques in terms of representing the current version in terms of 
differences with the secured minimized storage and sped up the securing process. 
However, the user still was left having to "request" this backup and run the risk of 

30 losing the current version as a result of a crash. Further, this approach was file 
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based and not time based resulting in old versions being maintained for data that had 
not been altered for a long time. This is contrary to the observation above-made that 
information recovery focuses on recent versions. 

The second reason why it is not desirable to incorporate the saving of 
5 original states in the operating system is complexity and bugs. Intertwining an 
operating system's filing system with the old state mapping leads to bugs that can 
corrupt everything. However, by separating out the management of the original old 
disk states from the operating system, this relatively simple management system 
could recover from the operating system's filing system bugs. 

10 A final but important advantage of actually moving old data into a history 

buffer before it gets overwritten is that the user can use the current state without 
having the software of the present invention in place. This means that a disk and its 
contents are still directly useable by the operating system, which simply ignores the 
history buffer. Of course, any changes made by an operating system without the 

1 5 software of the present invention in place likely invalidates the history buffer. 

However, it does make transitions like operating systems upgrades easier (where it 
may not be possible to immediately have the present invention installed). It also 
provides for the option of booting from a generic "floppy" disk and accessing the 
main drive (since the present invention would not be in place on a generic operating 

20 system boot disk). 

In any event, regardless of how old states are maintained, whether by 
actually moving old disk data before it gets overwritten, or re-directing writes and 
maintaining a mapping system, or moving the functionality into the operating 
- system, the fundamental concepts of the present invention provide for short term 

25 automated information recovery protection. 

Other Information Kept in the History Buffer 

In addition to storing the original data with time of change in the history 
buffer, notes can be made about what task requested the writes. This provides an 
30 audit trail so that by looking through the history buffer corrupted information can 
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not only be located, the proper information restored, but the task (e.g., virus) 

responsible for the damage can be determined. 

Other information stored in the history buffer can relate to when the system 

was booted, which typically provides a good reversion point if needed. Also, by 
5 monitoring the operating system's cache status a note can be made about when the 

operating system felt it had flushed all information to disk. Again, this would be an 

excellent reversion point 

Keystrokes and other user interactions can also be logged in the history 

buffer. Such information is useful in helping to identify what a user was doing at a 
1 0 given time. For example, as the user moves the time selector back and forth in 

establishing a reversion time, the system can present a summary of the user's 

interaction around that time based on keystrokes and other user interaction 

information saved at that time. An example of other information that could be 

presented as a user looks back in time are the names of files that were being 
1 5 accessed. Searches could be performed for specific file names or keystroke patterns 

to assist in locating reversion times of interest. Another example would be screen 
* shots. The computer could periodically take snapshots of the user's screen, perhaps 

every five minutes, and save these in the history buffer. 

20 The Information Recovery Process 

As illustrated in Figure 2, the present invention provides for two basic forms 
of recovery. In the first case, assuming the user is running on a drive C, they may 
desire to look back in time. The technology of the present invention assumes the 
system can support another drive D, which instead of being a real disk drive, is a 

25 simulated or virtual drive whose image is created by combining information on the 
original drive C and the history buffer (which is typically part of drive C). The 
process of looking back in time involves setting a reference time for drive D and 
then simply accessing it as if it really was another physical disk drive whose 
contents had been copied from drive C at the specified time. 
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In a practical sense, this means that while in a text editor, one could set the 
time for drive D to 1 1 :30, open a desired M old M file, decide they want an even earlier 
version, adjust the time back to 1 1 : 1 5, and try again. It would not matter if at the 
current time the file had been deleted, or even its directory deleted, since by setting a 
5 time for drive D you are referencing back in time for drive C. 

This approach of simulating a new drive whose backup time can be entered 
is far more flexible than dealing with real copies (like tape) which will only be 
available at specific times (when the backups were requested). 

The second form of recovery involves reverting the main drive C back to an 
10 earlier state. In this situation there is no simulated D drive from which old 

information is brought forward into the present, but simply the main drive is entirely 
brought back in time. This recovery mode is particularly useful when the current 
state has become unusable (cannot boot or access files) or undesirable (an 
installation of new software or hardware drivers does not wort: as expected). The 
1 5 implementation can be as simple as copying the appropriate saved original data back 
into place, updating the history buffer to reflect the reversion, and restarting the 
system. 

The process of reverting the main drive C entirely back can also be done by 
first using the simulated drive D to get back to a desirable point in time. This gives 

20 the user a chance to confirm and possibly correct some information, and then 
request the software of the present invention to "copy" drive D to C. It should be 
noted that this entire reversion is still logged in the history buffer, thus simply 
making this reversion reversible. In other words, assuming sufficient space in the 
history buffer, a user could create a disk state SI at time Tl, continue on to a new 

25 state S2 at a later T2, then S3 and T3, and then realize there is a problem. So,the 
user at time T4 could entirely revert the disk to state S 1 . At this point the thing to 
realize is that the history buffer was not reverted, but has continued to log. 
Therefore, if the user now discovers that in feet state SI was too far back in time, at 
time T5 another reversion could be initiated to state S2. This process is represented 

30 as follows: 



16 



WO 99/12101 



PCT/US98/18863 



Time: Tl -> T2-> T3 -> T4-> T5->T6-> 
Disk: SI S2 S3 SI S2 ? 

5 Interestingly enough the user, again assuming a sufficiently large history buffer, at 
time T6 could revert back to S2 from time T5, or further back to S 1 from time T4, 
or S3 from time T3 which actually was a later state than either T4 or T5. In other 
words, the disk states S 1 and S2 occur twice over time. 

The present invention does not offer recovery in the case where the disk 

1 0 drive physically fails. However, it does further enable the use of standard frill drive 
backup (like to tape) by allowing the user to backup the simulated drive D instead of 
C. This means the user can come to point in their work where they would like the 
system backed up, set the time for drive D to current (thus freezing it), start a 
backup based on D, and then continue working without having to wait for the 
-15 backup to complete. This may save a substantial amount of time waiting for a 
backup to complete. 

The Bemis patent, U.S. Patent No. 5,553,160, teaches a related method 
where during a backup, a write request to a disk is trapped. If the disk location 
being written has not yet been backed up, the original contents are copied to an 

20 alternate temporary storage device in order to allow the backup to proceed. 

Eventually, this temporary storage is also copied into the backup. Although the 
present invention offers in this limited situation the same results — that is a backup 
of a disk or system of disks at a specific frozen time — it does so without specifically 
being aware that a backup, as opposed to any other application, is being performed. 

25 Therefore, unlike Bemis, there is no impact on the format of backup (extra original 
state information is not appended to its end) or the backup and restore algorithms. 
Further, the present invention and Bemis differ in process. The present invention is 
concerned with simulating a disk frozen and reverted to a specific time whereas 
Bemis focuses on the flow of disk information during a specific backup. 
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The present invention approach differs from one where real copies are 
frequently made by allowing a relatively small amount of disk space to effectively 
represent all possible backups made during the use of the disk, limited by the size of 
the history buffer. By tracking only differences in the history buffer the amount of 

5 information that is transferred in order to create a backup is reduced, as compared to 
backing up the entire system every time any information was changed. 

Software exists to perform incremental backups to, for example, a tape drive. 
When viewing the tape you can specify what version of a file you want to access. 
However, the technology of the present invention whether logging sector or file 

1 0 transfers provides for eliminating the specific backup step. Also, the process 
assumes a circular buffer so there is no issue with "filling up" a tape and/or 
managing a set of tapes (assuming each backup was made to a separate tape). 
Incremental backups are typically designed to start from some reference point and 
re-log only files that have changed since the last backup. A full system recovery 

1 5 requires one go back to the reference point and merge in all the incremental changes 
from this point On the other hand, the present invention starts with the current 
"bad" state and works backwards through a history of incremental changes. It is the 
nature of maintaining incremental changes in a circular history buffer that is one 
quality of distinguishing the invention. To suggest an incremental backup without 

20 having the starting point would traditionally not be viewed as particularly valuable. 
The difference in approach can be traced to the assumption of whether the main 
drive is usable or not, and to guaranteeing recovery from a specific time. 

Keep in mind that the present invention is not designed to replace traditional 
tape backup approaches, as they offer recovery from physical drive failures and do 

25 guarantee that information is available from a specific time. Such a backup is 

totally guaranteed in terms of what it provides. The present invention on the other 
hand, can only go back in time as far as the history buffer's size permits. The 
amount of time depends on the user's write activity. Writing heavily to a disk 
reduces the distance back in time that original states are available. However, with 
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reasonably large history buffers and average usage there will be an excellent chance 
any desired backup state within a predictable period will be available. 

To assist in making the present invention predictable, the system monitors 
the average rate at which data is written to (and thus discarded from) the circular 
5 history buffer. Any sudden increase in usage or nearing to a user specified 
minimum in look back time will generate an alert to the user. What is meant by 
look back time is an amount of time that the system and method of the present 
invention can go back in time from the current time in recreating a backup. 

An underlying assumption in the sector (versus file) based implementation 

10 of the present invention is that the disk will often be left in stable states, thus 
providing points in time to which one can revert and recover information. Most 
operating systems must assume that the system may crash for any number of 
reasons, the least of which is the user accidentally turns the power off without 
properly shutting down. Because of this, it is assumed an operating system will 

1 5 periodically flush important information from RAM and caches to the actual disk- It 
• is also assumed the operating system will take some degree of care in updating the 
directory and associated tables on disk (from which the filing systems runs). 

Given these assumptions, a feature of information recovery under the sector 
based implementation of the present invention is utilizing the time stamps associated 

20 with all the saved original data in the history buffer to locate periods during which 
the operating system is likely to have flushed everything to disk. Such a point is 
identified by a sufficiently large gap in time of disk activity. The recovery interface 
would normally automatically snap to these "safe" points as, for example, one 
moves a recovery time slider in the same way a graphics program will snap to grid 

25 points. Figure 3 illustrates a time selection interface utilizing a sliding bar. The 
■ darkest area at the left in Figure 3 arrow 20 indicates time to which a reversion is 
possible but may disappear should disk (history buffer) space no longer be available. 
In addition to locating large gaps in disk activity time as good reversion points, 
specific notes may be generated by the operating system. These notes logged into 

30 the history buffer would correspond to its flushing of its cache and therefore indicate 
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good disk states (one that can be used, if for example the system were to crash and 
restart). Figure 3 illustrates a user interface containing a slider, represented by 
arrow 22. 

Note that when reverting to a prior state of the disk, the software of the 

5 present invention may scan the directory structure of the reverted image and adjust it 
to make it valid. This functionality is also provided, for example, by the standard 
ScanDisk software provided as part of the Windows 3.x and 95 operating systems. 
This adjustment constitutes altering the reverted version. The changes are held in a 
temporary area and get discarded as soon as the user terminates the reversion. 

1 0 Although generally a reverted simulated disk D might be thought of as read-only, 
since it is initially a view looking back in time, it is fully changeable. However, any 
attempt to maintain changes long term lead to all sorts of issues with regard to the 
circular history buffer and creating essentially forks in time (Le., if you go back in 
time and make a change what are the implications for the present state). Therefore 

1 5 changes that are made to the simulated disk D are always considered part of a 

temporary reversion. In the case of entirely reverting the main disk C, the changes 
to D are part of establishing and testing out a newly desired state for C based on a 
reversion. This new state on D is eventually "copied" onto the main disk C. 
Write-once optical disk drives (WORM) have some similarities to the 

20 technology of the present invention. Since information cannot be overwritten on a 
WORM drive, they could provide means of viewing the WORM at various points in 
time. However, this technology is not relevant to a circular history buffer since a 
WORM drive cannot be used indefinitely, and because they are not used for the 
purposes of the present invention as enumerated herein. 

25 

Hardware Implementations of the Present Invention 

The present invention can be implemented in either the main CPU (software 
solution) or as substantially part of a disk controller (hardware solution) thus 
providing true isolation from the operating system. For example one might buy a 
30 disk having the present invention embedded therein (including the disk controller). 
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When installed in a computer the disk would appear to be two disks, drive C and D. 
The disk C might report as having 1000 megabytes of storage. However, the disk 
actually has 1560 megabytes of storage where the extra 560 megabytes are reserved 
for the history buffer. 
5 A small independent interface to the disk would be provided that would 

indicate the maximum reversion time and the current reversion for drive D. 
Physically this interface might be about the size of a clock with two time/date 
displays and other indicators and selectors. Adjusting the current reversion time 
informs the disk as to how it should present its simulated drive D. This type of 

1 0 hardware solution could work with any operating system as it is truly transparent 
(i.e., it would not know that drive D is other than a nonnal disk drive). 

Other forms involving a hardware solution might still partition the interface 
to the operating system (i.e., instead of using a small independent interface, 
reversion control of drive D is done through the operating system). In this situation 

15 it may be preferable to dynamically re-map the disk and divert changes*o alternate 
locations (a floating history buffer) in order to save original states without having to 
actually move data. 

Having discussed various ways in which to set the reversion time for the 
simulated drive D, it is useful to provide a means to the user of causing the main 

20 disk C to revert without requiring the operating system to boot from disk in the 

normal manner. This is very useful in the situation where a crash has occurred and 
the user can no longer get the computer to boot properly and begin executing the 
operating system. In this case, means could be provided to detect this situation and 
allow the user to revert the main disk C, and so hopefully allowing the system to 

25 then properly boot the operating system- Such means could take the form of a 

switch, similar to the RESET switch, that could cause the main disk to revert in time 
(to the last stable point for the disk). Alternatively, additional software could be 
added in the operating system boot process that would allow a reversion to occur on 
request by the user. This means would be similar to the common practice of 

30 pressing F2 during boot to divert to editing the CMOS (PC settings). Once 



21 



WO 99/12101 PCT/US98/18863 
requested, this pre-operating system boot reversion could be accomplished by either 
booting code to perform a reversion under the present invention that would be 
specially located on the disk or booting any other alternate non-volatile storage (like 
ROM or FLASH). Of course, you could also simply boot from a "recovery" floppy 

5 disk and so avoiding the need for any special hardware or operating system boot 
process changes. 

A software only implementation of the present invention must store its 
mapping (history) information on disk. However, in a hardware implementation the 
mapping tables could be maintained in battery backed up RAM or FLASH on the 

1 0 disk drive (controller). Here the tables could be quickly modified without disk 
access and yet the mapping information would not be lost in the event of the main 
CPU crashing. Since the mapping information is part of the disk drive, there is no 
issue regarding keeping the disk actually organized as the operating system expects 
it; See the Information Recovery Process section hereof for more discussion on how 

15 a hardware implementation could work. 

As Reads are Generated 

In the case where a disk is entirely reverted back in time the associated 
algorithm can be pretty straight forward: walk through the history buffer moving 
20 original states back in place until the desired time is reached. Note that during this 
copy, the writes are still trapped and old states recorded so that this reversion is in 
fact reversible. 

Hie other case of a simulated drive is more complex. When a reversion time 
is selected for the simulated disk (referred to as D) information may continue to be 
25 written to the main disk (referred to as C). Since the simulated disk D is based on 
C, and since C may change due to continued write activity, the simulation must 
continually account for disk D information that gets changed on C. 

It is this process of allowing for the continued use of the main disk C while 
at the same time looking back to its earlier state using drive D that makes the 
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technology of the present invention so effective. Basically this allows a user to copy 
forward old information from an earlier time into the current. 

As a point of the present invention's sector implementation, the simulated 
drive D is "created" by trapping all read and write disk transfers. For any read 
5 accesses a map is consulted that indicates the true location of desired disk sectors. 
This map is initially constructed when the reversion time is selected. Typically it 
will be a form of a tree or table that will map an original location to an actual, for 
some number of continuous sectors. If there is no entry in the map one can assume 
the original location is still valid (no mapping required). However, the map must be 

1 0 continually maintained as writes to drive C could cause the moving of "frozen" data 
that can be accessed through drive D. The present invention's file implementation 
involves trapping high level (e.g., open and close) requests. 

Since there is only a limited amount of history buffer space, it is possible 
that significant write activity to drive C will continue to eat away at the history 

1 5 buffer's oldest data (causing it to get discarded as the storage is recycled to keep 
more recently changed original states). When selecting a reversion time for drive D 
the system can report the amount of "free" history space available. This is the 
amount of storage in the circular history buffer that contains data older than the 
current reversion time. As new writes are generated to drive D this space gets 

20 reduced. If space is limited or approaches being limited the user is advised to copy 
desired old data from drive D to a drive other than C, thus insuring D remains 
available. 

In the case where writes continue and data required to represent D is lost, 
drive D becomes inaccessible. Disk errors result in any further attempt to access 
25 drive D. Writes to drive C can occur, for example, due directly to user access (like 
copying a file forward in time) or from the overhead of representing the maps and 
other data associated with simulating drive D. 

The Technology of the Present Invention at the File Level 
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The present invention can be implemented either at the sector (disk) level or 
as part of an operating system's filing system at the file level. The concept of 
reverting the sectors on a disk, either through a virtual disk or on the real disk, back 
in time to a prior state is pretty easy to understand. For example, if you reverted 
5 back to 1 2: 1 9, you would expect to see the data on the disk in its form as of this 
time. 

In a file level implementation of the present invention, with tight integration 
into the operating system, the method and understanding by the user of retrieving 
information may significantly differ, although is still based on the principal of 

1 0 saving original states of recent changes. For example, an operating system may 

simply present the user with a list of prior states for a given file, and allow any to be 
copied forward. This is quite different than reverting a disk. The file level 
implementation of present invention automatically keeps backup copies of files prior 
to their being changed in a circular system. As new backup files are added and the 

1 5 amount of disk storage dedicated to these backup files approach a preset limit, older 
backup files would be automatically discarded. Of course, if there is available free 
space on disk (as is known to the filing system), this limit can be ignored. 
Discarding would occur if the free space must be recovered, up to maintaining the 
preset space limit for the history buffer. 

20 Although the present invention at the file level is possible it may be more 

difficult to implement, prove correct, and isolate as a subsystem. Such an 
implementation could save an entire prior file state just before a file is opened and 
the intention to modify is clear, or it could attempt to only save prior states of the 
portion of the file being modified. That later starts to resemble the sector based 

25 method but differs in where in the computer system technology of the present 

invention is inserted—at a high level in the operating system's filing system or lower 
down in the disk I/O path. 

A file level implementation must also keep directory structure information in 
the history system, if the user is to be allowed to view a reverted disk's directory 

30 structure. For example, an entire subdirectory of files may be moved to another 
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location in the filing system hierarchy. This case is handled if the directory and 
mapping information is assumed kept in system files that would be processed by the 
present invention. 

A limited implementation of the present invention at the file level only seeks 
5 to allow access to the saved backup file copies and not simulate an entirely reverted 
disk. Thus the user might be allowed to simply view what is in the circular history 
system and open/retrieve desired files. 

The History Buffer 

10 In talking about drive C the intention is to refer to a portion of a disk that 

contains information organized under a single filing system. Often a disk will have 
only one such filing system and therefore what is meant in referring to drive C or 
disk C becomes the same and interchangeable. However, a real hard disk drive can 
be organized into independent partitions where each has their own filing system and 

1 5 organizational method. Under the DOS operating system, in order to de-couple the 
present invention software from the operating system, the history buffer is allocated 
in its own partition and managed directly and only by the software of the present 
invention software (as opposed to the operating system). Any attempt to represent 
the history buffer as a hidden or other file type accessible on drive C opens the 

20 history buffer to interaction with the operating system. For example, the operating 
system may choose to move the file. Partitions represent an established method of 
subdividing a hard disk under the DOS operating system. Note that the Windows 
3 ,x and 95 operating systems essentially run on top of DOS and its partitioning of a 
disk. Different partitions can be managed by different operating systems without 

25 interfering with each other. Thus, in essence, the present invention software 
becomes the operating system for its dedicated history buffer partition. 

Keep in mind that the technology of the present invention is not really 
concerned about where the circular history buffer is kept, or even that it is located at 
the same spot (versus moving around a disk under a dynamic re-mapping system). 

30 The prior comments relate to one of many methods of implementing this history 
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buffer under the DOS and Windows 3.x and 95 operating systems. Other operating 
systems may require different techniques in order to isolate the history buffer. It is 
anticipated that data compression techniques could be applied to the history buffer 
to reduce the space it requires. 

5 

A Blocked Circular History Buffer 

The technology of the present invention involves logging disk sector writes 
and other activity to a circular history buffer. A circular history buffer is a fixed size 
buffer where when writing and reaching the end of the buffer, one wraps back to its 

10 beginning. Thus new data will overwrite the oldest. The recovery process involves 
scanning the buffer starting from the most recently written data in the backwards 
order in which data was written. Although many users are willing to pay dearly to 
recover lost information, such must be done in a reasonable amount of time. It is 
entirely possible to have several gigabytes dedicated for a history buffer. The 

15 process of creating the required maps to initiate recovery to -a certain point in time 
can involve scanning these several gigabytes of data. Disks may be fast but this still 
could take many minutes, if reaching far back in time. Note that looking back 
shorter distances in time, of course, will take much less time. 

In order to enable high speed scanning of the history buffer its organization 

20 is modified from a simple circular buffer (area). Instead, the buffer is organized in 
blocks where each block optimally corresponds to a cylinder's contents on the disk. 
This implementation 30 is illustrated in Figure 4. 

At the front of each block 32 is a header 34 that contains a table of mapping 
entries, where each table entry contains: 

25 l)atype, 

2) a time stamp, and 

3) an original disk location. 

After the mapping header are kept the original state sector images (data 
pages) in a second table. A write process therefore involves first reading the old 
30 (lata about to be overwritten, writing at the end of the current history buffer block, 
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updating the corresponding mapping table entry, and then finally writing the new 
data into place. Thus originally what was one write has become one read and three 
writes. Since the mapping table is always extended, it likely is already loaded in a 
cache and so is read only once before the first update. Therefore this read is not 
5 counted in average overhead per normal write (i.e., a small percentage of nonnal 
writes will become two reads and three writes). 

The type field in the mapping table allows for using some data pages for 
saving data other than original sectors states. For example, the pages can be used 
for a mapping tree required during a recovery process or for data written to a 

1 0 reverted disk (i.e., you can revert a simulated drive D back in time and actually write 
to it, although these changes are lost when the reversion ends). 

The time stamp field in the mapping entry advances in time each time an 
entry is re-used. In addition to identifying the time at which the corresponding data 
page was written, the field is used when the system starts up. By looking for a 

1 5 backwards break in the time stamps betweefi adjacent entries, the system can 
determine where writing last stopped. 

By separating the mapping table from the data pages, the recovery process 
can simply scan through the mapping tables at the front of each block (cylinder) 
when constructing an overall recovery system. This greatly reduces the time 

20 required to build a tree, table, or do any other analysis where only the mapping 

tables need be scanned (as opposed to the data pages which require much more time 
to read due to their large size). 

Although separating the information regarding data pages into a mapping 
table improves the scan rate of the history buffer, it introduces a challenge in 

25 updating the mapping table as entries are modified. If the system crashes during the 
update of the mapping table the portion of the table being written to disk may 
become invalid. In order to insure the mapping table is always available, two copies 
are written. It is assumed a crash can at worst corrupt generally only one of the 
copies. Though this adds yet another write step to a normal write process, the write 

30 of the two mapping table sectors and the data page are all located in the same area 
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(cylinder). Thus little overhead is added compared with the disk seeks that move 
back and forth between the original sector location and the block. 

This blocking scheme can also be implemented with the present invention at 
the file level where the data pages would correspond to file information instead of 
5 disk sectors. Other details would also change as are obvious to anyone skilled in the 
part of programming. 



Grouping Disk Activity Based on Time 

As already discussed, it is important to know where in the history buffer are 

1 0 stable points in time such that the operating system could be successfully and 
usefully restarted from such a point. These points could, for example, be 
periodically created by the operating system by its explicitly informing the software 
or hardware implementing the present invention. An alternate approach has been 
presented that assumes the operating system must keep the disk reasonably usable in 

1 5 order to recover (restarted) from an unexpected crash, at least as much as possible. 
Therefore, it is assumed that long periods of time in which there is no disk activity 
correspond to periods where the operating system has flushed out all data to the disk 
and therefore represent stable periods. 

This second approach to identifying stable periods based on disk activity and 

20 time has the advantage of working with operating systems that have not been 

designed to interface with software implementing the present invention. However, 
in this case, it also follows that reverting to a point in time that was right in the 
middle of heavy disk activity, particularly writes, may be of limited use since clearly 
the disk was in a transitional period. 

25 Therefore, as a practical matter, the software of the present invention will 

typically automatically adjust reversion times to either before or after a period of 
heavy disk use, should a desired reversion time fall in the middle of such heavy 
activity. If this adjustment is always required, disk activity can be seen as a 
sequence of groups of disk activity where reversion is allowed to points in time 
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• between group boundaries. In the case where the operating system explicitly 
establishes the stable points, it is establishing the group boundaries. 

Up to this point, the process of the present invention has generally been one 
where old disk states are maintained as new data is written. However, if the user 
5 cannot revert to any point in time, but only to periods between groups, the history 
buffer need only record the original state prior to a group boundary of data that is 
changed one or more times during the disk activity within a group. This can reduce 
the amount of data stored in the history buffer by dropping duplicate writes to a 
given location within a group. Thus, old states need not be continuously recorded 
1 0 for every write to a given location, but only once at the time of the first write to a 
given location within a group. 

There are many techniques known to those skilled in the art for detecting a 
write to a location that has already occurred within a current group. 

If you assumed that the time between stable points was limited to system 
1 5 boots, then the process is much like creating an incremental backup of only changed 
data at the boot points. However, the major difference is that the backup is going to 
a circular history buffer system that can always be left active without regard for it 
overflowing. A traditional tape backup, for example, would never discard 
information. 

20 A simple form of the present invention would be to save initial states of any 

changed data to a non-circular history buffer. Assuming the buffer does not 
overflow, the user could revert to the point prior to starting the process. If the buffer 
did overflow, the user could be queried as to whether they would like to discard all 
changes or proceed knowing reversion is no longer possible. This approach would 

25 be useful, for example, when installing new software on a computer than one may 
want to back out (because the new software interferes with the computer's operation 
or is simply not desired, from hindsight). 

It is anticipated that the present invention would provide to the user an 
ability to mark a point in time. The user would expect to be queried as to whether to 
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revert or continue logging should it appear that the history buffer will no longer be 
able to revert to the marked point in time* 

How to Intercept Disk Activity 

5 The technology of the present invention is based on intercepting and 

modifying transfers to and from a disk. The method of doing such is operating 
system dependent, but typically involves writing a device driver for a hard disk that 
is inserted in front of that normally used. In the case of DOS the techniques are well 
known to accomplish this effect See the INT 1 3 request. As already mentioned, a 

1 0 partial hardware implementation could involve putting logic of the present invention 
right in the disk controller. 

The Current Drive Read/Write Algorithm 

The current drive read/write algorithms are illustrated in Figures 5A and 5B. 
15 A read disk request 40 is processed normally (47). 

A request 56 to write a disk location includes steps 57-63, which provide 
that the old data is read from the disk, writing to the history buffer (58, 59), mapped 
(60), and the new data written to the location (61). If the simulated reversion is in 
- progress (62), the simulated disk drive's map in updated (63). 

20 

The Simulated Drive Read/Write Algorithm 

The simulated drive read/write algorithm is illustrated in Figures 6 A and 6B. 
A request 60 to read a disk location is followed by looking up the location in the 
mapping tree (61). If the location is found, the location found in the map is used for 
25 the read (62), otherwise the originally requested location is used (63). 

A write request (70) is followed by looking up the location in the mapping 
tree (71), and if found it is checked to see if it is from the original state (72), and if 
yes, a new page is allocated in the history buffer (73). If no, the new data is written 
to a mapped location (74). If there is no location found in the mapping tree at step 
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71 , a new data page is allocated in the history buffer, a map entry is added, and the 
new data is written to the new location (75). 



Searching and Viewing the History Buffer 
5 Because the history buffer is storing a continuous running log of recent disk 

changes and other information, this information can be used in ways other than for 
disk reversion. Specifically, the history buffer can be searched, which is effectively 
allowing one to walk back through time looking for specific events or conditions. 
Typically the results of a search are used to guide the user in identifying good 
1 0 reversion points at which desired information may exist for recovery. The following 
are examples of search scenarios: 

1 . An operating system's filing system information (directory) is kept on disk 
and thus any changes have been recorded in the history buffer. Therefore, it is 
. possible to scan backwards through the history buffer looking only for certain 

1 5 changes to said filing system information in order to produce a list of likely 

available states for one or more files. Generally, one would be watching for the last 
modified date of a file to change. It would be expected that around the time the 
directory received a change in last modified date, the corresponding file would exist 
in a new state should a reversion be made to or near this time. Further specialized 

20 access to the history buffer would be able to locate and recover versions only of 
desired files, instead of reverting an entire disk in order to recover each. In essence, 
from the user's point of view, he or she could select a file and request the present 
invention's software to locate all available versions of that file, over time, that are 
still in the history buffer. 

25 2. Assuming keystrokes, the names of files opened, and the names of 

applications launched are all logged in the history buffer, this information could be 
read and presented, and/or searched, in order to assist the user in correlating disk 
states over time with user activity. 



31 



WO 99/12101 PCT/US98/18863 

3. Specialized searches could be designed to search for viru? activity and 
identify times at which data was good (prior to corruption) and bad (after 
corruption). 

5 Additional Caching 

The following technique applies to the situation where a history buffer is 
implemented by actually moving prior state information to an alternate location, 
versus redirecting and subsequently mapping reads to new locations. 

In order to least impact the user's use of a computer, a goal is implementing 

10 the present invention to minimize the performance impact on reading data and rely 
on writes being a background activity. If writes are done in the background then 
overhead can be added without impacting response to the user. Realizing that 
eventually some additional work (overhead) must be performed to maintain a 
history buffer, previously we stated that we relied on an operating system's cache to 

1 5 allow the writing of data to complete and the application to continue. Thus the 

actual disk writes would be done in the background at which time overhead may be 
added without forcing the user to wait for the additional overhead to complete. 

This approach works fine except in the case where the operating system's 
cache is not sufficient to hold all the writes generated by an application during a 

20 write cycle (e.g., the saving of a document from a word processor or the saving of a 
photograph from an appropriate editor). In these situations the application (user) is 
forced to wait until the writes are actually performed to the disk, short of what can 
be left in the cache for background writing. 

In order to cover write cycles larger than the available RAM cache without 

25 forcing user delays accountable to the history buffer, another level of caching is 
introduced. Here, the writes of new data are directly written into the end of the 
history buffer with appropriate information as to where the data really belongs. 
Normally, it is original (old) states that are put in the history buffer. The new data 
put at the end of the history buffer is done so only temporarily and is considered 

30 another level of cache. After the write cycle completes, as a background activity, 
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the new data is retrieved and the normal write process implemented. In other words, 
the new data is exchanged with the original states in the background. 

The end result is to allow a significant number of writes to immediately be 
processed at a time cost near equal to writing the data to its originally intended 
5 location. Therefore, many applications will be able to complete their write cycle 
and allow continued activity by the user. Later, in the background, the history 
buffer overhead is performed without causing delay to the user. 

The amount of new data that can be written to this cache is limited by two 
factors: first, the available history buffer space. Second, the amount of RAM 
1 0 available to note the temporary redirection, limits the size of the cache. In the event 
information in the cache is read before the background processing has had a chance 
to move it into place, the notes made in this RAM insure the read is properly 
redirected. 

This caching technique is simply the write re-direction and mapping on read 
1 5 implementation of the present implementation used in a limited way with the actual 
moving of prior states into a history buffer implementation. The use of both 
implementations yield fast read and write accesses, up to a limit, as well as keeping 
the current disk substantially organized as the operating system expects. Since the 
read mapping is only for data temporarily placed in a disk cache, its overhead is 
20 likely less than mapping an entire disk (i.e., the highbred approach is faster on 
processing current disk reads). 

In the case the system crashes before the background activity has had a 
chance to exchange the new and old states, and without the present invention's 
software in place, a special boot process is and must be used to finish the process 
25 before allowing normal access to the disk. If this software is in place, it can detect 
the situation and re-initiate the background processing as well as reconstruct the 
notes that had been in RAM prior to the crash. 

Methods for Saving. Using and Recovering Data 
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The remainder of this application describes five software methods for 
information recovery according to the present invention in which the backup 
(historic) data is kept on the same hard disk as normally used by the user. In 
addition, a method is described for extending the backup services to utilize a second 
5 hard disk, and so provide a degree of hardware redundancy. A method is also 

described wherein a user can boot a computer from a disk image that is based on and 
yet isolated from that which is normally used. Also described is a method to revert a 
computer system's memory (RAM) and disk states back in time. 

10 On-Disk Information Backup and Recovery 

A computer's operating system (OS) typically stores information on a hard 
disk. The example embodiments of the present invention present five fundamental 
methods of recording the original state of information prior to its being altered. The 
first four methods work substantially outside of the OS's method of organizing and 

1 5 assigning its file to disk pages. They substantially differ in performance and how 
they utilize the disk. The last method calls for integrating the process of saving and 
retrieving original states of altered information directly into the OS's filing system. 

1 . Move Method: Move before overwrite 

2. Divert Method: Divert and later swap into place during free time 

20 3. Temp Method: Temporarily re-map, swap into place during free time 

4. Always Method: Always re-mapped, re-organize during free time 

5. File Method: Implemented in the filing system at the file or portion 

of file level 

25 Brief Summary 

A reasonable objective for all the methods is providing transparent near-term 
backup services to a user. The aspect of transparency means the user is not required 
to specifically call out for backups, nor is their daily routine otherwise impacted. 
This is accomplished by automatically saving the prior states of altered data on their 

30 hard disk, thus providing a means to restore to earlier times. However, in order to 
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avoid impacting the user's routine, this saving process must not substantially reduce 
the disk access throughput to which the user is accustomed. 

The Move Method involves first reading data about to bie overwritten and 
saving it in a disk-based history buffer. It has the drawback of fundamentally being 

5 slow. The Divert Method uses a relatively small area on disk to save newly written 
data, thus attempting to move the work of saving prior states into the background. It 
has the drawback that a fixed-size buffer eventually overflows and then degrades 
into the Move Method. 

The next three methods offer better solutions to the throughput problem. The 

1 0 Temp Method utilizes mapping to allow the history buffer and the area accessed by 
the OS (main area) to exchange roles. Thus, the user can write very large amounts of 
data without a noticeable impact on disk access throughput It has the drawback that 
a lot of background swapping must be done in order to return pages to their 
unmapped locations. The Always Method attempts to place newly written data 

1 5 directly over the oldest historic data, and so often entirely avoids the problem of 
moving data It has the drawback of requiring permanent re-mapping of the OS's 
page assignments. The File Method assumes integration with the operating system 
. and uses the OS's file mapping to eliminate one of the maps from the Always 
Method. 

20 The Comparison of Methods section found toward the end of this document, 

with its associated figures, more fully visually illustrates the nature of these different 
methods. 

Terms 

25 Throughout this document the terms current disk image, simulated disk 

image, main area, and extra page area are used The current disk image refers to the 
non-historic view of the disk. It consists of the data last written by the user. If no 
. historic logging was in place on a disk, its current image is the data the disk now 
contains. The simulated disk is to the user and OS a completely independent disk. 

30 However, the engine at a level below the OS creates this disk on the fly from the 
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current image and saved historic data. The actual hard disk is generally divided into 
two basic areas consisting of main and extra pages. The main area holds the pages 
belonging to the current image. In the extra page area the historic data is kept. The 
main area map re-routes accesses to the current image to possible alternate locations 
5 assigned by the engine. Historic page descriptors in the history map manage the 
historic pages. Main and extra pages can temporarily swap roles, either within their 
own areas, or with pages from the opposite area. Therefore, part of the current image 
may for a moment be mapped to a page belonging to the extra page area, which 
normally holds historic data. 

1 0 The expression "overwritten data" must also be carefully understood. At first 

one might assume that it is referring to data that has been physically overwritten. 
This is not the case. A file consists of data that may be overwritten by an 
application. However, the present invention is concerned with saving the data's 
original state. This is accomplished by either copying (moving) the data before it is 

1 5 physically overwritten, or re-directing the write and thus avoiding a true overwrite. 
Thus the expression is referring to the file's data that existed prior to the OS 
overwriting it, and which is now being preserved as historic data by the engine. 

Disk management responsibilities may be segregated out of an operating 
system into a filing system (e.g., NTFS in Windows NT). For the purposes of this 

20 document, when referring to the OS, the reference includes any other sub-systems 
involved with disk management. 

The term engine refers to the logic implementing the method currently under 
discussion. Various methods are discussed and each has its own engine. 

The word "extra" in the term 'extra page area 9 is conceptually founded in the 

25 idea that what is not visible to a user is extra. A disk physically has a given capacity. 
* However, some of this disk, in the Move, Divert, and Temp Methods, is set aside 
and hidden from the user. Thus the user-visible disk size (main area), which is that 
reported by the OS, is less than its true size. Hie storage that is not visible to the 
user is "extra," which the engine utilizes. 
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The OS assigns disk locations to various structures under its control (e.g., 
files). However, because some the engines re-map the OS's disk locations to other 
locations, in order to distinguish between the use of "disk locations" in the context 
of the OS and the engine, the OS disk locations are called location keys. 

5 

The Move Method 

The basic elements of the Move Method are described in the '579 patent In 
this method, a portion of the hard disk is reserved to store historic information 
(history buffer). When the OS writes to the hard disk, the information about to be 

1 0 overwritten is read and saved in the history buffer, and then the original write is 
performed. Reasonable optimization of this process addresses the relative extreme 
time cost of moving disk heads. A sequence of nearby writes might be delayed and 
' combined so that the affected data can be read as a block, moved to the history 
buffer, and then the original writes performed. 

1 5 Without using any method to save original states of altered information, a 

single write typically involves positioning a disk head at a specific location on disk 
where the data is to be written. The Move Method increases this to a disk read and 
two disk writes. This involves the positioning of the disk head three times: once to 
the target area about to be overwritten so that its data can be read, once to the history 

20 buffer to save this original data, and finally back to the target area to overwrite the 
new data. 

Caching writes in memory and committing them to disk during free time can 
reduce or eliminate the impact on the user, even though there is a tripling of time in 
the actual writing of the data When the user through a computer application writes 
25 data to disk, the OS really stores the data in RAM, allowing the user to continue as 
if the writes had actually occurred. Then some time later the filing system performs 
the actual disk writes. Although using the Move Method of saving original states 
triples the duration of this background write process, in theory die user had been free 
to continue working and so should not notice the performance degradation. 
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The flaw in this process is that a RAM cache is often insufficient to hold the 
amount of data typically written. For example, word processing documents can 
easily be a megabyte in size. Graphic image files are even larger. If the cache 
overflows then writing cannot be delayed and so the user must wait until it 
5 completes. Thus they see the tripling of the write time. It can also be argued that the 
writing of smaller amounts of data, even if the time is tripled, say from 0. 1 seconds 
to 0.3 seconds, is not as important as larger amounts of data. If it normally it takes 
10 seconds to save a file and it now takes 30 seconds, most users would consider 
this a serious and potentially unacceptable performance impact to using the Move 
1 0 Method of saving original states. 

The Divert Method 

According to one example embodiment of the Divert Method, new data is 
written to the end of the history buffer and later during free time swapping it, along 

1 5 - with the historic data, into place. This increases the amount of new data that can be 
written without falling back to having to move data before overwriting. The limiting 
factors are the size of the history buffer and the mapping process required to re- 
direct reads to the history buffer, should the desired data that was recently written 
not yet have been swapped into place. In other words, one must deal with read and 

20 write accesses to data that has moved out of place. 

The downside of this method is again in the answer to the question of what 
happens when so much data is written that this method cannot be used. That is, the 
system's performance suffers in that the Move Method must be used For example, 
if it normally took ten minutes to load a CD-ROM, it may instead take half an hour. 

25 This is unacceptable for most users. Granted this method reduces the likelihood of a 
slow down, as now a large file can be written without a performance degradation, 
but the situation of loading an even larger amount of data is still a problem. 
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Re-Mapping 

In order to be accepted by most users, a reasonable method of saving original 
states must yield disk access performance similar to when no method is in use. This 
must be true for common situations such as writing a large file or loading large 
5 amounts of data, such as occurs when installing a new software system. An 
important aspect of this technique is using re-mapping techniques to allow the 
placing of data in alternate locations without having to fall back to the Move 
Method and its problematic overhead. 

The following two methods fall into die class of those utilizing re-mapping 
10 to save original disk states. The details presented here relate to the present invention 
avoiding performance problems associated with re-mapping. 

The Temp Method 

The Temp Method yields, even under circumstances where a large amount of 
15 data is overwritten, similar disk access performance compared to no method (not 
saving prior states). The Temp Method builds on the Divert Method in which newly 
written data is diverted to the end of the history buffer and later swapped into place. 
However, the Temp Method does not focus on diverting writes to an alternate 
buffer. Rather, the Temp Method avoids the inherent size limitation of a buffer and 
20 thus the possibility of it overflowing. If an overflow occurs the Move Method is 
forced into the slow Move Method. The Temp Method, on the other hand, is not 
. collecting up changes in a fixed-size buffer, but immediately writing the changes out 
to a re-mapped location. Thus, with enough writes, the Move Method's buffering 
can overflow, whereas the Temp Method always has some alternate location to 
25 which to write new data. 

Prior states of a disk are maintained by reserving on the disk an "extra" area 
. in which old copies of altered information are saved. (See Figure 7.) Thus when the 
OS writes to the main area, which is the area of the disk of which it is aware, the 
pages about to be overwritten are, at least eventually, moved into a circular history 
30 buffer (extra pages). Therefore, a prior state of die disk can be reconstructed by 
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combining the current image with the appropriate data in the histpry buffer, (Of 
course, you can only go back in time as far as prior states have been saved in the 
history buffer.) 

As already discussed, there is a performance problem in simply moving data 

5 about to be overwritten to the history buffer. A write to the main area now requires 
three steps: (1) a read of the data about to be overwritten, (2) the writing of this old 
data into the history buffer, and finally (3) completing the original write. Hie 
problem is not that this extra work is required, but that the work must be done at the 
time of a write, and so the overall write performance suffers. In the case where the 

10 OS RAM cache or other type of cache is sufficient to hold a burst of writes, and the 
method's extra disk accesses are done in the background, the overhead is not visible 
to the user. However, if many writes are done such that the cache overflows, the 
resulting three times slow down is excessive. 

One solution according to the present invention is to utilize maps that allow 

1 5 re-direction of a write to an alternate location, with the old location becoming "part" 
of the history buffer by a note made in a map. Thus when a write occurs to some 
location X, which is diverted to an available historic page Y, the maps are adjusted. 
The location originally associated with X now becomes historic data that is part of 
, the history buffer. The location associated with Y, which had contained very old 

20 historic data, now becomes part of the main image that is visible to the OS. Figure 8 
shows how two maps could be used to represent the main area and history buffer. 

The mapping scheme allows this method to operate continuously and 
maintain old states of altered data, without ever having to pause and move data 
. around. The problem that arises over time is that what was continuous areas in the 

25 main area in effect become fragmented over the entire disk. This significantly 
reduces disk access performance. Most operating systems and associated utilities 
take care to manage the organization of data on disk to minimize fragmentation — 
that is, data likely to be read as a block (like a file) is located in adjacent locations. 
By re-mapping the OS's allocations the engine re-introduces fragmentation. 

40 



WO 99/12101 PCT/US98/18863 

To solve this problem the engine employs the maps to allow for heavy write 
access to the disk, but at the same time, knowledge of where the main and extra 
pages areas are retained. Thus, in the background the pages are moved back into 
place, restoring the main and extra pages areas to their independent and non-mapped 
5 states. 

In most situations this approach has little visible impact on the disk's 
performance. However, it is possible for the user to see degradation in performance 
due to fragmentation from re-mapping. 

It is assumed the mapping system is cached and efficient so that it introduces 

1 0 little overhead. Since data is likely written in large blocks (like when a user saves a 
word processing document) the initial diversion to the extra pages area does not 
cause fragmentation. In fact, write performance is enhanced since writes to different 
areas of die disk, which would normally involve time intensive seeks, are instead re- 
directed to the continuous extra pages area. Fragmentation arises during subsequent 

1 5 passes through the history buffer where its pages, after the initial pass, have now 
been sprinkled about the main area. As more passes are made, the problem worsens. 
This is the case where the system's performance degrades because of re-mapping. 

However, degradation in performance is not likely for two reasons. First, 
there is typically a substantial gap in time between heavy but short write accesses. 

20 Therefore, safe points are established and the engine has time in the background to 
swap main and extra pages back into place. In other words, during the gaps in disk 
activity, the engine is de-fragmenting. Examples of time gaps would be, while 
editing a large document or graphics file, the intervals between file saves. Figure 9 
illustrates short burst write activity. 

25 The second reason performance degradation is unlikely is that the engine 

shuts down under a reasonably heavy long continuous stream of writes. The amount 
of data written must be large relative to the size of the extra page area. Such large 
amounts of writes occur, for example, when loading data from a CD-ROM. This 
situation is detected when most of the extra page area is overwritten within the same 

30 write session. A write session is a transitional sequence of writes with stable states 
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only before and after the writes. In this case the main area map i§ frozen and logging 
of historic data ceases. 

In order to cause deep fragmentation due to re-mapping, a series of writes 
would be required in which a large amount of data was written with little 

5 background time available for the engine de-fragment (swap), and yet not so 

constant as to cause the engine to shut down. Such a situation is probably rare, on at 
least personal computers. Short and long bursts of disk writes do not lead to this 
type of fragmentation, as just explained. 

When the engine shuts down under heavy writes there should be no 

1 0 substantial impact on performance. If the extra page area is around 10% of the total 
disk, then the main area map only covers this area even though the entire disk is 
being overwritten, perhaps many times. In a shutdown, the engine gives up logging, 
writes data to wherever the mapping last placed a given location, and simply tries its 
best to allow normal operations to continue. In this situation the engine 

1 5 acknowledges that it cannot provide any recovery services. Figure 1 0 shows an 
extended period of reasonably continuous write activity. 

A user would not want to restore to a point in the middle of a long 
continuous data write sequence, as in general there are no guarantees to what is on 
the disk. For example, many operating systems require an application to close a file 

20 before information regarding the file's existence is written to disk. Before that, even 
if days of writing had occurred, the data written would not be recovered in the event 
of a crash. Therefore, when so much data is logged in the circular history buffer that 
the starting point of a large write sequence foils off the end of the circular buffer, 
then there is no purpose in continued logging. Logging creates a path back to the 

25 disk's state at the beginning of the sequence. When that is lost, the knowledge of 
how to restore the remaining and future parts of the sequence is not useful. Thus, it 
is acceptable to shut down logging when the history buffer is overrun with 
reasonably continuous data writes. Note that part of the definition of "continuous" is 
that the OS does not provide safe point status along the way. 
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Figure 1 1 illustrates the situation leading to deep fragmentation. It involves a 
long sequence of writes. However, time gaps or other clues provide for many safe 
points thus making logging useful. A user may not be able to restore to the starting 
point of the long sequence that has fallen off the end of the buffer, but there are 
5 plenty of safe points further ahead. Figure 1 1 shows this case of frequent write 

activity, but with sufficient gaps to establish safe points. The gaps are not sufficient 
for background swapping, thus preventing de-fragmenting. Fragmentation therefore 
becomes increasingly a problem: the engine, due to re-mapping, breaks up what the 
OS thought were continuous areas on disk, and therefore access to these areas is 

1 0 slower. The slowdown occurs because the disk head must move to many different 
positions on the disk surface in order to read what the OS thought was a large 
continuous block of data. 

It is helpful to consider the relative sizes of structures in the context of heavy 
continuous write activity where the engine freezes the map and disables further 

1 5 logging. Assume for this example a one-gigabyte disk drive where 1 00 megabytes is 
allocated to extra pages. The main area map will have grown to cover the 100 
megabytes and involves about 3.2% overhead (allow 16 bytes per 572 byte page), or 
about 3.2 megabytes. This is large enough that it is unlikely to fit entirely in RAM. 
A root is required, plus one mid-level node, and 200 low-level nodes (200,000 

20 entries stored 1000 per node). However, the first two levels of the tree will generally 
be in RAM with a low-level node being fetched every 1,000 page accesses. This 
assumes that OS accesses involve typically a sequence of pages allocated in 
sequential locations, and so the engine is not constantly hopping from one low-level 
node to another. 

25 The upper portion of the tree indicates whether a low-level node fetch is 

required. If the entire OS visible disk (main area) was written (900 megabytes), 1 1% 
of the time you will go through a low-level node. Thus, as the mapping boundaries 
of the low-level nodes are crossed, one of every 1,000 accesses requires the fetch of 
another node. This is a negligible overhead. In the other 89% of accesses the upper 
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two levels of the tree are cached and immediately indicate direct .(unmapped) access, 
adding negligible overhead. 

Next consider the context where heavy but intermittent disk writes have 
caused the main map to grow to span the entire visible 900 megabytes. The map 

5 would be nine times the size of the prior, or 28.8 megabytes. This would require one 
root, plus two mid-level nodes, and 1,800 low-level nodes (1.8 million entries stored 
1000 per node). Again the top two levels of the tree are generally cached. However, 
now all accesses go through a low-level node. If in a reasonably worst case situation 
a low-level node is fetched every 20 accesses, the overhead is 5%. This is still pretty 

1 0 reasonable for a worst case situation, noting it resolves itself automatically when 
given sufficient background time for swapping. 

Figure 12 illustrates the two maps referencing pages in both the main and 
extra areas. In other words, pages belonging to one area are temporarily swapping 
with pages from the other area- Figure 13 shows the effect of the swapping so that 

15 the history map only references pages in the extra page area and the main map only 
references pages in the main area. 

In order to reduce the space required for the main and simulated image maps, 
it is assumed by definition that any location that is not represented in the map 
directly corresponds to the indicated storage location. In other words, the location is 

20 not mapped Therefore, as the background process swaps pages to the area in which 
they belong, the main area map shrinks to nothing. Figure 14 shows the main area 
map's links removed, indicating that all storage is in its stated location. The 
simulated image map is also shown. It consists of differences with the main area 
map reflecting pages that must be "restored" from the history to reflect the main 

25 area from an earlier time, as well as any changes since made to the simulated 

version. Note that once the simulated version is changed it represents a fork in time 
where the main and simulated versions share a common state at a certain point in 
time but both may subsequently have been changed in different ways. 
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Safe Points and Switching States 

A basic purpose of the engine is to provide means for rolling back the state 
of a disk to a previous time. This involves maintaining original and current states 
and a mapping system to guide how these should be combined to create a given state 

5 corresponding to some specific time in the past In practice it is not useful to restore 
a disk to a transitional state where information was in the process of being updated 
For example, if you were to save a word processing document, you would like to see 
the disk either before or after a save. Restoring to the time during the write process 
should be avoided since there is no guarantee as to what the user would see. 

1 0 Therefore, the concept of a safe point is introduced which corresponds to times at 
which the disk is reasonably usable. These times are identified from large gaps in 
disk activity, which are assumed to indicate the OS has flushed its caches, or 
specific signals from the OS indicating such, when available. 

The user is allowed to select only a safe point in time to which to revert. This 

1 5 implies the engine need only flush its own information to disk at these times. It also 
implies that the process of logging is not one of recording each write and its original 
data in a time-ordered sequence, but of changes from one state at a given safe point 
in time to the state of the next save point Therefore, the stable (non-transitional) 
information maintained on disk by the engine switches at distinct points in time, the 

20 safe points, to include the next disk representation. Note that logging the prior state 
for every change provides the necessary information for transitioning at safe points, 
but is overkill. 

It is only the first original state of a given page that changes many times 
between safe points that need be recorded in the history buffer. It is only the page's 
25 last state that is saved as part of the main image. In other words, if during a 

transitional period the OS (applications) writes to the same disk location repeatedly, 
only the last state needs to be maintained in order to represent the upcoming safe 
point. 

Note that the engine's switching to a new stable state of its internal data is 
30 generally an independent process from any flushing of data from within the OS. It is 
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possible at some random point in time for the engine to pause antf flush out all its 
maps and other data required to represent the data thus far written by the OS. 
However, it has just been pointed out that if the OS's data is incomplete 
(transitional) there is no point in providing recovery to this time. Therefore, 
5 synchronization of the engine to the OS avoids useless stable transitions in the 
engine. 

If the OS constantly maintains a reasonably usable disk image and time gaps 
are not sufficient to indicate the only reasonable points to which to recover, then one 
could go to the extreme of allowing the user to recover to any point in time. This 
1 0 would require the logging of the prior states of all changes and an update process 
' that keeps the engine's internal data constantly current. Such a design is not 
warranted for personal computers and is not addressed in the presented methods. 

Hie time between safe points during which the disk is in transition is 
referred to as a write session. Again, if, during a given write session, more than one 
1 5 write occurs to a given location, then only the data's initial state before the first - 
write is saved. Thus, subsequent writes directly overwrite the page. There is no need 
to save intermediate states during a given write session. Failure to filter out 
subsequent writes from the history buffer causes no harm other than needlessly 
taking space. 

20 One technique of detecting subsequent writes is keeping a session index 

along with the re-mapping information. If only a small portion of the disk is re- 
mapped, then the additional disk overhead is minimal. However, it is possible to 
map a large portion of the disk. This total mapping is the rule in the upcoming 
Always Method. In order to reduce the four byte (session index) per page overhead 

25 from the re-mapping mechanisms, it is recommended that a bit map is maintained in 
RAM. Each bit indicates if a corresponding page has been overwritten in the current 
write session. Given a page size of 572 bytes, then 100k of RAM indicates the status 
for 400 hundred megabytes of disk. If the bit map is blocked so that the 400 
megabytes can be spread across the disk, mapping only the currently active areas, 

30 then this 100k can handle the overwriting of 400 megabytes of data within a given 
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write session. This ratio is reasonable given RAM and disk costs, and likely amount 
of data to change during a write session. When the next safe point begins, this bit 
map is simply cleared. 



5 In Use Bit Mans 

In addition to historic data, the engine must keep a variety of other 
"overhead" information on disk; for example, the maps. The general question arises 
as how to modify this overhead information without introducing points in time at 
which, if the system crashed and restarted, the information would have been 

1 0 corrupted. Since the engine is expected to revert only back to safe points, in the 

event of a crash, it is assumed the disk would come back up in its state as of the last 
safe point 

A method of maintaining the engine's overhead information in such a way as 
to insure that the last safe point's data is always available, is to doubly allocate 

1 5 space for all such information. Two bit maps are used to indicate-which of the 

copies corresponds to the last safe point and which copy, if any, corresponds to the 
transitional data. Any changes since the time of the last safe point are considered 
transitional and are written to the "other" allocation. Thus the stable bit map 
indicates which allocations make up the overhead information corresponding to the 

20 last safe point Should a crash occur, on restart the stable version is loaded. 

Otherwise, under normal circumstances, the transitional bit map indicates either the 
same allocation as that in the stable bit map or the other allocation, which would 
contain altered transitional data. When the next safe point is reached in time, and all 
data has been flushed to disk, then the current transitional bit map becomes the new 

25 stable bit map. 



The Switch Page 

Hie In Use Bit Maps facilitate the duplication of altered internal engine data 
during transitions. A switch page is used to indicate which of the two In Use bit 
30 maps are playing the stable and transitional roles. The switch page is the root to all 
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the engine's internal data. It is allocated at a predefined location with space for two 
copies. Whenever the page is updated, both copies are written. If for some reason 
the first copy is not successfully written (for example, the system crashes) it is 
assumed the second copy will be valid. Thus, when booting up and reading the 
5 switch page, the first copy is read, where if the read fails (e.g., disk crashed during 
its write), then the second copy is read. 

It is recommended that one assume the switch page can be successfully 
partially written prior to a crash. Therefore, reading the page would not produce a 
disk error but yield corrupted data. By including an incrementing switch page 

1 0 update count at the front and start of the page, as well as a CRC or checksum, this 
problem case is avoided. When reading the switch page, the two update counts are 
compared and the CRC validated. The switch page is only read at boot time, placed 
in a RAM, and subsequently periodically written during the user's session. 

Information in addition to that relating to the In Use bit maps can also be 

1 5 kept in the switch page. The limiting factor of what to keep in the switch page is 
insuring its update is relatively efficient (e.g., not too much data to write). The other 
information typically found in the switch page is: a version number, the next write 
area, root links for the current and simulated image maps, low-level swap 
information, and parameters for tracking the general logged data pages. 

20 

The Main Area and History Maps 

Trees are used to implement the main area and simulated maps. Given 
sufficient background swap time the main area map is reduced to nothing, which 
indicates re-mapping is not active. The entries in the main area map contain the 
25 following fields: 

1 • The actual location of the corresponding data 

(0=no re-mapping). 
2. The visiting page location (corresponds to the data 

actually stored at this location). 
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The history map, where there is one entry for each extra page, should be 
implemented as a table. These entries are typically always active, indicating the 
original locations of their associated extra pages. At any time, the "history buffer" is 
the collection of pages indicated by either following the temporary swap links, when 
5 active, or referencing the associated extra pages. The fields in a historic page 
descriptor (HPD) that make up the history map are: 



1 . Page Type (not in use, historic, special). 

2. Original location of the represented data. . 

3. Swap link. Location that has temporarily received 
10 the data that normally would be found in the extra page 

corresponding to this entry (0=none). 

4. Return link. Visiting page location (correspond to 
the data actually stored in this entry's extra page). Only 
maintained if it indicates another extra page. 



1 5 The swap link indicates the page that really has the data that normally is 

associated with the HPD's extra page. This link indicates either a main or extra 
page. If null then no re-mapping is in effect The return link is used only when the 
swap link indicates an extra page. In this case the HPD associated with the 
referenced extra page has its return link set to indicate the HPD with the referencing 

20 swap link. In other words, the swap link is like a "next" link and the return link is a 
"last" link as in the context of a double link list. 

Viewing these links as forming a link list is appropriate. The system is not 
limited to simply two HPDs where there is a link from HPD X to Y and one from Y 
to X. As the engine runs and after multiple passes through the HPDs, aging 

25 progresses and the swap and return links can involve more than two HPDs. For 

example, in A's location you might find B, in B's you might find C, and in C's is A. 
Thus a three-way swap is required to get the data back in place. Figure 15 shows 
this situation. 
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Writing to the Main Area 

The following are the eight steps performed by the engine when the OS 
writes new data to a specified disk location (SL). It is assumed the engine has not 
been disabled. Note that if the last data written to this location is from the current 
5 write session then the new data simply overwrites it. Otherwise the following steps 
act to save the original data in the history buffer. 

1 . The next available "logical" location to receive data is 

determined by looking to the next location in the history buffer (map) to 
write (HP). 

10 2. The swap link for this logical location in the history buffer is 

checked to see if it should in fact use the extra page directly, or instead, 
go to where its contents have temporarily been placed. This is the 
effective write location (EW). 
3. The new data is written to EW. 

15 4. A note is made of the real location (OL) of the data that would 

have been overwritten by the write under normal circumstances. In other 
words, determine where the main area map entry currently indicates the 
data for SL is located. 

5. The main area map entry for SL is updated to indicate its data is 
20 atEW. 

6. The swap link for the logical extra page location is updated It is 
changed to OL, which indicates the actual location that had contained the 
data for SL. 

7. Set the visitor link for EW to SL, if EW is a main area page. 
25 8. Set the visitor link for OL to HP, if OL is a main area page, 

A Write Example 

The following example assumes a disk that has five page locations where 
three are assigned to the main area and the other two are for extra pages. See Figure 
30 16. No attempt is made in this example to account for or show how the various 
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HPDs and trees would actually work, nor any detail as to how the allocation of 
HPDs and extra pages work- The return links in the HPDs are also not shown for the 
write sequence. 

The example starts by illustrating how five writes are handled, to locations 1, 
5 2; 3, and then 3, and 2. The example then continues on into the Swap Section. 

For the two extra pages there are associated HPDs. An arrow pointing into a 
duplicate disk layout represents the value of a HPD's swap link. The arrow runs 
from the referencing extra page (HPD) to the indicated disk location. Note that the 
duplicate disk layout is not new or additional storage. It simply represents the same 
1 0 storage as shown under the "data in real pages'* heading. See Figure 1 7 in which the 
swap links for the two history pages show that "x2b" and "d2a" have been swapped 
aswellas"xla"and u dla , \ 

Keeping the flavor of duplicating the disk layout to more clearly show links, 
another copy is made under the "visitor links" heading. The main area map has two 
1 5l links for each page location: one indicates where the data for the associated location 
really is found, and the other indicating the page whose contents have been 
temporarily been placed at a given location. In Figure 1 8 the main area map for 
location #1 indicates that the data "Dlb" for this location is really in the first history 
page. However, if location #1 was actually read, the visitor link indicates the data 
20 "d3a" that belongs in location #3 would be returned. 

Data is represented by three characters: the first is normally "d" but is 
changed to **D" when the location corresponds to that last written in the extra pages 
area. This implies that the next location, wrapping around to the top of the area, 
represents the next location in which to save historic data. The second character is a 
25 number that indicates the true location to which the data belongs. For example, 

"d3b" when all re-direction mapping has been undone, should appear in location #3. 
The last character represents the version of the data. "Dla" is what is first written to 
location #1, "dlb" is what is next written to this location, and so forth. 

If the three characters representing a data item are underlined, then the data 
30 is historic (a saved copy of previously overwritten data), otherwise it is part of the 
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main (current) disk image. Only historic data can be tossed as one never discards 
parts of the main disk image that is visible to the OS. 

In Figure 19A, the initial state of the engine is shown. There is nothing in the 
extra pages. No links are active in the main area map thus indicating that, for 
5 example, the contents for location #1 is in fact located at location #1 . Hie main area 
contains "dla", "d2a", and "d3a" in their respective locations. 

In Figure 19B, a write of "dlb" is done to location #1 . Since the system 
cannot write into location #1 without losing its prior state, the write is re-directed to 
the first location in the extra page area. This page's swap link is set to location #1 
1 0 since this is where its data really belongs. Similarly, if you go to location #1 you 
will find "dla" which is only visiting this location until it can be swapped to where 
it belongs. As shown, the visitor link indicates the first extra page location. If you 
exchange location #1 and the first extra page location, all the links would disappear. 
However, there is a rush and another write in Figure 1 9C has occurred. The 
1 5 swapping is put off. 

In Figure 19C, a write of "d2b" is done to location #2. The process is much 
the same as in Figure 19B. However, note that the data goes to the second extra page 
as it is "next" after "D 1 b" that was the last written in the previous frame. Again, 
another write occurs before there is time for swapping. 
20 In Figure 19D, a write of "d3b" is done to location #3. The first question is 

where should the write be diverted? Notice that in Figure 19C, "D2b" was at the 
location of the last written extra page, which was the second (bottom). Therefore, 
the next to re-use— that which represents the oldest historic data— is the first 
(advance, wrapping back to the top). However, again looking back to Figure 19C, it 
25 is seen that the contents of this page have been swapped with location #1 . Therefore 
the new data is written to location #1 and so overwrites "dla" which gets discarded 
forever. The map is updated to indicate location #3's data "d3b" is found at location 
■#L 

Next, the swap link is updated for the first extra page. This swap link 
30 indicates the location whose real data is now the newest historic data. This is the 
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data that was just overwritten: the write request was to location #3 and so its prior 
state is now referenced as that associated with the extra (historic) page. In Figure 
1 9C, it is seen that no mapping is done and so the data "d3a" is normally what 
would be overwritten. Thus the swap link is set to indicate here and the data in this 
5 location gets underlined, as now it is historic. 

Turning now to the visitor links, it is seen that these reflect the owners of the 
actual data in the locations whose contents or interpretation of their contents have 
changed. So first, a write is done to location #3 that gets diverted to location #1 . 
Therefore the visitor link for location #1 indicates location #3. Second, the data that 
10 had been stored in location #3 would, if there had been time, been moved to the first 
extra page. Therefore the visitor link for #3 indicates the first extra page. 

Swapping Pages 

Swapping is performed in the background (while the system is otherwise 
1 5 idling). The process is divided intctwo phases. First, all main area pages are 

swapped into place. Second, the extra pages are swapped among themselves so that 
no redirection is in effect. This insures that as one walks sequentially through the 
history map, the corresponding extra pages are also in sequential order. This is 
optimal when diverting a sequence of writes to the history buffer. 
20 The preceding example has shown how to write data to the main image, Now 

page swapping will be discussed. In Figure 19G it is assumed some free time is 
detected and the engine starts to reorganize the main area. The approach is to 
generally walk through the map, swapping pages back where they really belong. The 
map entry processed in this Figure 19 is for location #1. The map indicates location 
25 # I' s data is found in the first extra page. This data is swapped with that which is 
really in location #1 . Following the map's visitor link it is seen (fiom Figure 19F) 
that it is the data from the second extra page that is really in location #1. 

Therefore, to perform the swap of a main page with another, there are four 

steps: 
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1 . Change the map entry to indicate location #1 's data is in location 
#i . This is done by setting the redirection and visitor links to null. 

2. Then one goes to the HPD associated with the data that was 
visiting in location #1 , the second extra page, and change its swap link to 

5 indicate where the visiting data has been swapped. This would be where 

location #1 was originally diverted, the first extra page. If this location 
had been in the main area then its map link would require an update. 

3. The first extra page contains location #1 's data. However, if it 
had been in the main area, which it wasn't, then one would set its visitor 

1 0 link to the second extra page (location #l*s original visitor which is 

being moved to the first extra page). Of course, if the visitor link update 
results in linking to itself then the link is simply cleared. However, this 
later case would already have been handled in the prior step, so the 
update can be skipped. 

15 4. The maps have now been updated, noting it is the transitional 

maps and not the stable versions that are changed* The actual data "Dlb" 
and "d3b" is now swapped and the transitional maps eventually made 
stable. 

In order to optimize the flushing of map data and disk access, the swap 
20 algorithm should buffer up a reasonably large series of swaps and optimize the disk 
access. In other words, if one is swapping locations #1 with #10 and #2 with #1 1, it 
is more efficient in terms of reducing disk head movement to do both swaps 
simultaneously : #1 and #2 with #10 and #1 1. This is discussed in detail in the Low- 
Level Swap Section. 

25 In Figure 19H, swapping for location #2 is processed. This results in the 

clearing of all links for the main map, thus indicating all main area data is in its 
desired location. The only further swapping required is in the extra page area. Hie 
advantage of reorganizing is that as historic pages are saved they are allocated one 
after each other on disk. This reduces disk transfer (seek) time. 
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For another example of the swap algorithm, one looks back to the state after 
Figure 19E's write. In Figure 19J "did" is written to location #1 . Figure 19K shows 
the results of executing a swap on location #1 . Continuing from Figure 19K, in 
Figure 19L location #2 is swapped back in place. The results of swapping of 
5 location #3 back in place are much like Figure 191 except the first and second extra 
pages contain " Dlb" and "d3b" respectively. 

Hie swap operation can be performed on any locations requiring it without 
regard for order. To illustrate this, refer to the final state in Figure 19 J. Figure 19M 
shows the effects of swapping location #2 back in place (previously, location #1 was 
10 swapped). Swapping location #1 back in place produces Figure 19N. And finally, 
Figure 190 shows everything back in place after swapping location #3. 

In Figure 1 9P there is set up a situation in which a swap will involve only 
main area pages. All examples so far have always involved a main area and an extra 
. area page. Figure 19Q shows a swap of location #1 into place. 
15- Up to this point, the write and swap main page algorithms have been 

discussed. The swapping done was used to reorganize the main area. In doing so, the 
temporary exchanging of pages between the two areas, the main and extra page 
areas, are resolved. The two areas become independent That is, the main area only 
. contains pages that are current and directly visible by the OS (no re-mapping). The 
20 extra page area contains all the historic saved pages and none from the main area. 
An example of this state is shown in Figure 19H. 

What is also shown in Figure 19H is that the HPDs are still indicating then- 
data is re-directed, albeit to other extra pages. Hie direct mapping achieved in the 
main area (the map indicates that location #1 is at location #1, etc.) has yet to be 
25 achieved in the extra page area. In Figure 1 9H there is seen two extra pages that 
need exchanging. If the swapping was simply limited to pairs of extra pages, then 
the process would be clear: run through the HPDs and if a HPD indicates its data is 
located at another extra page, then exchange them. 

The flaw in this approach is that more than two pages may be involved in a 
30 swap operation. In other words, it may be a set of three or more pages that are 
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involved in a cross-linked system. This is demonstrated with reference to Figure 
19R. 

Notice the addition of return links located under the map. These correspond 
to the extra pages that are represented across from them on the bottom. Whenever a 
5 swap link is set in an HPD that indicates another extra page, this HPD's return link 
is set to point back. Thus the two extra pages are pointing to each other. 

In Figure 19R there is seen three main pages and three extra pages. In Figure 
19S there is a write to locations #1, #2, and #3, in this order. This leads to Figure 
19S. In Figures 19T, 19U, and 19V there is a write to #3, #1, and #2. On completion 
10 the extra page area is left with a three way swap required to restore a direct mapping 
between the HPDs and their respective extra pages. This is shown in Figure 20. 

One approach to reorganizing the extra page area would be to start at the first 
HPD and follow the swap links until the entire chain is known. Unfortunately there 
is no guarantee that the chain does not involve many pages (HPDs) and it is 
1 5 therefore beyond the ability of the system to swap in one timely step. Therefore the 
chain must be broken into shorter circular lists. However, this involves scanning the 
entire list, which is generally a lot of work. 

The solution is to add the return links that create a double link list system, 
which is one that can be easily edited. The extra page area swap algorithm is much 
20 like that used for the main area except that it is known that only one area is 

involved — the algorithm is a double link list deletion. Keep in mind that the linking 
in the extra page area is only complete when the two areas have been made 
independent (by first re-organizing the main area). 

The algorithm for swapping an extra area page at myjocation and its 
25 my data with another extra page is: 

1 . Save mapping data for myjocation in my oldjtisitor and 

other Jocation Get HPDs for both {other Jihe and visit Jihe). Clear swap 
link (covers both). 

2. If myoldvisitor is the same as the other Jocation, then this 
30 means the data that was in my extra page belongs to the page in which 
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my data is stored. Therefore after performing the swap, the other page 
will also have its desired data. Clear its swap link (covers both), noting 
other Jthe and visit Jthe point to the same HPD. 
However, if the other page that had my data and the page whose data I had 
5 (visitor) are not the same then adjust their HPDs. Set the other page to know where 
to put the data just written to its associated extra page (its visitor is what was my 
visitor). Set my visitor to know where its data has been swapped (to what was my 
swap page). 

3. Perform swap and save the changes. 
1 0 An optimization for the swap step is to reduce it to a move if my location is 

in the unallocated zone of the next write area. When a page ultimately winds up in 
this zone, its contents are by definition unstable and therefore no update is required. 
Practical use of this optimization is minimal since reorganizing the extra page area 
where linking exists in the next write area is unlikely. It is not possible to discard the 
1 5 movement of data to other Jocation, even if other Jocation is in the next write area, 
since this may not be the data's final destination. 

In Figure 21 the extra page swap algorithm is performed on the situation 
' based on Figure 19 V. Figure 22 shows the swap of location #1 into place. In Figure 
23 the swap of location #2 into place inherently also handles the swap of location 
20 #3. 



Allocating in the History Buffer 

It will now be described how extra pages are actually allocated, noting that 
their effective location may in fact be temporarily in the main area. If a next write 

25 position (allocate) in the extra page area is used, then it is necessary to update the 
switch page that contains the next write position for every allocation. In other 
words, one would look to the HPDs to find a suitable page at or just beyond that at 
the next write position (stepping over any pages that are not allocable). One would 
make the allocation by changing the page type to "not in use" (and therefore its 

30 contents are officially unknown) and advance the next write position. Next, one 
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needs to make the changes part of the stable version so that one can modify the 
newly acquired page. This is a lot of disk flushing to get just one page. See Figure 
24. 

Use of a next write area, as opposed to a next write position, is a scheme that 
allows a single update of the switch page to set aside a whole area in which 
allocations can freely be made. Essentially, once a page is included in the next write 
area, its contents are considered transitional. Therefore, from the point of view of 
the stable version, the allocable pages in this area are all treated as unused (not in 
use) regardless of their corresponding page types in the stable HPDs. Thus the stable 
version can be trimmed of blocks of allocable storage. This is done during 
transitional processing minimizing the disk flushing required to process a series of 
allocations to simply a single update of the switch page. Figure 25 illustrates the 
concept of a next write area. 

The size of the write area is chosen by trading off the fact that the larger the 
area, the more historic information is discarded in one step, even though only a few 
allocations were required, with the desire to avoid frequently advancing the area 
during a given transition. 

General Logged Data 

In addition to tracking the original states of changed pages the engine must 
also track various other data. For example file activity (open and closes), program 
activity (launches), system boots, keystrokes and mouse activity, as well as other 
information. At a minimum the engine must track the location of safe points in the 
history buffer. General logged data pages support this need. These are pages that 
get mixed into the stream of normally allocated history buffer (historic) pages. As 
with historic pages they are de-allocated as the circular system wraps around and re- 
uses the pages. 

This method of saving miscellaneous data in general logged data pages that 
are mixed in with the historic pages is a good way to save information that is to 
come and go in much the same way as historic data. Other methods are certainly 
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possible. Note that care should be taken to avoid prematurely losing "notes" about 
historic pages before the pages themselves are discarded. For example, discarding 
information about the oldest safe point's location before discarding all the historic 
data after the safe point makes the saving of all this historic data pointless. Without 
5 the safe point marker it cannot be used. 



Looking at the Past in Terms of Files 

Although the ability to access an earlier state of a disk based on selecting a 
time provides a useful and base method of retrieving "lost" data, the process of 

1 0 selecting a time is often made based on information such as file modification times 
stored in the general log (described in the prior section). In fact, the entire retrieval 
operation may hide the process of establishing a simulated disk. For example, the 
act of selecting a file to retrieve from a list, wherein the list is constructed from 
information in the general log, can automatically lead to the steps of creating the 

1 5 appropriate simulated disk, copying the file, and closing (de-activating) the _ 
simulated disk. Thus, the user may come to access historic information based on a 
selection other than directly choosing a time. 

One of the best ways to indirectly index into the past is through file names. 
For example, consider a user who has the ability to access their historic disk states 

20 over the last month. Sometime during this period the user created a file, used it for 
an hour, and then deleted it Although the user can establish a simulated disk to any 
point in the last month, the knowledge of precisely to what time to go in order to 
retrieve the file, generally requires die use of the file activity information stored in 
the general log. Presenting the contents of the general log correlated with time, 

25 along with a search ability, provides the user an efficient method for retrieving the 
file in the current example. 

However, there is an additional method for locating files that no longer exist. 
This method is more consistent with the industry standard Windows95 Explorer 
utility for finding files. Explorer uses two windows that essentially allow the user to 

30 walk through the levels in a file hierarchy: one window shows the current expansion 
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of and position within the hierarchy, and the other shows the files (and other 
additional directories) available at this position. 

The present invention provides an extension to Explorer wherein the user 
can right click on a specific file and have the option to view a list of old versions of 
the file. This list is constructed by scanning the general log. However, the approach 
does not handle the case where the file has been deleted, renamed, or moved and so 
cannot be selected. 

The additional method is to create a new type of special "disk" that can be 
examined through Explorer, where this disk does not correspond to any standard 
physical hard disk, but instead whose contents are generated based on file activity 
entries in the general log. The file hierarchy for this special disk is formed by 
combining all relevant file entries currently found in the general log and sorting 
them. Duplicates are removed, but their associated reference times (that is, when the 
file existed in time) are noted and used to present a list of old versions, should such 
be requested. This special disk appears much like the real disk on which it is based, 
except that if a file ever existed at some location in the hierarchy, providing the file 
can still be retrieved using saved historic disk states, the file will remain present 
regardless of whether it was subsequently been deleted, renamed, or moved. In 
summary, this special disk shows all available old versions of files and directories 
for another disk in the form of a hierarchy, as presented by Explorer. 

Note that it is useful to allow the user to select a file that can be retrieved 
from the past, and to automatically launch the appropriate application to view the 
file, referencing either the file on a simulated disk or copying the file from a 
simulated disk to a temporary directory. (The contents of this temporary directory, 
when no longer in use, are eventually automatically purged.) This allows the user to 
not only know of the existence of an old version of a file, but to view its contents 
without actually formally retrieving the file, as the viewed file is automatically 
discarded. Therefore the viewed file's existence in terms of being retrieved is hidden 
from the user in that the user does not have to manage the viewed file on disk. 
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Simulated Image 

The simulated disk image is one that initially corresponds to OS visible disk 
data from an earlier time. The simulated image is typically viewed through the OS 
by the user as simply another disk drive. Once established, the user may write to the 
5 simulated image, and by altering it creates effectively a fork in time. Eventually 
when the simulated image is discarded any changes will be lost. 

The method of establishing the simulated disk image is to run through the 
HPDs starting with the current time and go backwards, up to and including the 
desired reversion time (safe point). For each HPD a corresponding entry is added to 
1 0 the simulated map, thus mapping a current location to an original state. Effectively 
each HPD processed is undoing a change. If an entry already exists in the simulated 
map, it gets overwritten. This case indicates a given location has been altered 
multiple times since the desired reversion point. As the map is initially built, all its 
entries are flagged as associated with original data. Subsequently, if data is written 
15 to the simulated disk then entries of a second type are added to the map. These are 
. pointing to the pages that hold the differences from the initial state. 

If a second request to establish a simulated disk image specifies an earlier 
time than the present simulated disk image, and nothing has been written to the 
present simulated disk image, then one can start the walk back from the present 
20 simulated image (map). This avoids having to start from the current time and 

building up to the present simulated image time when this work is already readily at 
hand. 

The algorithms for handling a read and write to the simulated image were 
described in U.S. Application Serial No. 08/924798, referred to above. 

25 

Reversion and the Delayed Move Map 

The normal method of reverting a disk to a prior state involves establishing 
the prior state on the simulated drive, making any further desired adjustments, and 
then "copying" the simulated drive to the current (which effectively saves the 
30 original current state). In some cases there is not sufficient space in the history 
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buffer to allow the straightforward saving of the original current state prior to the 
reversion and so another method is used. This special case is discussed later. 

If there is no difference between the current and simulated images, then the 
request is ignored. An appropriate status is returned for log-related considerations. 

5 Figures 26A through 26H illustrate activity to a disk in which there is one 

location in the main area and four extra pages to save historic states. Figure 26A 
shows the initial state where location #1 maps to and contains value HI. In Figure 
26B a new value Nl has been written to location #1 and the swapping process 
performed to put everything in its desired location. In Figure 26C a reversion back 

10 to HI occurs which basically involves copying HI to location #L The new copy of 
HI is designated H2 even though its value is identical. Frames D through H show 
this process repeated, thus creating effectively two additional copies of HI, namely 
H2 and H3, both of which are highlighted. 

When performing a significant reversion, that is, one where many pages are 

1 5 affected, a lot of time can be spent duplicating the did original saved states and 
making them current There is a certain amount of overhead in copying the 
simulated map to the current, but the bulk of the time is spent actually duplicating 
saved states. Although a mapping system is used, the duplication must be done since 
the data needs to be effectively in different location (in the main area). Further, the 

20 historic data used to establish the reversion may at some later time fall off the end of 
the history buffer (and be discarded). Therefore the duplication must occur. 
However, in order to avoid a long duplicating delay before the system can be used, 
. another "delayed move map" is introduced. 

As its name implies, this new map provides for moving data on the disk 

25 without actually having to do the move. What is nice about using this map in 
conjunction with a reversion is that the reversion, as shown in the Figure 26 
sequence, involves both duplicating and an eventual swap. Use of the delayed move 
map incorporates the duplicating process into the swap process. For example, 
instead of moving A to B and then swapping B with C, this swap can simply read 
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from A instead of B. Further, the process becomes a background process, thus 
yielding faster response to the user. 

For each mapped location, a delayed move map entry has two fields. An 
entry is classified either as a read-side or a write-side type. In the read-side case the 

5 source location indicates, for a read, the true location of the data. The link field 
associates all locations that logically have the value of the source location (though 
the actual duplication has not yet been performed). If a write occurs to a read-side 
entry, then it is discarded. This involves unlinking it. Using its source location field 
as a key into the map, the list header located in the redirected page is found, and 

1 0 then the entry referencing this is identified, and finally the mapping entry is 
unlinked and discarded. See Figure 27. 

The write-side case represents a page whose contents are being referenced in 
the handling of reads for other pages. If a read is done to such a page, the mapping 
has no effect. However, if a write is about to be performed to a write-side page, then 

15 the page's contents must first be written to all the linked pages. After the duplication 
has been done, the read-side and write-side entries are discarded. 

Normally it is expected a write-side entry corresponds to a historic page 
whose contents are being "copied" to new pages using the map. Eventually this 
historic page falls off the end of the circular history buffer and is re-used, at which 

20 time its value is changed. Just before the change, the original value is read and 

* written to all referencing read side entries. The case of a read of a write side entry 
occurs, for example, if a simulated drive is established that references the page. 

Again, the intent of the delayed move map is that it is gradually eliminated 
as part of the normal swap process after a reversion. Thus the duplication overhead 
25 associated with a reversion can be reduced and delayed However, in the event the 

* swap process does not get performed before affected data is accessed and/or 
modified, the map keeps things straight and performs incremental duplication as 
required 
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Background reorganization typically reduces the delayed move map to 
nothing or near nothing. A final background flush process insures that any mapping 
is eventually eliminated. This is further discussed shortly. 

Figures 261 through 26M continue after Figure 26C and illustrate the 
5 situation where multiple reversions without any swap processing (or other resolution 
of the delayed move map) result in stacked (more than one) redirection to a page by 
way of the map. The progression past Figure 26C to Figure 26D and beyond 
involves the swap process at which point use of the delayed move map is resolved. 
Hie delayed move map linking is represented by dashed lines and arrows in 
10 the Figure 26 sequence. 

A reversion performed only in the maps should be at least one order of 
magnitude faster than actually duplicating the data. The reasoning is that each 
delayed map low-level node maps about 1,000 pages and so, given clustering of at 
least 10 pages accessed per low-level node, the duplicating process should be about 
15 1 0-times faster. Keep in mind that eventually a swap must be performed and so the 
overall impact is less than a doubling of performance (swap is more intense than a 
copy). However, the map allows all the work to be performed in the background, 
. which is perhaps a more important feature. 

In the case where one is adding a mapping to the delayed move map and 
20 finds that the source is already mapped, one simply adds onto the source's link list. 
This situation arises when multiple reversions occur without having had time to 
unwind the first's mapping. 

A given link list never grows by more than one entry per reversion. In 
essence this is because a redirection for a given location is to apage that represented 
25 the same location at a prior time. A location is never redirected to a page (hat 
represented another location as seen by die user. 

In a reversion, because the source is always in the simulated disk image and 
• the redirected page in the new image, and because both represent die same location, 
there can only be one added link between the two. Therefore if the simulated disk 
30 cannot reference the same page twice and within the new reversion this cannot 



64 



WO 99/12101 PCTAJS98/18863 
occur, then it is not possible to grow a write-side link list by more than one entry in 
a new reversion. In other words, if A uniquely references a page Ap, and B uniquely 
references a page Bp, and within a reversion A can only be redirected to B, then the 
link list growth is controlled. See Figure 28. 
5 This maximum list growth assumption may be used by the low-level swap 

processing in assuming what is the worst case number of delayed moves that must 
be performed when a write-side entry is overwritten. 

The specific core algorithm for performing a reversion is to cycle through 
the simulated map and "copy" each entry to the current image. Since this is 
1 0 effectively writing to the main image, the normal processes allow for an undo of the 
reversion, should one be desired. The copying process is normally done using the 
delayed move map. 

Special Case Reversion 

15 A complicating factor in doing a reversion occurs when the duplication of 

data is so much that it interferes with the reversion. Take the case as an example of 
where most of the extra pages are involved in restoring the desired state. The 
process calls for copying this information to the main image, which in effect copies 
all of the original states in the main area to the extra page area. If actual copying of 

20 data is done during the reversion process, then there is the potential of losing data 
required to complete the reversion. In other words, as the engine reads one part of 
the history buffer and writes to another, portions of the buffer may be re-used before 
they have been moved to the main image. See Figure 29. 

Figure 30 illustrates the more typical situation where the amount of data 

25 involved in a reversion is a relatively small part of the extra page area. A reversion 
is a process of duplication involving normal writes into the historic area. In the prior 
case where the extra page area was too small to allow duplication then special case 
processing is required. 

The reversion process must take care to process pages chronologically in the 

30 history buffer, as opposed to any other order such as, for example, sequentially by 
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location. This insures that HPDs are not re-used until their contents have been 
processed. Care must be taken to make this process crash-proof. Since the initial 
state prior to reversion is being discarded as part of the reversion, recovery after a 
crash must complete the reversion. One cannot return to the pre-reversion state, as 

5 required data is gone. 

There are two basic approaches to solving this problem. First, the reversion 
can simply recognize two states: the original current and the desired, as represented 
by the main and simulated maps. The reversion process would involve switching 
roles. The downside to this approach is that all states before the current are lost 

1 0 However, this is inherent in the situation where most of the history buffer is required 
to do the desired reversion. Doing all the work in the maps allows the process to be 
crash proof: you would either return to before or after the reversion: the maps are 
duplicated whereas the extra page area is not. 

The second approach is to carefully cycle through the HPDs and do the 

1 5 "copy" in such a way as to never overwrite data not yet processed. Since most of the 
extra page area is involved, and the part that is not involved is the first utilized for 
the copying process, this approach yields results that are effectively identical to the 
first approach. However, this process actually moves the user's data and therefore 
can require a large amount of time. On the other hand, adjusting maps and allowing 

20 the actual moves to occur in the background (swap) yields faster user response. 

Therefore there is no advantage to the second approach. In both cases the 
current and simulated (reverted) images are exchanged. A subsequent reversion can 
"undo" this process but can go no further back in time. Therefore the first approach 
is recommended as it is faster. 

25 Figures 3 1 A through 3 1 D illustrate a map-based reversion where the current 

and simulated images are "exchanged" and all other historic data tossed (6 and 8). 
Note that the current image map is not maintained but can be rebuilt should another 
reversion be requested. 

Initially in Figure 3 1 A, the current image map represents to the user a disk 

30 image of 1, 3, 5, and 4. The simulated image represents 2, 7, 5, and 4. The "n" 
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represents a link to a page that was written to the simulated map. One could require 
the swap process to re-order the pages before starting a reversion in order to reduce 
the current image map, but this is time intensive and another re-ordering will be 
done after the reversion. Although algorithmically it may be easier to perform a 
5 reversion with no re-mapping pending, it is best to avoid any delay in straightening 
out the re-mapping and allow a reversion based on a non-trivial current image map. 
A trivial mapping is one in which there is no re-mapping. 

Figure 3 IB shows a newly established current image map representing the 
original simulated image. The linking shown in Figure 3 IB indicates how the pages 
10 must be exchanged in order to accomplish the normal "swap" processing. Figure 
3 1C shows the results of the swapping, and finally, Figure 3 ID shows the historic 
. data packed in the extra page area. 

There are four key processes demonstrated in this sequence: 



1) Combining of the current and simulated image maps into a new 
15 map, 

2) Establishing of the linking among the pages to support swap 
processing, 

3) Initializing of the HPDs to support a possible re-reversion, and 

4) The packing of historic data within the extra page area. 



20 Packing is done to maximize the unused extra pages available for use before 

requiring the re-use of pages associated with the original current image. As soon as 
. such pages are recycled, then a reversion to the original current image is no longer 
possible. Note that the packing process, unlike the swap process, involves actually 
moving HPDs and their associated data. In the swap process the HPDs stay in place 
25 and only the data pages arc moved. 

The need for packing arises when, during the time period which a reversion 
. is going to step over, the same location is written multiple times. Thus the extra 
page area corresponding to this period contains multiple versions of the same page. 
Since after the reversion only two states are retained, those intermediate states as 
30 represented by the multiple versions of the same pages can be discarded. Their 
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presence in the history buffer represents unused holes that can be recovered by 
packing. If packing were not done, then the number of extra pages between the first 
and last associated with the original current image is unnecessarily larger. 

The method to determine how to do a reversion, either by copying data 
5 forward in time (normal) or by the special case logic, is to first evaluate how much 
data would need to be copied forward under the normal situation. This is effectively 
the number of pages actively represented by the simulated map. Next one must 
determine the size of the extra page area that is available for writing before one 
would reach data involved in representing the simulated map. If there is sufficient 
1 0 space to save the original states of overwritten pages, then a normal reversion is 
performed, otherwise the special case logic is used. 

The Always Method 

The core techniques of the Move, Divert, and Temp Methods of saving 
1 5 historic states of a disk require essentially no knowledge of the nature of data read 
and written by the OS. All the methods over time return a disk to the state in which 
data is located where expected by the OS. Saved historic data and the associated 
overhead is kept in a pre-allocated off-to-the-side area on disk. 

The Always Method deviates from the prior three in that it assumes that 
20 some basic knowledge is provided by the OS regarding the organization of data on 
disk. With this knowledge the Always Method's engine takes over the role of really 
determining where data is placed on disk. 

A major implication of this new role is that the engine must cover the 
traditional de-fragmentation problem. That is, as the OS allocates from its pool of 
25 available disk locations a set for a given file, the likelihood that these locations are 
consecutive decreases over time. Thus when one reads or writes to a file, if its 
contents are sprinkled over the disk, then the total access time dramatically increases 
as opposed to when a file's contents are all located nearby. 
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Information Provided bv the OS 

Information regarding the disk locations that should physically be nearby as 
well as those that are de-allocated is periodically provided by the OS. The 
information may come indirectly from the OS by way of an intermediate program. 
5 This intermediate program might, for example, scan the OS's directory and disk 
allocation structures, compare them with notes it made on the last scan, and forward 
the differences appropriately. 

1. A set of set of locations that should be nearby: { loc_id, }, .. 

2. The set of de-allocated locations: { loc_id, } 

1 0 The information builds upon that last specified as well as what is inferred 

from disk accesses (e.g., previously de-allocated pages that are overwritten by the 
OS are now assumed to be in use). Initially all disk locations are assumed available 
(de-allocated by the OS). Under some conditions the engine may request that all 
adjacency and de-allocation information be re-supplied, instead of an incremental 

1 5 update from the known state. 

As the system runs, it is recognized that the adjacency information becomes 
dated and may not reflect the optimal organization. Since this information is used to 
optimize the disk, incorrect adjacency information at worst leads to non-optimal 
performance. As long as the percentage of incorrect adjacency information is 

20 relatively small, the impact on performance is typically small. 



Benefits and Drawbacks 

This engine takes a leap from the other methods by treating the disk 
locations supplied by the OS as simply lookup keys into the engine's own mapping 
25 systems. There is no attempt to place data written by the OS to some specified 

location, either immediately or eventually, at this location. An exception is the case 
. where the engine is removed and the OS resumes direct control of the disk. OS- 
generated disk locations are referred to as location keys. 

There were three primary reasons that the previous methods avoided moving 
30 data on disk to locations other than expected by the OS. The first dealt with adding 
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overhead to the read side of accessing the disk (in the Always Method's engine, re- 
mapping is regularly required). The second reason was the assumption that the OS 
(or associated de-fragmenting utility) had good reason to place the data at the 
supplied locations. And third, by re-arranging allocations on disk it is more time 
5 consuming to return to an unmapped state. A subtle aspect to this third reason is 
psychological. Users may fear a software program that "re-arranges" their data on 
disk and requires that the program be running in order to access the data. 

Regarding these reasons to avoid always re-mapping, this method squarely 
addresses the first two. It employs caching to minimize read-access overhead due to 

1 0 re-mapping. The responsibility for optimally organizing a disk is moved to the 
engine, with the OS providing guiding information. 

The concern about placing the disk long-term in a form which is directly 
unusable by the OS, and that takes considerable effort to make directly usable, is 
real for those users that need to disable the engine quickly. Perhaps they want to run 

1 5 software that directly accesses the disk (e.g., another OS that is not supported by the 
engine). On the other hand, it may be more psychological. People don't want to 
have to have another program (the engine) running properly in order to access their 
data. "What if something goes wrong?" might be a typical question. On the other 
hand, the purpose of the engine is to aid in recovering from situations where things 

20 • have gone wrong and in those cases one hopes it does not make matters worse. 

The benefits of this engine are five-fold: First, often the engine writes data 
directly to its relatively final resting spot on disk, thus avoiding any swapping. Even 
though the Temp Method manages to avoid a user-visible performance degradation, 
the swapping significantly adds to the total amount of disk access. Second, de- 

25 fragmenting is automatically performed. Third, all the OS's unallocated disk space 
is used to hold historic states. Although the engine has a minimum amount of disk 
space to store historic information, the ability to use unallocated storage may greatly 
enhance a user's reach back in time. Most users have a significant amount of free 
space on their disk, if for no other reason, than that it is unwise to substantially fill a 

30 * disk (as it is easy to overflow). 



70 



WO 99/12101 PCT/US98/18863 

The fourth benefit is that the engine has few interfaces with the OS and so it 
more easily adapts to and is isolated from the various operating systems. And fifth, 
the engine is more likely to hold up under more constant disk write activity without 
felling into a state of deep fragmentation. If, relative to a file's size, large continuous 
5 sections of it are overwritten, then the engine typically allocates these optimally on 
the disk. If small random sections of a file are modified, then the nature of access is 
already non-sequential and so fragmenting the file has less of an impact on 
performance. See the Temp Method and its discussion of deep fragmentation 
concerns. 

10 

Desired Location Map 

Figure 32 illustrates in general how a disk read access moves from the OS 
through the engine to the disk drive. The OS initiates a read of a location associated 
with a file. Without the engine this would be the location on disk of the desired data. 

1 5 However, when using the engine, this location is simply a lookup key. The engine 
looks up this location and determines where it has really been assigned. This desired 
location is then run through a current image map that indicates if it has a temporary 
re-mapping. The disk is then finally accessed. 

The role of the desired location map in the engine is to map a location as 

20 specified by the OS to where it has really been assigned (desired location). Past this 
stage the engine borrows from the Temp Method in providing for a current image 
map that allows yet another re-direction. This re-direction occurs when, for various 
reasons, the desired location is not available and so the data is stored in an alternate 
location. Thus the desired location map reflects where data should optimally be 

25 located, given de-fragmenting and other concerns, and the current image map 
reflects the needs and actual organization of the moment 

The engine's use of a double mapping system is very powerful. It allows for 
quick major re-organizations of data on disk and thus minimizes interference with 
the user's ability to continue working. Immediacy is achieved by initially only 

30 logically "moving" data using the desired location map. The move is accomplished 
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by adjusting the map, rather than actually going to disk and moving the data. 
Changing a map is many times faster than actually moving disk data. Granted, the 
user does not realize any performance gains by the logical move. The disk head 
must still travel far and wide to pick up non-optimally organized data. However, the 
5 framework is laid to move to the more optimal organization incrementally and in the 
background. 

Double mapping is what allows changes to the desired location map without 
actually moving data on disk. The second current image map is adjusted many times 
faster than actually moving data, and this second adjustment can compensate for a 

1 0 change to the desired location map. Thus, for example, before changing either map, 
the OS would present a location key X, which correlates to data at disk location Y 
(Figure 33 A). It is determined that overall access to this data is better achieved if it 
is at location Z. One could move the data and request the OS to direct future 
references to Z, but this is time-intensive and therefore delays the user. Instead, the 

1 5 desired location map is adjusted to indicate that any reference by the OS to location 
key X is really at Z. At the same time, since the data is not really at Z, the current 
image map is adjusted to indicate that temporarily the data for Z is really at Y 
(Figure 33B). Then, in the background, the engine eventually moves the data to Z 
and the current image mapping is removed (Figure 33C). 

20 Note that when accessing back in time through a simulated drive, the desired 

location map and blocking maps must also be restored Changes to these maps are 
logged using the same mechanism that handles the General Logged Data. This 
facilitates re-creating them as they were at various points in time. 

25 Blocking of Disk 

Aside from management overhead, the disk basically contains data visible by 
the OS and historic data representing the original states of data overwritten by the 
OS. Consistent with the Temp Method, data that is visible by the OS is called the 
. current image and generally is located in the main page area. The historic data is 

30 located generally in the extra page area. It is visible to the OS through a simulated 
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disk along with any appropriate data from the current image. These "areas" as a 
result of the engine's mapping, are typically intermixed and spread across the 
physical disk. 

The goal of the engine is, in general and for the main area, to physically 
5 organize it so that sequential page allocations corresponding to a given file are, after 
all mapping, sequentially allocated on disk. To a lesser degree it is desirable to 
locate small files within a given directory near each other. In other words, the engine 
seeks to keep the main area de-fragmented, based on adjacency recommendations 
from the OS. Thus, when sequentially reading a file the corresponding pages are 
1 0 fetched physically from consecutive locations on disk. This minimizes the need to 
move the disk head. 

The goal, in general, for the extra page area, is to physically organize the 
historic pages in chronological order, within a circular system. Thus when allocating 
the oldest historic pages for re-use to hold data newly written by the OS, the 
1 5 allocations are sequential. 

It is undesirable to have a single change lead to shifting around the entire 
. contents of a disk. If this were true, almost any disk write activity would lead to 
massive disk reorganization, which is not good even if done in the background. 
Thus the approach taken is to organize the disk into blocks of pages that are 
20 reasonably independent of one another. Thus small changes in general affect only a 
handful of blocks, if even that many. Keep in mind that the previously stated major 
benefit to this engine is that it is more likely to take newly written data from the OS 
and place it on disk in its relatively final resting spot. 

The number of pages in a block is selected by weighing the disk transfer 
25 speed against disk head seek (positioning) time. When a block is sufficiently large, 
the amount of added time to jump from reading one block to another is relatively 
• small compared to the time it takes to read the data from the two blocks. On the 
other hand, it is best to use the smallest reasonable block size to minimize the 
amount of data that must be shifted around when manipulating the pages within a 
30 block. Further, a small block size facilitates caching blocks in RAM. 
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The engine has four primary block types. A main area blpck contains only 
pages that are currently visible to the OS. An extra page area block contains only 
historic pages. A CTEX block is one that had been a main area block but is now in 
the process of becoming an extra page area block. CTEX stands for converting to 

5 . extra pages. A CTMA block is opposite of a CTEX block. Its pages are in the 
process of converting from extra to main area pages. 

Four other block types exist. An unused type deals with storage before it is 
ever written. An overhead type addresses allocations that hold data internal 
(overhead) to the engine. There is a special main area direct block whose pages 

1 0 require no mapping. Thus a read access in such a block requires no checking of the 
desired location, current image, or delayed-move maps. A special CTEX block with 
unused pages supports the situation where unused pages are exchanged into a CTEX 
block as part of a consolidation at a safe point 



15 Block Types 



1. 


Main Area Block 


2. 


Extra Page Area Block 


3. 


CTEX Block 


4. 


CTMA Block 


5. 


Unused Block 


6. 


Overhead Block 


7. 


Main Area Block, Direct 


8. 


CTEX Block, with Unused Pages 



Allocations of the engine's various internal data structures that are stored on 
25 * disk are made from different sets of overhead blocks, each set corresponding to a 
given fixed-size data structure. Thus each set of overhead blocks is managed like an 
toay of fixed size entries. A bit map indicates whether an entry is available or in 
use. The segregation of sizes avoids fragmenting issues. At most two blocks within 
a given set should be combined when both fail below half full, thereby returning a 
30 block for use in holding historic data. The maximum number of overhead blocks 
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required should be computed and a corresponding minimum number of blocks 
should be set aside for extra page area blocks. It is from these that overhead blocks 
are taken and by having a minimum properly established, it is known that an 
overhead block is always available when needed. 

5 Figure 34 illustrates the relationship between the blocks as they rotate 

through the four primary roles. Note that the block types are collectively shown 
grouped together but in reality the block types are intermixed on disk. The grouping 
is established through non-physical means such as a table of pointers. An "M" in a 
block's page indicates main area data (OS visible), an "X" is historic data, and "-" is 

10 an unused page. 

It is desirable that the order of allocation of extra page blocks corresponds to 
the blocks 1 actual order on disk. Thus, if a very large amount of data is written, not 
only are its main area pages (that are within a block) located near each other (on 
disk), but the blocks themselves are nearby. This optimization is desirable but is not 

15 as important as getting a file's data at least allocated within blocks. To accomplish a 
perfect extra page block order one likely has to swap historic pages around. 
Essentially, one is putting all the historic data in chronological order. It should be 
noted that this exactly how the Temp Method organizes its historic data. However, 
although main area allocations are made out of this area, since they are put back, a 

20 file does not retain this initial nice ordering. 

The question must be asked, why go through all the work, albeit in the 
background, to re-organize the historic data when, in fact, a larger file may never be 
allocated and therefore the work was in vain. If one did not do the reorganization, 
but waited until a large file was in fact written, then one could rely on the adjacency 

25 provisions to eventually lead to background swapping to attain the same end result. 
Thus one trades off doing background work first, knowing it may be wasted, in 
order to immediately, possibly write a large file to more optimal locations. It does 
not appear useful to extensively reorganize extra page blocks. 

However, with a little work, a limited form of optimization is possible. One 

30 can have an allocation window at the end of the extra page blocks such that the last 
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N blocks are allocated together. This implies their historic contents are tossed, but at 
the same time, now allows blocks to easily be rearranged using pointers (in the 
Blocking Map). Thus a window of the N oldest extra page area blocks should be 
maintained from which CTMA blocks are formed. As new blocks come into this 
5 window, and their contents are discarded, a re-ordering optimization is done, if 
appropriate. A window of a megabyte, or roughly ten blocks, is reasonable. The end 
result is to re-form larger continuous portions of disk, which may be useful in de- 
fragmenting. The chances of this optimization coming into play are good because 
often a user may de-allocate or overwrite a set of files that all reside in the same 

10 physical area. This original grouping occurs if the files were initially created around 
the same time, which is reasonably likely. 

One final adjustment to this extra page block re-organization is that the 
window of N pages can be increased to extend all the way through a safe point that 
has been cut in two. This is because a partial set of historic data for a given safe 

1 5 point is not usable, and so all of its pages essentially become "not in use" as "soon as 
the first page from the set is taken. 



Writing to the Disk 

When the OS overwrites data, the new data is placed in a CTMA block. 
20 Since the new data is placed in unused pages in a CTMA block, diverting the writes 
here inherently saves the overwritten data, from the file's viewpoint. How this saved 
(historic) data is tracked is discussed shortly. For now this description will focus on 
Writing the new data. 

In addition to supplying the data and the associated location key, the OS, 
25 when writing, can also supply a file identifier. If specified, this identifier allows the 
engine to direct new data from different files to different CTMA blocks. The engine 
. allows a limited number of CTMA blocks to co-exist in order to support the OS 
simultaneously writing to a limited number of files. By sending new data for each 
file to a different CTMA block, the engine de-fragments the files. As more CTMA 
30 blocks are supported at one time, the historic data is more rapidly discarded. 
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In other words, the CTMA blocks reduce the number of extra page blocks, 
which reduces the distance the user can see into the past Of course, this is all 
relative. If the blocks are 56k bytes and writing up to 20 simultaneous files is 
supported, one megabyte of disk is used. This is a small percentage compared to 
5 perhaps the gigabyte of extra pages that might exist. 

If the OS does not supply a file identifier with each write request, and there 
is no other way to distinguish location keys data from different files, then new data 
is simply written page after page into a single CTMA block. However, it is common 
that files are written one at a time, in which case there are no fragmenting problems. 

10 In the long term, the OS supplies file layout information that facilitates de- 
fragmenting, should it be required. 

In general, CTMA blocks are created by taking the extra page blocks 
containing the oldest historic data, discarding the data, and filling them with newly 
written data. Once a CTMA block is entirely filled it becomes a main area block. 

1 5 - See Figure 35. However, in the beginning a disk consists ofunused blocks and it is 
from these that CTMA blocks are allocated until there are no more. 

When allocating CTMA blocks from the unused pool, as a mapping 
optimization, one should see if the OS-specified location key, for which the CTMA 
block is being allocated, corresponds to a page that is within an unused block. If so 

20 and there is no other re-mapping of the page in the system, then this unused block 
should be allocated and the indicated page used. If this is done, then no desired 
location mapping, current image mapping, nor delayed move mapping is required 
Further logic attempts to maintain a one-to-one relationship between the subsequent 
OS's write locations and those actually allocated on disk. If an entire CTMA block 

25 is filled with writes in which no mapping of the OS's location keys to the associated 
disk locations is required, then the block converts to a special case of a main area 
block type, a main area direct block. When a read access to such is detected, which 
is quick to check using the Blocking Map, the normal re-mapping checks are 
avoided and thus access throughput is enhanced. For most users Acre is an initial 

30 amount of data loaded onto a hard disk for which this optimization is useful. Of 
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course, overwriting any data in a direct block introduces re-mapping and thus the 
block loses its direct status. 

As new data is written, the desired location map is adjusted to associate the 
OS's location keys with the pages in the CTMA block. Note that the current image 
5 map for these locations may indicate a temporary re-mapping, even as the data is 
written for the first time. 

Data becomes historic when overwritten with new data by the OS. Diverting 
the new data to a CTMA page inherently saves the original data. During the time 
between safe points, the engine supports more than one CTEX block. These blocks 

1 0 contain both OS-visible data (main area) as well as historic data (extra pages). When 
a page becomes historic, if it is already in a CTEX block, then other than noting its 
new status, it does not need to be moved. If the page is in a main area block, and the 
number of CTEX pages is not at the limit, then the main area page changes to a 
CTEX type. The number of CTEX pages is limited for the same reason that CTMA 

15 pages are limited. 

If the number of CTEX pages is at its maximum, and a page in a main area 
block has become historic, a page swap is performed between the main area block 
and one of the CTEX blocks. One knows that every CTEX block contains at least 
one main page, for otherwise the block would become an extra page block. 

20 Therefore, a main area page in a CTEX block can be identified and swapped with 
the newly historic page in its main area block. If a data swap on disk were actually 
done, this would take considerable time. Instead, the swap is initially accomplished 
' by updating the maps. This situation is borrowing from the techniques in the Temp 
Method. 

25 It is possible that the OS will overwrite data it has recently written, but not 

so quickly as to be in the same write session (safe point). Thus the data to be 
overwritten may be in a CTMA page, which cannot have historic data The solution 
is to swap the data into a CTEX page, taking main area data from the CTEX page 
and putting it in the CTMA page. 

30 In summary, if the OS overwrites data (making it historic) in: 
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1 . a main area block, then a transition to a CTEX page occurs (Figure 36) 
or a swap occurs (Figure 37), 

2. an extra page area block, this is not possible as this 
block's pages are not visible to the OS, 

5 3. a CTEX block, then this block's conversion to an 

extra page block advances (Figure 38), or 
4. a CTMA block, then a swap with a CTEX page is 

performed, advancing the conversion of both blocks 
(Figure 39). 

1 0 After the write session concludes, the CTEX blocks are combined into one. 

This process may yield main area blocks, given a sufficient number of main area 
pages. Likewise, extra page blocks are also produced, given a sufficient number of 
extra pages. What is left over, if there are any pages, establish the single CTEX 
block that is carried over into the next write session. Between write sessions the 

1 5 CTEX blocks are consolidated into one so that a single point in the set of extra 
pages and last CTEX block marks the session's end. The actual moving and re- 
arranging of pages is left for the background by initially doing the consolidation in 
the maps. See Figure 40. 

When combining CTEX main area pages to form main area blocks, the 

20 engine attempts to minimize the breakup of continuous runs of adjacent main area 
pages. It is presumed these runs represent main area pages that are specifically 
located next to each other as a matter of optimization. The technique of simply 
filling until full, a given CTEX block with another's main area pages, and then 
moving on to another CTEX page to fill, is very likely to breakup a good number of 

25 runs. Typically, a run is broken every time the filling process hops from one CTEX 
block to another. A better approach is to first move, in a filling process, continuous 
runs in which break up does not occur. One should start with the smaller runs first, 
then use the larger runs to fill in — thus forming main area blocks. 

What is not shown in Figure 40 is the situation where there is a set or subset 

30 of CTEX pages, where during a consolidation, their contents are moved to the final 
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partially filled CTEX page. Moving main area pages out of CTEX blocks transforms 
these blocks into extra page area blocks. Though this process does accomplish the 
consolidation, there is an alternative to moving the main area pages to the final 
CTEX page. The problem of dumping main page scraps into the final CTEX page is 
5 that, in the next round of consolidation, they may yet be moved again, for the same 
reason. Given that a block has room for hundreds of pages, there may be 
considerable multiple moves of the same main area pages until their CTEX block 
fills and becomes a main area block. The alternative destination for scraps of main 
area pages is the CTMA page or pages (or establishing one, if required). Moving 
1 0 them here still leads to the desired transformation of CTEX blocks into extra page 
blocks, but the moved data is not so susceptible to re-moving in subsequent 
consolidations. 

In the following use of Figures 40A through 40O, there are details and 
processes that may differ in actual use. The example focuses on one aspect to make 
15 its point, and does not represent the true steps in working system. See the upcoming 
paragraph regarding the difference between CTEX and CTMA pages. 

Figures 40A through 40H illustrate the effects of moving scraps to the final 
. CTEX block, whereas Figures 401 through 40N move the pages to a CTMA block. 
The important difference between the sequences occurs in the moving of page "A" 
20 twice when a CTEX block is the destination. This example involves an unusually 
small number of pages making up a block, and so one should realize that in practice, 
the multiple moving of "A" would be multiplied many times. 

Figure 40A illustrates a starting point. The two circled "A" are overwritten 
with "a" data. Hie result is shown in 40B. Another two "A" pages are overwritten 
25 (circled) with 40C showing the result. Now, at a presumed safe point, there is a 
consolidation, moving scraps into the remaining CTEX block (#7). In 40D there is 
seen the first moving of "A". Now four "B" pages are overwritten with "b" data. 
The results are in 40E. Figure 40F shows another consolidation, with two "C" pages 
getting overwritten and the results shown in 40G. One last consolidation shown in 
30 40H yields the second moving of M A*\ 
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This writing process is now repeated, only with scraps going to a CTMA 
page. Figure 401 is identical to 34C and picks up at the first consolidation. The 
results are shown in 40J. The "B" overwrite occurs and yields 40K, whose 
consolidation is shown in 40L. The "C" pages are overwritten, yielding 40M, which 

5 is consolidated in 40N. 

Note both sequences have the same net effect in terms of the data in the 
system. Figure 40O tallies up the data in the system, confirming that the sequences 
produced the same result However, the sequences differ in where data is placed and 
how many moves were required to get to this result Keep in mind that the maps, 

1 0 which are not shown in this example, are tracking the pages' locations. 

There is a difference between using CTEX and CTMA pages in 
consolidating main area pages. In addition to moving the main area pages into one 
of these blocks, one is also moving pages out The operation is an exchange. In the 
case of a CTEX block, it is an historic page belonging to the current write session 

1 5 that comes out. It is easily moved to another CTEX page (with the upcoming 

ordering notes taken into account). However, the historic pages in a CTMA block 
have been "cleared" (set to unused) and therefore cannot be moved into a CTEX 
block. This problem is solvable by supporting a special CTEX block that can 
contain unused pages, and over time its non-unused pages get moved out. This 

20 process transforms the block into an unused type. This optimization is a tradeoff 
between complexity and increased background swapping. See Figure 34P where 
"X" pages are now distinguished as "Y" for those with historic data from the current 
write session and "Z" for unused empty pages. 

During a combine, when moving extra pages between the CTEX blocks, in 

25 general as long as the extra pages are from the same write session, then their order 
within the blocks does not matter. However, if the tracking of duplicate writes is 
disabled, then it is important not to change the order of duplicated writes. More 
specifically, the first recorded write (original state) must remain the first If a swap 
would yield an undesired duplicate write being relocated to occur first, it is 

30 invalidated so as not to interfere with the true first original state. 
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All extra pages in the final CTEX block should be justified to one side to 
facilitate marking a point in the block after which historic data for the next write 
session is appended. Further, during the next write session this CTEX block must be 
the first filled and migrated to an extra page block to insure that all new historic data 
5 is added to the set of extra page blocks after those from the last write session. 

The Effect of De-allocating the Disk 

It is worth a moment to contrast the write processes of the Temp and Always 
Methods. In both cases the new data is written to some alternate location other than 

1 0 that specified by the OS. In the Temp Method the diversion preserves the original 
state of overwritten data. Its focus is maintaining past states. However, the scope of 
the Always Method includes attempting to place newly written data in likely 
unfragmented locations. This is a location from which near optimal disk access 
occurs when accessing the data in its most likely context, that is, with the rest of the 

1 5 . data associated with its file. 

Writing to a page in the Temp Method displaces the previous contents of the 
page to the history buffer. A swap is required in order to get the current state of the 
page back to the location specified by the OS and to get the original state into the 
history buffer. 

20 One of the major benefits of the Always Method is that writes do not always 

require swapping. Consider first the case of overwriting a large file. In general, what 
happens is that extra page blocks are taken and filled with new data, turning them 
into main area blocks. The main area blocks that had contained the file's original 
data are turned into extra page blocks as they now contain historic data. Aside from 

25 writing the new data to disk (which must be done in any method) the only other 
activity is limited to adjusting states in the maps, block, and page descriptions. No 
massive swapping is required. 

Knowledge of de-allocations in the OS is periodically provided to the 
Always Method The benefit to knowing of de-allocations is that the affected area is 

30 made historic without having to wait for the area's overwriting. Further, lots of 
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small (file) de-allocations are consolidated, thus increasing the chances of 
completely converting main area blocks into extra page blocks. Thus, the process of 
making "overwritten" data historic moves later in time, from when the data is re- 
used to when it is de-allocated. This by itself is not likely a big performance 
5 improvement. The fact that small de-allocations are combined thus producing more 
extra page blocks without the need to move out any remaining main area data 
eliminates some swapping. These are reasons for knowing about de-allocations. 

However, a downside to knowing about the OS's de-allocations is that the 
information must be correct. When the engine makes de-allocated storage historic it 

10 adjusts the desired location map to indicate such. Therefore, if the OS attempts to 
read de-allocated storage, since it may no longer exist, the engine returns some 
consistent state (as well as flags a possible fault condition). Thus, the behavior of the 
disk as viewed through the engine now differs from that without the engine. With no 
engine in place, when the OS reads de-allocated pages, it sees the data that was last 

1 5 written. Technically an OS could make assumptions based on the persistence of the 
state of de-allocated pages. However, this is not likely, and runs contrary to having a 
utility perform de-fragmentation. Such a utility would make a similar assumption as 
the engine about the insignificance of the data in de-allocated pages. 

There is an important reason for the engine to know about de-allocated 

20 pages. It changes the balance between main and extra page area blocks. De- 
allocating pages converts main area blocks to extra page blocks. Therefore, more 
storage is available to hold historic information. This provides the user with a 
greater information recovery reach into the past. If the engine does not receive de- 
allocation information then pages become historic only by writing new data, which 

25 is a process of exchanging pages between the main and extra page areas. Here, the 
balance remains the same. 

If the OS does not inform the engine of de-allocated pages, the engine does 
not allow the recycling of these pages for the use in holding historic states. This 
needlessly reduces a user's recovery reach, as the contents of de-allocated pages 

30 snould never be required. Therefore, the storage can be put to better purposes. 
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The Move, Divert, and the Temp Methods do not make use of de-allocated 
storage. They require a fixed area be set aside for holding historic information. On 
the other hand, the Always Method makes use of unused (de-allocated) space on a 
disk. This allows for a dynamically sized history buffer. The user automatically has 
5 greater recovery reach when utilizing less of the disk, and at the same time, when 
the user requires more storage, the history buffer yields it back. A minimum history 
buffer size can be provided, forcing upon the user a disk overflow condition as 
opposed to giving up the option to revert to some minimal distance back in time. 

10 The OS Cache 

The engine generally assumes that writes are passed along to the engine, 
without re-ordering. Thus, if an application writes A, B, and C to the pages of a file, 
the engine eventually gets these three writes in the same order. However, an 
operating system is likely to use a cache that has the potential of re-ordering the 

1 5 writes. For example, the prior writes of A, B, and C go into a cache. Later, when the 
cache is flushed, the pages are passed to the engine, but their order could be altered. 
For example, the pages could come to the engine in the order B, C, and A. This 
ordering would not reflect the likely order of future read accesses, which is contrary 
to what is assumed by the engine. 

20 Therefore, when integrating the engine with an OS, the effects of its cache 

on write ordering should be understood. Appropriate steps should be taken to ensure 
that the order of writes reasonably predicts the future order of reads. 

When Out of Svnc with the OS 

25 The benefits have been argued of having some OS knowledge for the 

purposes of de-fragmenting. The engine wants to know what pages are likely to be 
accessed after one another, because, among other possible reasons, they occur 
consecutively in a given file. It is also useful for the engine to know a page's de- 
allocation status so that it can be reused to hold historic data. This information is 

30 provided periodically to the engine. Thus, since it is not instantaneously provided to 
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the engine, the engine may have "acted" on incorrect information. This occurs when 
the OS provides information to the engine but then changes it before the next 
update. During the time in between updates some percentage of the information may 
be incorrect. In fact, if from one update to the next the information supplied to the 
5 engine differs, then by definition the engine had incorrect information during some 
part of the time between updates. 

Given this, the question arises as to the ramifications of acting on incorrect 
information. Regarding a file's data placement relating to de-fragmenting, the worst 
that happens is incorrect de-fragmenting. In this case, the engine re-organizes pages 

10 on disk thinking it is placing pages belonging to a given file near each other, when 
in fact, it isn't The harm is limited to less than optimal access to the data, which is 
an effect that, in general, does not interfere with the general operation of a computer. 

The next area of concern regards the de-allocation status of pages. There are 
two cases to consider: First, the case when the engine believes a page is de-allocated 

1 5 but the page gets allocated and written before the engine is "told" of the page's 

allocation. In fact, this is almost always the case. When writing to a new file, the OS 
gets an unallocated page, puts new data in the page, then writes it to disk. The 
various directories and maps used by the OS may not even reflect, on disk, the 
page's change in status before the page gets written. 

20 The OS informs the engine that a page is allocated not simply by writing to it 

but also by including it in a set of allocations that should physically be mapped 
nearby each other. However, since this information is provided only periodically 
and in the background, it is unlikely the data written to files is not flushed before the 
update. 

25 The act of writing to a de-allocated page is therefore not a problem, but 

rather the norm. When the OS originally told the engine of the page's de-allocation, 
an appropriate note was made in the desired location map. Later, the engine detects 
when a write occurs to this previously de-allocated page. Since the engine does not 
associate physical disk locations with these location keys specified by the OS, the 

30 engine does not interpret the write as overwriting any data at all. It simply fetches a 
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new disk location that had contained very old historic data (from a CTMA block) 
and assigns it to the OS's location key. 

The second case relating to de-allocation is when the engine believes a given 
location key is not de-allocated when in fact it is. This situation by itself simply 

5 leads to the inability of the engine to make use of the page for storing historic data. 
Thus the user's reach back in time is reduced. However, this condition is resolved in 
the next update. In order to more quickly inform the engine of de-allocations, a 
special monitoring program (running under the OS) looks for rapid de-allocations of 
significant disk space. If such is detected, the program can trigger an update, thus 

1 0 keeping the engine more closely synchronized. However, assuming the user has 

specified a reasonable minimum amount of disk to reserve for saving historic states, 
a delay in expanding the history buffer should not normally be of much concern. 

The next step in this scenario occurs when the page is allocated to a file and 
written. Thus the engine thinks the page belongs to a certain file, when in fact it has 

1 5 been de-allocated, but then is re-allocated to peihaps a different file and written. 
Since the file identifier supplied (if any) along with the write is current, the engine 
will not incorrectly associate the newly written data with the old file (this is only 
important if writes are also occurring simultaneously to the old file). In fact, during 
the write process, the engine is not referring to any of the overall file information 

20 supplied during the last update. What the engine sees is that some data is being 
overwritten. 

The overwrite of a page that has been, without the engine's knowledge, de- 
allocated and re-allocated to another file is handled much like the case where the 
page was simply modified within the same file. The overwritten page is made 
25 historic and the newly assigned location from the appropriate CTMA block takes 
over its role. The engine may choose to leave the data in the CTMA block, therefore 
adjusting the desired location map accordingly. Alternately, the engine can seek to 
put the data back in the existing overwritten location. Thus, the desired location map 
would not change, the new location is considered only temporary (through re- 
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mapping), and eventually a swap puts it back in its location as specified by the 
desired location map. This scenario is similar to what occurs in the Temp Method. 

In this case where an overwrite' s new data diversion is considered 
temporary, with a swap pending, waiting for the next OS update may yield an 

5 optimization. If an OS update occurs before background swapping, an adjustment to 
the swap can be made to avoid a double move: a first move placing the page in with 
the old file's data and a second move de-fragmenting the page, moving it near the 
new file's pages. In other words, if the engine learns before processing pending 
swaps that a page really belongs to a different file, it adjusts the pending swap to 

1 0 place the page with the new file. 

To Move or Not to Move 

As set forth above an interesting question was raised concerning where new 
data that overwrites old data should ultimately be placed: in a new area or in the 

1 5 place of the overwritten data. The latter choice implies that a swap must be done. 
There is no way to answer this question, at least at the time of the overwrite. 

There are two basic overwrite situations. The first is that a small amount of 
data in a file is overwritten. In this case, assuming the file's existing allocation is 
optimal, it is best to swap the new data back in place while moving out the original 

20 state. On the other hand, if most of the file is overwritten, then it is best to leave the 
new data in its newly assigned locations, since these locations are likely optimal. 
The goal in both cases is reducing the amount of swapping. It is difficult to 
distinguish the cases at the time of the write since one cannot anticipate how much 
more data will be written in the future, and how fast (i.e., one could overwrite a file 

25 but over a long period of time). Further, if a file's size changes then leaving the new 
data where it is initially written likely reduces further re-arranging: If the size 
shrinks, then there will be space to recover (packing); if it increases, then perhaps 
separate areas will have to be combined. 

It is recommended that overwrites not be treated as a temporary diversion, as 

30 in the Temp Method, but as an attempt at placing the newly written data in an 
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optimal location. The engine relies upon long-term de-fragmenting (based on the 
OS's updates) so that it can correct the situations where its adjacency assumptions 
are in error. The correction takes the form of setting up to swap the data back to its 
originally assigned location. Thus, at worst, establishing the swap and performing it 
5 are delayed. What is avoided is moving large blocks of overwritten data around 
when such does not lead to more optimized conditions. 

Thus when data is overwritten, the engine modifies the desired location map 
to reflect what it hopes is a new optimal placement The swapping mechanism 
borrowed from the Temp Method is thus utilized differently than with the Temp 

1 0 Method: it is not used to swap pages back to their original overwritten location. It is 
used, for example, in re-arranging the contents of blocks, facilitating their transition 
from one block type to another. 

Of course, if the engine is informed that a file's storage has been de- 
allocated before it is re-allocated, then the whole overwrite condition is avoided. 

1 5 The de-allocated storage becomes historic and new storage is assigned when it is re- 
used. However, applications may either choose to de-allocate a file before writing 
new data, or simply to overwrite and release any leftover storage. Thus in general it 
is best to make short term assumptions that imply the least amount of moving. In 
time the engine can make more optimal assigns, if any, given the wider perspective 

20 of the pages on disk that are in use and those which should be located near each 
other. 

None of this is of concern to the Temp Method as it never attempts to select 
final, near optimal, locations to which to "divert" overwriting data. The Temp 
Method's diversion is always temporary, which is opposite from the goal of the 
25 Always Method. 

Disk Access Performance 

For the moment, the desire to maintain prior states of overwritten data is put 
aside. How does the engine's performance compare to the OS directly accessing the 
30 disk? First consider writes. Since they are diverted to a reasonably continuous area, 
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the new data transfer itself should be unaffected. The main area map must be 
consulted for possible temporary re-mappings, but often this map contains no re- 
mappings and thus introduces little delay. The significant extra work arises in the 
updates to the desired location map and registering the overwritten data, if any, as 
5 * historic. Assuming the overwritten pages are located near each other, multi-page 
updates generally occur within the same CTEX block's historic mapping table. If 
exchanging historic and main area pages is required because the affected main area 
block cannot convert to CTEX, more disk access is needed to set up the swaps. 
However, if writing a single file, this will seldom be the case. 
1 0 The major concern is with consulting the desired location map. This map is 

translating the OS's location keys to actual disk locations, subject to temporary re- 
mapping. This translation is also the major added step in processing read requests 
from the OS. 

The desired location map is a table of dmap entries, one for each location 

1 5 key. A dmap entry consists of a disk location field packed with a 3-bit type field, in 
typically four bytes. Since the desired location map is allocated twice so that 
changes can be made to a transitional version, each location key really requires eight 
bytes of desired location map support. If the disk's page size is 572 bytes, then the 
map is using 16 bytes per 572 or about 1 .6% of the disk, which is reasonable. 

20 One dmap type indicates that the corresponding key location is de-allocated. 

In this case there is no real page assigned to this key location. Should it be read by 
the OS, some arbitrary but consistent data is returned, and a user-alert status is set 
Another type indicates an adjacency link, which is discussed shortly. 

One might also reserve a type indicating a disk error, should the engine 

25 encounter this condition outside the context of an OS read, and thus need to save it 
for eventual reporting to the OS in response to later reading the location. One 
scenario might be that a swap was being done and the engine could not read some 
data As the swap progresses the trouble spot gets re-written with new data and thus 
cures the condition. However, in general, it is recommended that the engine shut 

30 down its background writing processes since disk error conditions frequently reflect 
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correctable problems that are temporary in nature. Thus it is best to alert the user 
and avoid making any transitions to new safe points as the disk is perhaps only 
temporarily unreliable. 

The dmap type can indicate it is re-mapping the location key in the main 
5 area. Note the main area map may again re-map this location. Also, incorporated 
into the type is adjacency information, which is discussed shortly. 

The following table outlines dmap types and the use of the entry's remaining 

bits. 

000: de-allocated page, other bits unused 
10 00 1 : adjacency link, link in remaining bits 

010: disk error, other bits unused 
011: (unused) 

I xy : re-mapped, other bits indicate new disk location 
xy: 00 = start of adjacency location key set 

15 01= end of set 

10 = middle of set 

I I = not part of set 

With a page size of 572 bytes, and using the 29 bits available for re-mapping 
disk locations, the addressable space spans 262 gigabytes. Additional precision may 
20 be added as appropriate. 

Returning to the issue of disk access performance, consider the case of a file 
consisting of a single page located somewhere in the middle of the disk. When the 
OS reads this page, one disk access is required to pull in the appropriate section of 
the desired location map (assuming that it is not already in the cache). A second disk 
25 access is then required once the actual location of the page is known. Since only a 
single disk access is required without the mapping, performance is cut in half. 
. However, very few files are this small, and caching may hide much of the overhead 
when the OS is accessing small files in succession. 

Next consider the case of a larger file that the OS has allocated across five 
30 areas on the disk, but that our engine has re-mapped to adjacent disk locations. Now 
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when the data is read, only a single disk seek is required, instead of five. But the 
catch is the entries mapping the OS's location keys into a single area are, reflecting 
the OS's allocation of the file, spread out in the desired location map. Thus 
potentially five different sections of the map must be consulted, thus keeping the 
5 overall number of seeks at twice that normally required. Hie doubling occurs 

because if a file is read a page at a time, a lot of disk head seeks are required. A seek 
is required to pick up one part of the desired location map, then jump to read the 
indicated data, then jump to read another part of the map, then jump back to get 
more data. It does not matter that the file's data has been located together, as jumps 

10 are required anyway to handle the intermixed accesses to the desired location map. 
. This overhead is why the Temp Method sought to avoid long-term re-mapping. 

Caching of the desired location map will certainly cut down on the overhead. 
It has a density 64 times that of the data. In other words, an 8-byte dmap entry maps 
to 572 bytes of data, which are typical sizes. Thus 100k of cached mapping is 

1 5 covering 6.4 megabytes of disk. Access may tend to be in regions of the "disk" as 
viewed by the OS's allocations. This occurs because related files are allocated and 
de-allocated around the same time. Fragmentation may not be totally random and 
spread across the whole disk. Thus, in the prior example, if the required sections of 
the desired location map were cached, there would be a fivefold improvement in 

20 accessing the file. However, it takes time to build up caching and so initial accesses 
• still are slow. 

A solution to the problem of having location keys that correspond to what 
should be nearby data spread throughout the desired location map is the use of an 
adjacency map. This map is built and saved in its own area at the time of an OS 
25 update. The map is simply a table that correlates location keys with their re-mapped 
locations. The corresponding entries in the desired location map cease to indicate re- 
mapped locations but instead link to the adjacency map. 

The example of a file spread across five areas, as allocated by the OS, is now 
reconsidered The engine has placed all the data together on the disk and during the 
30 last OS update, an adjacency map was built that, in a single map, indicates where all 
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the file's pages are re-mapped. Now there is obtained a read request of the file's first 
page. A read occurs to the desired location map, which in turn leads to reading the 
adjacency map, which finally directs one to the page's true location on disk. Thus 
three disk seeks are required to read the first page, which is a big degradation in 
5 performance. However, as reading of the file continues through the five areas, the 
initial loading of the adjacency map suffices to re-map the remaining accesses. Since 
the file's data has been consolidated in one area, no further disk seeks are required 
to read the remaining data. Thus, where the OS would have had to jump around to 
five areas without the engine, or six or more areas with only the desired location 

10 map, the use of an adjacency map has reduced to the count to three. With caching, 
subsequent reads of the file may require only one seek. 

Clearly, one would not want to introduce the overhead of an adjacency map 
for a file consisting of location keys falling into one or two areas. In these cases it is 
better to use the desired location map. However, it is still important that the engine 

1 5 know that the pages in these areas should be physically allocated nearby. A record 
of this, which is the adjacency information supplied in an OS update, is kept by 
encoding in a page's dmap type a start, middle, and end of adjacency. A fourth state 
indicates the page has not been flagged to be adjacent to any other page. 

The engine scans the desired location map and the adjacency maps to insure 

20 that allocations flagged to be adjacent still remain so. Overwriting data, which 

results in the overwritten data being placed (allocated by the engine) elsewhere, can 
alter what was a good situation. Depending on the amount of data written, the 
desired adjacency may be lost. If a small amount of data is overwritten, then a file 
whose contents were actually allocated together may now physically be placed in 

25 different areas. This is corrected with some limited swapping. On the other hand, if 
an entire file is overwritten, then likely its new locations have maintained reasonable 
adjacency. In this case no swapping is required, which is the desired goal of the 
engine. In the first small overwrite case, the swapping that is introduced when the 
engine realizes that the file has been fragmented works somewhat like the process in 

30 the Temp Method that occurs when data is overwritten. However, in the Always 
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Method, the selection of what is swapped is more complex due to the block type 
requirements. 

The downside to an adjacency map is that it adds even more to the disk 
space overhead of the engine. Eight bytes are typically required for each entry in the 
5 map (location key and re-mapped location). This is in addition to the corresponding 
eight bytes in the desired location map for each entry. Therefore each page has an 
overhead of 16 bytes, which must be doubled to 32 to account for the stable and 
transitional versions. Assuming a typical page size is 572 bytes, 6.25% of the disk 
could be used just in re-mapping. Selective use of adjacency maps, a different 
10 scheme to handle transitions, as well as possible packing, can lower the percentage. 
An alternative approach to adjacency maps is to have a means of re- 
sequencing a file's location keys. This is basically standard de-fragmentation run on 
top of the engine, with the exception that the process must avoid using de-allocated 
storage as it contains historic information. The best approach reflects the tradeoff 
15 between disk space and the "cost" of being more integrated with and knowledgeable 
. about the OS. Standard de-fragmenting modifies the OS's core data structures. 

Regarding fragmentation of the OS's location keys, a quick sampling of 
various heavily-used computers using the standard de-fragmenting utility provided 
with the Windows 95 OS reported low levels of fragmentation, even after a year of 
20 use. Three to ten percent was typical on systems having about a gigabyte of storage. 
. The reason for the low percentages is likely that much of the disk is occupied by 
applications that were loaded when the system was first brought up, at which time 
the disk was relatively de-fragmented. The area that has been fragmented 
corresponds to the user's daily work in which files are created, deleted, and 
25 overwritten. With these assumptions it follows that the fragmentation is reasonably 
localized because the loading of the major applications took out large chunks of 
non-fragmented space. This implies the overwhelming percentage of fragmented 
space must lie outside of the space used by applications. Since there is nothing else 
on disk other than free space, the fragmentation must be localized. 
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Note that even a small percentage of fragmented storage, if accessed heavily, 
results in a considerable toss of performance. The focus here is to look at how much 
of a disk typically gets fragmented, which relates to the amount of engine overhead 
that is required to "fix" the OS's fragmentation, and thus achieve higher access 
> performance. 

Given the concentrated nature of the fragmentation, it follows that only a 
small percentage of files require an adjacency map, thus making the map more 
affordable in terms of disk space. Further, if disk access is in general localized, then 
this adds to the effectiveness of caching. It is more likely that the portion of the 
desired location map held in cache reasonably covers the area in use by the user. All 
these signs help the argument that the added mapping overhead of the engine, in 
both time and disk space, can be kept reasonable. 

Summary of Suoporf inp Data Structures 
15 The following are the major data structures used by the engine and their 

typical approximate disk-based overhead. The "*2" indicates that the data is doubly 
allocated to allow for a stable and transitional version. 

1 . Blocking Map 04*2 bytes per 92k 

2. Desired Location Map * 08*2 bytes per 572 bytes 

20 3. Write Session Overwrite Map 1 byte per 4k bytes (1 bit per 572 



10 



25 



bytes) 



4. In Use Map 2 bytes per 4k bytes ('/a*2*2 bits 

per 572 bytes) 

5. Adjacency Map * 08*2 bytes per 572 bytes, worst case 

6. Main Area Map 08*2 bytes per 572 bytes, worst case 

7. Historic Page Map 12*2 bytes per 572 bytes of historic 



data 



8. Delayed Move Map * 08*2 bytes per 572 bytes, worst case 

Reserving a niinimum amount of historic space according to what would be 
30 required if all internal maps were at their largest size avoids having to provide disk 
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overflow logic. Space should always be available for the maps, at the expense of 
historic information. The maps of significance to this calculation have been starred 
(*), and dictate a minimum of around 10% of the available disk space be set aside. 
Overflow logic can reduce this minimum, keeping in mind that one can, as a 
5 fallback position, generally cease recording of historic information and simply live 
with the existing disk mapping. 

Figure 41 illustrates the general relationships between the maps. 
The Blocking Map is a table of pointers. Each entry in the table corresponds 
to a block of disk storage. A block is typically 100k bytes. It takes, for example, 
1 0 about 48,000 entries or 1 68k of RAM to map a four-gigabyte disk. Reserved values 
indicate main area (normal and direct), CTEX (normal and with unused pages), 
CTMA, unused, and overhead block types. Otherwise, one is dealing with an extra 
page area block. Its map value is a link to a header containing the block's historic 
page descriptors (HPD) and a link to the next such block in chronological order. An 
1 5 extra entry at the end of the table serves as the list header for the extra page blocks^ 
Note in Figure 41 the chronological linking is shown on top of the Blocking Map. 
* This is an abstraction as the links are, as just stated, in the headers. 

When links occur within the mapping system to various pages, their types 
can quickly be deduced from the Blocking Map, noting that with the transitional 
20 types, additional processing is required to pin down a page's type (as they actually 
contain multiple page types). 

The number of pages in a block arises from optimizing the number of 
Historic Page Descriptors that can be stored in a page. Given a page size of 572 
bytes and a Historic Page Descriptor size of 12 bytes, about 48 descriptors can be 
25 placed in a page. This corresponds to 21k bytes of historic data, A block size around 
100k is recommended as an easily manipulated amount Therefore five disk pages of 
Historic Page Descriptors are allocated per extra area block. However, due to 
transitional processing, these are doubly allocated, thus requiring ten pages. Thus an 
extra page block is optimal at 212 pages (212 = 5*572/12 rounded down) or 106k. 
30 Note that the descriptors are stored separately from the block containing their extra 
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pages. This is done so that if all the pages in a main area block become historic, 
none must be moved in order to make space for the historic page descriptors. 

The Desired Location Map is a simple table of dmap entries. At eight bytes 
per 572 bytes of disk, a four-gigabyte disk's map is 64 megabytes, including the 
5 double allocation to facilitate safely transitioning to new stable versions. Portions of 
* the map are read and cached on an as-needed basis. The map translates the OS's 
location keys (its version of disk locations) into the engine's re-mapped locations as 
well as directly or indirectly stores adjacency information supplied by the OS. An 
entry in the map indicates if a given location key is de-allocated by the OS, in which 

1 0 case it has no re-mapped location. The map may also indicate a page's mapping is 
found in another level of mapping, an adjacency map. 

With a few minor changes, it is possible to cause location keys to map to the 
same physical disk locations when possible. The situations where these no re- 
mapping cases are likely are when loading large applications onto what was initially 

15 an empty disk, which is common as that is how one gets a system running. As the 
OS makes its allocations and these allocations are passed down to the engine (via 
writes), the engine could attempt to use matching physical disk locations, if they are 
available. In the case where the Desired Location Map is a table, there are no 
savings in having large portions of the map indicate no effective re-mapping. The 

20 map must still be consulted and by the time one finds out that a page is not re- 
mapped, it is just as easy to derive a re-mapping. However, if the map is 
implemented as a tree with an implied no re-mapping for the areas covered by nodes 
that do not exist, the amount of disk space used for the map is likely reduced. 
It is perhaps not so important to save disk space as it is to improve 

25 performance. A special "main area direct" block type indicates that no re-mapping 
of its pages are required. Detecting this block type in the Block Map, which is in 
RAM, implies that large portions of the Desired Location Map never need to be 
loaded. Not only does this save time in reading the map, it also keeps these sections 
of the map out of the cache. The recovered cache space can then be used to map 
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other areas. This enhancement is recommended. The downside to using a tree for the 
map is that one loses adjacency information. 

The way to achieve no re-mapping, when possible, is to establish another 
unused block type. Initially a disk would consist of such blocks. As blocks are 

5 required, they would be allocated from this pool, until it is empty. The trick is that 
when allocating a block, one should also specify the location key, if appropriate, that 
is to map into the block. Thus, if there is an unused block that happens to 
correspond directly to a location key, it is chosen for allocation. If, after filling the 
block with main area data, it is found that all its location keys are directly mapped to 

1 0 their corresponding physical locations, then the block type is changed to the special 
direct form. 

The Write Session Overwrite Map is a bit map that exists only in RAM. 
Each bit corresponds to a page on disk and indicates whether or not the page has 
been written during the current write session. It is used to avoid logging a page's 

1 5 original state prior to overwrite after the initial^write. This implies that after the 
initial logging, subsequent writes in the same write session are directed to simply 
overwrite the existing location. It is recommended the map be blocked into sections 
that can be mapped anywhere on disk, so that a map in a limited amount of RAM 
* can represent the disk's active areas. Should there be an insufficient size map to 

20 cover all active areas then information can be dropped, as it is not essential. This 
results in needless logging of original states, which, though harmless, reduce the 
user's reach back into the past. Completely mapping a four-gigabyte disk in RAM 
requires a megabyte. 

The In Use Map is a bit map that distinguishes between transitional and 

25 stable data. Its general concept is presented in the Temp Method section. All 
allocations subject to transitional processing are allocated in adjacent pairs. If a 
given data structure that is written as a single unit occupies more than one page, then 
all the pages for the first copy are grouped together followed by the pages for the 
second copy. The in-use status bit corresponding to the first page controls which of 

30 the two copies are indicated. Because of the double allocation, only one bit exists in 
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the map for every two pages. To find a page's corresponding bit ? simply divide the 
page location by two and use the result as a bit offset into the map. 

Note that if an allocation starts on an odd page boundary, then the 
corresponding bit, due to rounding, also applies to the prior page, which is not part 
5 of the allocation. However, it is also true that the prior page cannot be the leading 
part of an allocation tracked by the In Use Map, for otherwise it would need the 
subsequent odd page that marks the beginning of the allocation in question. 
Therefore, there is no problem with an odd allocation using the status bit that is also 
for the prior page. 

10 It takes a megabyte of RAM to hold an In Use Map representing four- 

gigabytes. However, only those areas subject to transitional processing require this 
map. This is limited to overhead allocations. Therefore, the bit map is only 
maintained for overhead block types, which should be a small percentage of the total 
disk (typically under 10%). Therefore the map segments for the overhead blocks 

1 5 easily fit in RAM. They are stored in a continuous dedicated area on disk along with 
the information associating the segments with their blocks. 

The Adjacency Map addresses the problem of location keys that correspond 
to consecutive pages in a file being themselves spread across their numeric range. 
This results from the OS generating fragmented allocations and normally leads to 

20 the accessing of many desired location mapping pages when translating the spread- 
apart location key values to their associated physical disk locations. However, on the 
first access to the file, instead of the desired location map producing a re-map, it 
directs one to an adjacency map. This map is cached and first consulted upon 
subsequent accesses before returning to the desired location map. The adjacency 

25 map correlates location keys to their re-mapped disk locations, but is organized not 
by location key index but by the adjacency information provided by the OS. The 
adjacency map clusters re-mapping information according to file association, which 
is a good predictor of subsequent location key references. This minimizes the 
amount of mapping information actually read in order to process a series of accesses 

30 within a given file. 
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The adjacency map consists of its table size and the table of location keys 
and re-mapped locations. The table size should be limited, as there is no substantial 
gain in having a very large table as compared to two independent tables. Adjacency 
maps can be discarded, with their mapping information re-incorporated into the 
5 ■ desired location map, if space is scarce. In this case the OS can re-supply the 
information, should conditions change. The maps are of varying length and 
therefore a special overhead block "size" set is used for their allocation and 
management. If a new map is being formed and it references a location key that 
belongs to another, then it is assumed that this prior reference is obsolete, it is 

1 0 removed from the old map, and it is added to the new. 

If a maximum table size was selected corresponding to the maximum main 
data block size (1 Ilk), then the map would require 222 entries plus a length, or 
1 780 bytes. The map must be doubly allocated to deal with transitions. 

The Main Area Map addresses short-term re-mapping of pages. This re- 

1 5 mapping Fs below the level of the Desired Location Map. The workings of the Main 
Area Map are similar to that in the Temp Method. It is a tree, where if no re- 
mapping information is found for a given location, then no mapping is assumed. 
Background swapping resolves the mappings and thus the map is often empty. A 
mapping entry for a given location key (owner) consists of its actual location and the 

20 location whose contents are currently visiting the owner's spot on disk. Main area 
pages can be swapped with other main area pages or historic pages. In the case of 
swapping with another main area page, the Main Area Map contains the links 
supporting the swap. If a swap involves a historic page, the associated Historic Page 
Descriptor contains the links. 

25 If you consider all extra page area blocks collectively, then there is a Historic 

Page Map for all the pages in these blocks. This map consists of Historic Page 
Descriptors that indicate the original physical disk locations of associated historic 
pages. It also contains swap and return links that are utilized for short-term re- 
mappings. These links, along with those in the Main Area Map, generally work as 
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described in the Temp Method. These three fields typically make for a descriptor 
size of 12 bytes (four bytes per field). 

Since Historic Page Descriptors are only required for historic pages, and 
these are generally only found in an extra page block, a set of descriptors is 
5 allocated for its pages from the appropriate overhead block size set These 

allocations are called Historic Page Map Segments and they exist in proportion to 
the amount of historic data in the system. Historic pages are also found in the 
transitional CTMA and CTEX block types, and thus these types also have associated 
map segments. A mapping correlates the segments with their blocks. 

10 The Delayed Move Map allows the engine to defer copying a page from one 

location to another. It is used, for example, to quickly effect a reversion. The map 
consists of entries each having a source field and a next link. See the Temp Method 
for more details. The map could grow, at 16 bytes per 572 bytes of disk data, to 128 
megabytes for a four-gigabyte disk, but this is unlikely and in time the map is 

15 eliminated. 

An Example of Writing 

The Figure 42 sequence illustrates writing to a file. The file is ten pages long 
and is progressively overwritten. Under the "operating system" heading are shown 

20 the contents of the file. They are in boxes with their corresponding location keys to 
the side. The example shows a somewhat fragmented file, as allocated by the OS. 
The desired location and main area maps are shown. Links in Figure 42 A show the 
desired location map de-fragmenting the location keys. No temporary mapping is in 
effect for the main area. 

25 Under the "actual pages on disk" heading are the contents of the disk. Off to 

the left side are the associated physical disk locations. The contents are blocked and 
labeled. XUSE indicates an unused block, EXTR is an extra page area block, and 
MAIN, CTMA, and CTEX indicate their respective block types. Off to the right side 
of the figure is a general representation of the HPDs. When an entry is active an 

30 arrow links each box to location on disk. Note that this link, although shown directly 
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pointing to physical pages, is really subject to the main area map. It is just 
inconvenient to show this in the figures. 

Figure 42A shows the initial state of the example. In Figure 42B, an 
overwrite of the file's first page occurs. The new data is routed to the current CTMA 
5 block. The block just filled with main area pages changes to a MAIN block type. A 
HPD notes the location of the overwritten data. The overwriting continues in Figure 
42C in which a new CTMA block is started. In general, over time, CTMA blocks 
are allocated from the oldest extra page area blocks, but in this case there are some 
never-used blocks available. In Figures 42D, 42E, and 42F, overwrites lead to two 

10 CTEX blocks. 

In Figure 42G, a safe point occurs. Although this is unusual in the middle of 
writing to a file, it is done for the example's sake. Swapping data consolidates the 
two CTEX blocks. However, in order to be more responsive to the user, the actual 
swaps are delayed and temporarily implemented through pointers. Thus the main 

1 5 area map is initialized. In Figure 42H, the swaps are done and the main area map 
returns to inactive. Another overwrite occurs. Figure 421 illustrates the next three 
overwrites. And finally, in Figure 42J, the overwriting process begins again at the 
front of the file. There is seen the allocation of an extra page block, and now as a 
CTMA block it receives the new data. Notice that all historic data up to the "next" 

20 safe point is discarded as a result of the recycling of the first portion of historic data 
preceding the safe point. 



Common Elements of the Temp and Always Methods 
The following areas are handled substantially in the same way, at least 
25 . conceptually, between the Temp and Always Methods: 

1 . Safe points 

2. Creating a simulated image 

3. Reversion and special case reversion 

4. Delayed move map 

30 5. Shutting down during times of intense disk modification 
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6. Low-level disk swapping and page copying 

7. Transitions from one stable state to another 

8. Main area map and inter-linking with HPDs for the historic pages 

9. Switch page and In Use Maps 

5 

The File Method 

The File Method is one in which the functionality of saving prior states such 
that one can restore or view data from the past is incorporated into the OS. One way 
to accomplish this functionality in the OS, is to merge the Always Method into OS. 
10 In such a combined system, the desired location and adjacency maps disappear, as 
they are incorporated into the OS's method of mapping its files. The engine's 
adjacency processing, which includes the periodic OS updates to the engine, under 
the Always Method evolves into the OS re-sequencing the disk locations assigned to 
. a file. This de-fragmenting with the associated page swapping is accomplished 
1 5 through the background mechanisms in the engine. 

Comparison of Methods 

Five fundamental methods for saving the prior states of overwritten data 
have been presented. The methods differ in the following ways: 



20 1 . number of total disk accesses required to perform a "write," 

2. number of disk accesses required before the user can continue, 

3. amount of disk space overhead (maps, etc.), 

4. impact on disk read accesses, and 

5 . integration with the operating system. 



25 Before investigating how the methods differ, it is instructive to review what 

normally happens when data is written. This is illustrated in Figure 43. The outer 
boxes are numbered frames where each frame corresponds to one or more major 
disk accesses. Inside are two columns of boxes. The column on the left represents a 
file. Each box contains a value for a page in the file. Off to the column's left are the 

30 disk locations (location keys) assigned by the OS. Notice that the locations fell into 
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two groups, and thus the file is slightly fragmented in its allocation. The right 
column represents the physical disk, with the disk locations to the side. In the 
examples here, the file's contents are overwritten with the new values shown in the 
left column. This column corresponds to data in RAM The arrows represent a major 
5 disk transfer with the source or destination on disk circled. A major disk transfer is 
one in which re-positioning of the disk head is likely. 

In Frame 1 the first part of the file is written to disk. Frame 2 shows the 
second part written. At this point the user is free to continue in their activities. 
Upcoming processes involve background work, in which case frames occur after the 
10 user continues working. 



Method 


total 


continue 


disk overhead 


read impact 


OS interface 


(normal) 


2 


2 


none 


none 


None 



Figure 44 illustrates the Move Method. Ifi each frame another column is 
added on the right side, making for two columns. These columns reflect the contents 

15 . of the hard disk. The first of the two (left) represents the OS-visible area. The 

second (right) column is a history buffer visible only to the engine. In Frame 1 the 
file is overwritten, in RAM at least, but before the hard disk is modified, the affected 
pages are moved into the history buffer. Frame 1 shows the reading of the data about 
to be overwritten and where it is eventually placed. However, for the moment the 

20 . data goes into a buffer. Frame 2 shows the second area read and now both areas, 
having been loaded into a buffer, are written to the disk -based history buffer. 
Frames 3 and 4 then show the actual overwrites, after which the user can continue. 



Method 


Tota 
1 


continue 


disk overhead 


read impact 


OS interface 


Move 


5 


5 


none 


none 


minimal 
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It might seem possible to avoid re-positioning the disk head of Frame 3 by 
exchanging, while still in Frame 1, the original data on disk with the new data in 
memory. Although this is indeed possible, it violates the golden rule of overwriting 
data before its original state is saved. That is, if a crash occurs after the overwrite 

5 but before the original data is copied to the history buffer, then there is no way to 
restore the original data. 

In all the methods there is some amount of additional disk access overhead 
associated with maintaining notes regarding what is being saved. Even in the Move 
Method, notes must be written to the history buffer indicating the origin of the 

10 historic data. These additional accesses are omitted for the example's sake in order 
to focus on the basic nature of the methods. Further, the caching of overhead 
information from moment to moment makes it impossible to predict a consistent 
impact on performance. 

The Temp Method is illustrated in Figure 45. Another column in each frame, 

15 associated with the hard disk's data, is added to represent a swap area on disk. As 
pages are exchanged on disk under the Temp Method, the data is stored in the swap 
area as a backup in case the system crashes before completing a swap. This ensures 
that it is not possible for the system to crash at some transition point where original 
states are lost. In Frame 1, all the newly written data is re-directed to the history 

20 buffer, leaving the original states unchanged. Updating various maps allows the user 
to continue after this point. Later on, in the background, the engine collects up all 
the data and exchanges it 

The Temp Method has temporarily put the new data in the history buffer and 
left the now historic data in the normally OS-visible main area. Frame 2 shows the 

25 new data read into memory, which is eventually written the to swap area. Frames 3 
and 4 show the file's original contents read. Having collected all the data involved 
in the swap, a backup of the data is written in Frame 4. The data are now written 
into their appropriate locations. Frame 5 shows the overwriting of the first part of 
the file, Frame 6 the second part, and Frame 7 the historic data. The maps at this 

30 point would also be updated, indicating that everything is in its place. 
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Method 


total 


continue 


disk overhead 


Read impact 


OS interface 


Temp 


8 


1 


minimal 


Often none 


minimal 



The Divert Method can be thought of as the Temp Method where new data is 
written direcdy to the swap area This would involve less total disk access than the 
5 Temp Method but has the unacceptable drawback that if more data is written than 
fits in the swap area, the method reverts to the Move Method. No figure is presented 
for it 

In Figure 46 it is seen that a single frame for the Always and File Methods. 
In it, the file's new data is simply written to a single area on disk. However, the 
1 0 ' file's original data is located elsewhere and therefore remains available for re- 
creating the past. The writes overwrite very old historic data whose tracking is no 
longer possible. Various updates to maps are also performed, but not shown. The 
* File Method should be a bit more efficient than the Always Method, as the desired 
location map folds into the OS's normal mapping for its files. 

15 



Method 


total 


continue 


disk overhead 


read impact 


OS interface 


Always 


1 


1 


medium 


slight 


medium 



In summary, the Always and File Methods yield the best overall 
performance by sacrificing some disk space in mapping overhead. In general, their 
read and write access throughput is similar to that when the OS directly accesses the 

20 disk. The Temp Method, from a user responsiveness viewpoint, performs just as 
well as the Always and File Methods. However, in physically maintaining the disk 
in much the same way as the OS laid it out, the Temp Method requires substantial 
background swapping. The swapping increases the overall total amount of disk 
access associated with a given write. But for the average user, as long as the added 

25 accesses are hidden, they are likely of no concern. 
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Recall that there are other benefits and drawbacks to these methods outside 
the scope of disk access performance. These have previously been covered.The 
Temp, Always, and File Methods provide backup services without generally 
impacting the user-visible disk performance. This is measured by the time it takes a 
5 user to read and write data (listed in the "continue" column). The Move Method is 
straightforward but in its simplicity, it sacrifices the disk performance to which 
users arc accustomed. 



Method 


Tota 
1 


continue 


disk overhead 


read impact 


OS interface 


(normal) 


2 


2 


none 


none 


none 


Move 


5 


5 


none 


none 


minimal 


Temp 


8 


1 


minimal 


often none 


minimal 


Always 


1 


1 


medium 


slight 


medium 



10 Booting from a Simulated Disk 

A simulated disk allows a user to access data from the past, while at the 
same time continuing to run off their main disk (image). The expression "to run off 
a disk" commonly refers to the process of booting (starting up the OS) from disk. It 
is also the disk that applications are generally configured to use (e.g., an application 
1 5 may note that a file is at "C:\windows\exampie"). Note that the terms "disk" and 
. "drive" are herein interchangeable. 

The simulated disk is typically accessed through its own drive identifier or 
letter. Thus, from the user's and OS's point of view, the simulated disk might just as 
well be another hard disk to which a backup was made at the desired time in the 
20 past. Just like having a second hard disk, changes can be made to die simulated disk 
after its initial starting point time is set. Note there is no reason why more than one 
simulated disk cannot be in use at one time, each with its own map. 

A user may want to test proposed changes to the disk from which they are 
running off. At first it would seem the process would involve establishing a 
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simulated disk to the current time, applying the changes, and then testing them. 
However, in order to test changes in the context of running off the disk, the user 
must both boot up on the disk (load the OS) and have it assigned the expected drive 
letter. For example, in MS-DOS and Microsoft Windows this is drive C. 
5 Thus, to support this process, the engine switches drive letters upon re- 

booting. This allows the user to run off a simulated disk. All the drive letter 
assignments embedded throughout the system's configuration need no modification 
in order to perform testing. Further the main disk that the user would normally run 
off is still available through a new drive letter. Once the test concludes, the user re- 

1 0 boots, either simply again exchanging the simulated and main disk roles, or 
requesting a permanent reversion to the simulated drive's state. 

An alternative process would simply involve altering the main image, testing 
it, and if a flaw is found, reverting it to before the changes were made. The only 
danger is that somehow the flawed version writes so much new data as to lose the 

1 5 path back. This scenario is not possible if running off the simulated image, because 
a disk overflow occurs in this case. Perhaps more important, psychologically it feels 
better to test in a temporary context and then selectively make the changes 
permanent, than to undo changes. 

Keep in mind that changes to a simulated disk are allocated from the storage 

20 pool used to hold historic information. Too many changes that exhaust the pool 
results in a form of disk overflow. It is a slightly unusual disk overflow in that the 
normal reporting methods of the OS are not accurate, as they correspond to the main 
disk. However, the user can set aside a reasonably large amount of disk and be safe 
from an overflow. The amount of disk space consumed maintaining changes to a 

25 simulated drive can be capped to prevent the excessive loss of historic information. 
A separate disk usage reporting system that gets its information from the engine 
informs the user as to the available space on the simulated disk. This reporting 
system includes an early warning system that alerts the user when space is low. All 
of these issues apply regardless of whether one is running off the simulated or main 

30 disks. 
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A useful example of running off of a simulated disk is to provide the user 
with in effect two disks that share a common origin. This allows a parent to 
. establish a drive for their child's use. Initially the drive starts as a copy of the main 
drive. However, the parent can then delete desired files, making them inaccessible to 
5 the children. Placing a cap on disk space allocable to the simulated drive limits any 
impact a child could have on the main disk and historic information. A password 
system protects the main disk. 

A problem in creating a long-term simulated disk is that changes to the main 
disk often require updates to the simulated map. This reduces throughput during the 
1 0 parent's use of the computer. One solution is to establish and release the simulated 
image each time a child wishes to use the computer. The parent specifies a list of 
private files and directories. These are automatically deleted during creation of the 
child's simulated image. 

15 External Backup 

All the methods thus far presented for saving original disk states are 
conceptually designed around a single disk. Of course, more than one disk may be 
- involved, with their collective storage pooled into one large logical disk. The fault 
tolerance provided by the various methods deals with non-hardware failures like the 

20 user accidentally overwriting a file or a bug in an application corrupting files. 
However, there is also the case of the disk actually ceasing to function (i.e., if it 
broke and the information it contained is lost). Recovery from such a failure 
♦ typically involves installing a new hard disk, re-installing the operating system, and 
then restoring files from a backup tape or similar device. This is a time-consuming 

25 process and often involves some loss of data, that which was affected after the 
backup. 

A well-known solution is using a RAID system. Redundant disk drives that 
are maintained in parallel provide uninterrupted service should one of the disks fail. 
However, such systems involve writing to two disks simultaneously, which is a 
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relatively complex and expensive to implement. Most personal computers do not 
employ such systems even though disks are relatively inexpensive. 

The process of generating an external backup (tape) is enhanced by use of a 
simulated disk image. A user can establish a simulated image corresponding to the 
5 current time, start backing it up, and continue working. 

An entirely different approach to achieving an external backup is to have an 
external disk drive that, like the main disk, employs a method of saving original disk 
states. Thus, instead of creating a backup of a specific point in time, the information 
on the backup includes the historic information, allowing the backup to re-create a 

1 0 range of "backup" times. In other words, the external disk generally mirrors the 
main internal disk. This is how a RAID system generally works. 

However, unlike a RAID system, no attempt is made to run both the internal 
and external disks simultaneously in parallel. Instead, if one views the logging 
activity on the main internal disk as creating a list of changes, these changes are 

1 5 forwarded as time permits to the external drive. It is the fact that there exists a 

historic log on the main disk that facilitates replaying changes in the background, in 
a more gradual transfer (non-parallel with the main disk). Further, since the relayed 
information is chronological and therefore contains safe points, the external disk, in 
general, at worst lags in the range of times to which it can restore. This is unlike a 

20 RAID system where if one of the redundant drives were to lag behind the current 
state, as viewed by OS, its contents are of limited use. Should a crash occur and the 
lagged disk be used, it would restore the user to some single arbitrary point in die 
past On the other hand, an external drive that receives changes chronologically 
from the main drive is capable of restoring to any number of points in time. Thus 

25 after a crash, the external drive likely contains a safe point followed by the 

transitional changes just preceding the crash. Since the transitional changes are 
useless, as they are incomplete, one reverts to die safe point 

Thus a guaranteed usable backup image is available, and depending on the 
lag in transferring changes, this point is likely not too far back in time. With a RAID 

30 system, protection is achieved from a physical disk drive failure, but none is 
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provided for the computer crashing and leaving the last state of the disk in 
transition. 

The external backup process of the present invention differs from one in 
which the internal disk drive is simply copied onto another medium (e.g., disk or 
5 tape drive). Such a duplication is very time-consuming. Instead, the states of the 
external and internal drives are compared, and the appropriate historic and current 
image data is transferred, until both are synchronized. This transfer process is 
asynchronous to and can lag substantially behind recent changes to the current 
image. Therefore, it can be implemented on an inexpensive and relatively slow bus. 
1 0 For example, a parallel printer or USB port. 

In the same way in which a RAID system switches from a failed disk to a 
redundant disk, if the main disk fails the engine automatically switches to the 
external disk. The two disks may be out of sync: changes that were made to the 

* current image might not have been transferred to the external disk prior to the 

15 failure. In this situation the engine alerts the user and forces re-booting to run off the 
external disk, at the time of the most recent safe point (thus the engine does not 
provided uninterrupted disk services from the view point of the applications). Now 
that the user is running off the external disk, the main internal disk is replaced. The 

* engine then automatically, in the background, brings the internal disk into sync, at 
20 which point it resumes as the primary disk (i.e., they switch roles). In other words, 

when the internal disk fails and is replaced, the roles normally played by the internal 
and external disks are reversed, until they once again become identical, after which 
normal operations resume. 

The external disk can be removable. In the case of a portable computer, one 
25 may leave the external unit at work and bring the portable home. When it is re- 
attached to the external disk, the transfer of information begins. Thus, the removal 
of the portable for a period of time is simply introducing a "delay" in what is already 
a lagged transfer. 

The engine's ability to redirect disk activity, to reference back in time to 
30 prior states of a disk, and to perform work in the background all contribute to 
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providing enhanced backup service. One that provides both for recovery to various 
points in time as well as physical disk redundancy. 

Now for some details: When initially connecting a blank external disk to 
operate under the management of the engine, the engine establishes a simulated disk 

5 to the most recent safe point This image is then transferred to the external drive. 
Next, all historic data from the period before the time to which the simulated disk is 
set, is sent over. Both these processes are special in that they are setting up the 
external disk and therefore writes are not re-directed and prior states are not saved. 
Once the external disk contains a current image (though likely out of date compared 

10 to the internal disk) and historic data, the external disk is ready for normal use. 

When an external disk that has been set up is connected to the computer, the 
engine seeks to synchronize it with the internal disk. This involves identifying the 
last point in the internal disk's history that corresponds to the most recently 
transferred information. If such a point does not exist, in that it has rolled off the end 

1 5 of the internal disk's history buffer, then the external disk is treated as blank and 
. completely re-initialized. Otherwise, the engine walks forward through the internal 
disk's history, starting at the time associated with the simulated disk. The new state 
of each historic page is transferred down as basically a normal write to the external 
disk. Normal engine management of the external disk saves the data about to be 

20 overwritten and accepts the page's new value. A page's new state is found either 
. ahead in the history buffer or as part of the current image. The prior case involving 
the history buffer arises when a given location is overwritten multiple times, thus its 
"new" state at some time in the past may not be the current state, but one in 
between. 

25 Essentially, the engine is writing to the external disk in generally 

• chronological order (at least in terms of write sessions) the writes that have occurred 
to the internal disk. Note that it is the new data, not the historic data, that is 
transferred to the external disk; the external disk already has the historic data. Once 
both disks are synchronized, the engine waits for more changes to the internal disk 

30 and then resumes synchronizing. 
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Figure 47A illustrates disconnected internal and external drives. Each drive 
contains a current image and historic data. Initially the internal drive's four pages 
contain the values "A", "B", "C", and "D". The external drive is blank. In Figure 
47B the values "a" and "b" are overwritten on "A" and "B", respectively. Thus, the 

5 original states move to the history buffer and the current image reflects the change. 
The external drive is then connected in Figure 47C. The engine responds by 
establishing a simulated disk based on the internal drive's current state (each write is 
assumed to also be a safe point). A dashed line in Figure 47C represents this time. 
In Figure 47D the user has overwritten M C with "c", thus displacing "C" to 

10 the history buffer. Note that this change occurred after the simulated disk was 

established, so it is not part of what initially gets sent over. Figure 47C also shows 
the simulated disk's image being transferred and written to the external disk. In 
Frame 47E the user overwrites "D'\ Having gotten the simulated image across, the 
historic data prior to the simulated disk's reference time is sent. Notice that the 

1 5 result of the user's continuing activity during the synchronization process has led to 
a lesser amount of available historic data (i.e., "A" has rolled off the end of the 
buffer). 

Figure 47F shows the engine attempting to keep the two disks synchronized. 
The changes occurring after the simulated disk was established are sent over. This 
20 occurs in Frame 47G as normal writes under the engine, with the overwritten data 
moving to the external disk's history buffer. At this point the two disks have been 
synchronized. However, in Frame 47H, 4< E" is overwritten. The internal disk 
immediately reflects the change while the change's transfer to the external disk just 
begins. Some time later, Frame 471 shows the disks synchronized again. 

25 

External Disk via the Network 

The concept of an external disk from the prior section can certainly be 
extended to include a disk interfaced to a target computer through a network. The 
network is simply a high-speed bus. The access to the external disk from the 
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network generally requires an associated server controlling and actually performing 
the transfers to and from the disk. 

Since a server on a network can communicate with more than one PC, it 
follows that the server can independently maintain the OS visible disk image and 
5 historic states for a set of PC's. For example, a server with a 10 gigabyte disk could 
backup, over a network, four PCs each having an internal disk of 2, 3, 3, and 1 
gigabytes in size (totaling 9 gigabytes — thus, the server has at least, or in this case, 
more storage than all the PCs together). 

To be more specific, each PC has an internal disk for which a portion 
10 represents OS visible data and the rest generally is historic (original states of 
overwritten OS visible data). The OS visible portion is typically bounded by the size 
of the PC's internal disk minus a minimum that is set aside for historic data (which 
could be zero). The server needs, for each PC, to have at least sufficient space for 
the OS visible portion of the PC's internal disk. The amount of additional disk 
15 allocated on the server to a given PC is used to hold historic data. If one views^the 
external disk as simply a second copy of the PCs internal disk which lags behind in 
being updated, the two disks should be the same size. However, there is no reason 
the external disk cannot have more or less additional storage used for historic states 
as compared to that reserved on the internal disk. This implies the external disk may 
20 be able to reach further back in time in re-creating prior states, if it has more historic 
information, or not as far back if it has less. 

Therefore, it is really up to the server to map to its available disk storage 
(which may be one or more disks) areas to represent the OS visible portions of the 
PC disks to which it is backing up. It further assigns areas to save historic states for 
25 each backed up PC, whose sizes are independent of the storage committed to 
maintaining historic data on their respective PC's. Provisions in the PC's software 
would divert to and take advantage of an external disk that had more historic 
information than available on (he internal disk, and whose access is desired. 

Use of a server to provide redundant backup over a network for a set internal 
30 disks associated with PCs, in a manner consistent with the present invention, 
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provides an easily managed single point to maintain, expand, and manage. Further, 
removable backup (tape) services can be provided directly from this redundant 
storage and so avoid any interaction, and thus loading or performance impact, to the 
various PC internal disks. Figure 47G illustrates a set of PCs being backed up by a 
5 server. Note the figure shows data flowing from the PCs to the server, but data 
actually flows in both directions (e.g., when the "external disk" effectively 
represented on and by the server takes over the role of a PC's internal disk). 

Disk Controller or Server Based Firewall Protection 
10 Up to this point the present invention relies on an engine running in a target 

computer to implement one of the described methods. Even in the case of using an 
external backup, in addition to the target computer's internal disk, read and write 
accesses to the external disk are still controlled by the engine (that runs in the target 
computer). The engine affords virus protection by allowing the user to restore all or 
15 part of the disk (main image) to an earlier time. However, this, assumes the virus 
cannot get in between the engine and the disk. Should a virus directly access either 
the internal or external disks, the engine's data may be irreversibly corrupted. 

A method of protecting the disk and engine is to move appropriate portions 
of the engine's logic into the "disk," as part of the disk controller. Thus, the read and 
20 write accesses that are passed to the disk (controller) correspond to what is 
generated by the OS (i.e., there is no engine doing re-mapping between the OS and 
disk controller). Mapping and re-direction occurs within the disk controller, with 
only the disk controller able to access the engine's internal data. A virus would then 
be unable to access and corrupt the historic data or the engine's internal data stored 
25 on the disk. Therefore, in this mode the user is truly provided security against a 
virus on the target computer. 

The only path left for a virus to attack a user's disk involves the virus 
overwriting so much data that the engine's ability to track changes over time is 
effectively lost. In other words, the virus writes so much data over and over again 
30 that the historic log fills with these changes, pushing out die memory of the 
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pre-virus disk states. This window of vulnerability is addressed by allowing the 
engine to shut down a disk, should it appear that the disk is being excessively 
altered. This protects the historic data and therefore the ability of the user to revert a 
reasonable distance back in time. 
5 In the event the engine believes a shut down condition is forthcoming, it 

alerts the user and allows for a safe means of defeating or adjusting the conditions 
that force a shut down. Here, "safe means" is a means where a virus cannot pretend 
to be the user and defeat the shut down. For example, the user could be required to 
press a button that directly interfaces to the engine, which is especially useful when 
10 the appropriate parts of the engine run inside the disk controller. Another w safe 
means" involves the user entering a password that is unknown to the target 
computer (before it is entered). 

Moving parts of the engine into the disk controller can be done on either or 
b<>th the internal or external disk drives. If the external disk is implemented using a 
15 server on a network, so that parts of the engine execute omits local processor (the 
server does not allow the PC to directly alter the engine's internal data), firewall 
protection is achieved. Therefore, firewall protection can be achieved using 
commonly available PCs and servers, without hardware modification, by adding the 
appropriate engine software to both. 
20 Note that the firewall does not prevent a virus from getting into a PC and 

interfering with the nature of the data written to, and through, the firewall and then 
onto the disk. It is hoped that a user detects the presence of a virus and has sufficient 
ability to revert a disk back in time to before the virus struck- The firewall is 
protecting the user's ability to revert Should a virus infect and corrupt data over an 
25 extended period of time, beyond the ability of saved historic data to revert, then the 
virus will have succeeded. 

Memor y and Disk Snapshots 

There is a whole other category of failures that occur in a computer that have 
nothing directly to do with the disk. They involve using an application over an 
30 extended period of time during which information is manipulated in memory and 
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periodically (or at least at the session's conclusion) the information is written to 
disk. A common failure results either from user errors or from bugs in the 
applications, where something goes terribly wrong. So wrong, that in fact, there is 
no easy way to recover. Any unsaved work is lost Although some applications try 
5 to minimize how much unsaved work is at risk (by automatic saves), it is still 
common for crashes to occur and for users to lose a substantial time investment in 
unsaved work. 

A general solution is to build on the engine's ability to revert the disk back 
in time. If snapshots of the RAM used by the application are periodically taken at 

1 0 moments in time after a safe point is established but before any further disk 

modifications, then it is possible to restore both the disk and application (RAM) to a 
synchronized and earlier time. These snapshots may also include the OS's RAM (or 
portion of it), at which point the entire computer, OS and all, can be reverted. Some 
care must be taken when restarting from an earlier time to insure that devices other 

1 5 than the disk and RAM are reasonably re-started— for example, a printer, the video 
card, or a network connection. 

RAM snapshots may be taken at either fixed intervals and/or after a certain 
amount of user activity (e.g., keystrokes or mouse activity). Compression of a 
snapshot reduces memory requirements. 

20 

A Nice Background 

The intention of performing work in the background is to not interfere with 
the user. The best method involves detecting user activity and ceasing all 
background activity until a reasonable period elapses after the last user activity. 
25 Thus, while the user is even slightly active, no background processing occurs. 

The reason not to use available time between short bursts of user activity, 
like keystrokes, is that introducing a minor delay after each user event cumulatively 
adds up to overall interference. A 1/100 of a second delay by itself is unnoticeable 
by a user. However, if a screen's update is constantly lagging, the effects are easily 
30 seen. The basic problem is that most activity, including background activity, cannot 
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be immediately interrupted. There is a larger granularity of switching time 
introduced from running a "real" task compared to the system truly idling. Of 
course, if a task can be immediately interrupted, then it is likely not to interfere, 
even if executing in small gaps of the user's free time. 

5 

Low-Level Swapping 

The engine can temporarily divert writes to alternate locations. It also can 
delay copying various pages using pointers. In the background the engine works out 
the swaps, putting the data in their desired locations, as well as delayed moves. It is 

1 0 the job of low-level swap processing to queue up a sequence of swap and move 

submissions and execute them as block, in a time optimized and crash proof manner. 

In the context of background processing, the low-level swap and delayed 
move map processing in the swap handler is the gatekeeper to the user's data. Since 
any exchange of data must be appropriately reflected in the maps, the swap handler 

1 5 effectiveiy.performs two steps simultaneously: moving data and updating the maps. 
This is important because there is always the chance of a crash mid-process. Prior to 
calling the swap handler all desired map changes are made to the transitional 
version. The associated user data moves are queued up. All of this is then passed to 
the swap handler which completes the operation. The user data is moved and then 

20 the transitional version is made stable in a final single write to the switch page. 

Once the swap handler has processed a request up to the point of altering 
user data the request becomes irrevocable. It must be completed or reversed in order 
for the user to access the disk. There is no reason to reverse the operation when it 
can be completed. 

25 The Figure 48 sequence illustrates a simple case of swapping two sets of 

three pages. Figure 48 A shows the state just before the swap handler goes to work. 
The pages to swap have been submitted as well as the corresponding map changes 
implemented in the transitional copy of the engine's internal data. 

All pages involved in the swap are read into memory in Figure 48B, as well 

30 as written to the swap area on disk (pages 9 through 14). In Figure 48C the switch 
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page is updated, indicating a swap is in progress and the destinations of all the pages 
in the swap area noted. Should the system crash before the swap completes, on re- 
starting the operation can be completed. The Figure 48D shows the writing out 
(from memory) of the pages to their new locations. And finally, with everything in 
5 place, Figure 48E concludes by clearing the swap-in-progress status and well as 
designating what was transitional data as now the current stable state. Figure 44 
illustrates effectively the same process that is the basis of the Move Method. 

When performing swaps and moves it is desirable to queue up a group of 
operations. This has the advantage of reducing the ratio of user data moves to switch 
10 page updates as well as allowing for optimization across the operations. For 

example, if swapping A and B as well as B and C, the move of A to B and then to C 
can be reduced to A to C. Other optimizations include sorting locations prior to 
reading and writing, thus minimizing the number and distance of disk seeks. The 
prior example demonstrated three page swaps executed in one operation. 
15 Two swaps can be interdependent on each other. For example, the two swaps 

of A and B as well as C and D are independent. They can be done in any order. 
. However, the swaps of A and B as well as B and C are order dependent It is not 
possible to conclude on receiving the first submission to swap A and B, that it is in 
fact these locations that will be exchanged. A second submission to swap B and C 
20 modifies where the data from the first submission really winds up. In this particular 
case, if you read A, B, and C into memory, you would write A to C's old location, B 
. goes to A's old location, and C goes to B's old location. 

Clearly there is great benefit to processing nearby groups of swaps together. 
However, there is also some advantage to processing a batch of swaps that refer to 
25 data spread about the disk. The advantage comes in gathering and re-distributing the 
data. By sorting the reads and writes into two passes across the disk, although the 
. number of seeks is not reduced, the distance the head must travel is reduced. 
Depending on the disk drive technology this may or may not be significant. 
However, the two passes also include saving data to the swap area and switch pages, 
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and the total overhead of these operations is reduced when multiple swaps are 
combined. 

The ability to handle multiple swaps in many different areas optimally pretty 
much comes for free with efficiently handling the swapping of two large areas, the 
5 latter of which is a clear goal. The approach that solves both these problems is to 
simply sort the reads and writes. 

Figure 49 illustrates three swap submissions, each involving three specific 
page swaps. It shows the simple approach of making a list of all the locations 
involved in a swap handler request, and sorting them into read and write passes. 

10 The algorithm to form the sorted read list is straightforward. Take all page 

locations and sort them, tossing any duplicates. Of course, the write locations are the 
same as the read locations. The issue is to reorder the pages in memory so as to 
correspond to where they are being swapped. Basically you walk down the list of 
swaps and process the left and then right side, as long as their locations have not 

15 - already been processed. For each side you initially assume its corresponding swap 
location is that specified on the other side. Next you run down the remaining swap 
entries and track if the current location gets swapped to another. If so, you update 
the current location and continue to the next swap entry. When you are done 
searching what you have left is the final write location. Figure 50 shows how this 

20 • algorithm carries out the swap in the second column of Figure 49. 

Swap and move submissions are submitted to a pre-swap setup routine. Here 
they are run through the delayed move map, the map is adjusted, and any associated 
move operations are added. The operations are accumulated until a limit has been 
passed or they are flushed if a timeout occurs. There are two limiting factors as to 

25 the total number of pages that can be swapped in one operation. They are a function 
of the swap area's size (and RAM buffer) and the number of different faraway areas 
accessed on disL 

The area limit arises in order to control the worst case duration of a swap 
request If a disk seek takes 10ms and two large areas of 100 pages each are 
30 swapped, the seek time is on the order of 2 visits (read+write) * 2 areas * 10ms, or 
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40ms. The transfer time at one megabyte per second is on the order of 100ms. With 
everything accounted for, the total time is easily under a second. However, if each 
page required a seek to a different area on disk, the seek time by itself is on the order 
of 2 visits * 200 areas * 10ms, or 4 seconds. This is a long time to wait for a 
5 background operation to complete. The time is controlled by limiting the number of 
different areas that are visited in a given swap handler request. 

As a minor note, when accumulating individual swaps (and moves) into a 
combined swap request, if the maximum number of areas is exceeded should a new 
submission be accepted, then the operations thus far accumulated should be 

1 0 processed without taking the new submission. The reasoning is that if upon reaching 
the area limit, the current submission and those accumulated were processed 
together, you would likely separate the last submission from subsequent 
submissions that would all be in the same area. 

A swap (or move) submission has the form: 

1 5 do_swap A ^location, BJocation, A_to_B_only 

It is understood that after the swap the transitional state is made stable. 
However, it is also understood that this step may be delayed in order to allow 
multiple submissions to accumulate and be processed together. In other words, small 

20 transitional steps are accumulated into a larger transitional step. Although this 
increases the chance of losing the larger transitional step (more time available to 
crash) all the work is cleanup and does not involve any user information — i.e., the 
work can be re-created. 

When accumulating and building the swap handler request each new 

25 do_swap submission has its two swap locations run through the delayed move map. 
If one is found to have a read-side mapping then the true location from which to 
fetch the data is updated. As part of processing a read-side mapping, the mapping 
entry itself is deleted (from the delayed move map) since as part of the swap, the 
location gets overwritten. On the other hand, if it is a write-side mapping that is 

30 found then the other pages whose reads are being diverted to this page must have the 
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page's data put in place. Therefore, one cycles through the write^ide entry's link list 
and adds the appropriate moves to the swap request. Note that they all share a 
common source: A to B, A to C, A to D, etc. The write-side and associated read-side 
entries are then deleted from the map. 

5 When looking at what locations are overall read and written, as a result of 

move submissions, the same page may be read as a source for different writes. Thus 
there can be more than one "read" of a given page, although in practice a single read 
gets routed multiple places. On the other hand there should never be two entries 
writing to the same location. This implies a loss of information, which should not 
10 occur. 

As submissions are being processed, three tables are being generated. The 
first is simply a list of the submissions in order, with the originally stated as well as 
actual locations maintained (post delayed move map processing). The other two 
tables track the read and write areas. Each represents the sorted starting area 

1 5 . locations with associated size. Whenever a page reference is added to either table the 
reference is either incorporated into or found in an existing entry (either no change 
or the area's size increases), two areas are combined, or a new area begins. Thus the 
number of areas represented by the table after an addition remains either the same, 
grows, or shrinks. However, there are always as many or more write areas than there 

20 are read areas (which follows from the fact that two reads cannot be directed to the 
same write location). See Figure 51. 

The locations in the read table reflect any possible delayed move map 
processing. In other words, they are the actual versus the original stated locations. 
Note that only locations being read are redirected. The delayed moved map does not 

25 redirect write locations. 

For a swap submission (as opposed to a move submission),A_loc and B_loc 
are added to both the read and write tables. Although one cannot say much at this 
time about what data is actually going to be read and written, one can identify the 
locations affected (areas) by essentially ORing all the locations. In the move 

30 submission, A Joe is added to the read table and Bloc to the write. 
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An addition to the read table is ignored if the specified location has 
previously been written as the destination of a move. If this write was part of a 
swap, then an associated read would also have been processed and the addition 
ignored, as it is already present in the table. On the other hand, if the write was the 
5 destination of a previous move then the location does not need to be read. For 

example, if A is moved to B, and then B is swapped with C, the original value of B 
is not part of what gets written and so does not need to be read. Thus only the right 
side of move submissions need be checked. 

Once an attempt is made to exceed the total number of read and write areas, 
10 or the total number of pages being transferred equals its limit, or a timeout occurs, 
processing then advances toward setting up the swap handier request. 

The next major step is reading the indicated data into memory and 
establishing a mapping table that takes a read index into the collective data read and 
produces the associated write page index. The write index indicates where the page 
1 5 belongs in the collective data represented by the write area table. As already 

mentioned the total size of the read data may be smaller than that which gets written. 
This is because some pages that are read should be duplicated in the write data. 

The difference in total page counts between what is read and written 
(through the swap area) is handled by treating the duplicates in the read side as 
20 being "independent" and duplicating them in pages (indices) above what was 

actually read. Thus the read index range will equal the write range. The original read 
data is extended as new indices are assigned. See Figure 52. 

The method for creating the read-to-write index map is to essentially use the 
previously discussed final destination algorithm that cycles through all the stated 
25 read locations. Some changes are required to deal with move submissions and 
duplication. 

When cycling through the submissions the goal is to identify a "stated" page 
that has been read and to determine where it is located in the collective read data. 
Movement of this page is tracked through the submissions to determine its final 
30 write location. This location is correlated with the write area table to produce a write 
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page index. The read to write index association is stored in the map (i.e., by running 
an index for a page that has been read through the map, the resulting write index 
identifies where the page is located in the write buffer). A write index should never 
occur twice. Further, all read and write locations should get processed. When 
5 determining a read page index, if it is found to already have been used then a new 
"duplicate page" read page index is allocated and the page is duplicated. 

The example in Figure 53 demonstrates the process of determining what is 
read and where it eventually gets written. The <~ > symbol indicates a swap and -> 
indicates a move. The final read and write data patterns are shown, as worked out by 

1 0 hand, with only bold letters part of the read and write set 

The final destination algorithm creates the read-to-write index map. The 
algorithm cycles through all the swap and move submissions and determines where 
each read location will finally be written. The read and write locations are then 
converted to page indices in the read and write areas, and the read-to-write map 

15 updated. Tracking information is updated in the source (left) side of move 

submission when such is encountered. A move submission represents a forking of 
the source. Since the algorithm cycles through all submissions, and for each cycles 
through the remaining submissions, its performance is modeled as n+(n-l)+(n- 
2)-h,+(n-(n-l)) or of the nature n 2 . This is not particularly good. There can be easily 

20 1 00 submissions. The algorithm's performance is greatly improved by linking all 
. like locations together to eliminate much of the scanning. The algorithm is then on 
the order ofn 1 . 

Figure 54 illustrates the building of the read-to-write map. Notice that all 
locations get updated once in the map, as well as in the read data and the write data 
25 arrays. The end result matches that previously determined by hand in Figure 53. 

The read-to-write map provides the means for reordering the extended read 
data into write data. In this form the write data is written to the swap area. The 
switch page is updated to reflect where data will be written in case the system 
crashes before the operation's completion, so that the operation can be re-started. 
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The algorithm shown in Figure 55A reorders the read data. It involves the 
use of two temporary page buffers through which a displaced page shifts. A 
write_data_order array indicates for each page whether it is in read data or write data 
order. Initially the array is false. The algorithm starts at the top of the 
5 write_datajorder array and searches for a page not yet in 'write order.' When found, 
the read-to-write map is consulted to determine where the page really belongs. 
Before copying it to this location, the current contents (which should also be in read 
data order) is moved to the temporary page. Afterward, the read-to-write map is 
again consulted to find where to put the temporary page. The process loops until 

10 eventually a temporary page is written to the original starting point. Figure 55B 
illustrates the algorithm. As with swapping pages on disk, swapping read data is a 
matter of processing a set of closed loop exchanges. 

The reorder algorithm can be optimized to eliminate shifting pages through a 
temporary page. Basically the presented algorithm is run backwards. The data for 

15 the initial page that would be written is held in a temporary buffer. The moves are 
then performed until cycling back to the final location, corresponding to the 
temporary buffer's data. After moving out the final location's data the temporary 
buffer is moved in. 

Figure 56 illustrates the execution the reorder algorithm on the current 

20 example (started in Figure 53). Two closed loops are processed. The processing of 
the second closed loop shows a write of W H" occurring over an existing "H" 
(circled). The overwritten location is a duplicate page and its location assignment is 
arbitrary. This is an unnecessary overwrite that arises because pages are duplicated 
yet treated as independent Optimization could look for such overwrites and adjust 

25 the read-to-write map to eliminate them, but the effort is not likely worthwhile. 
Duplications occur from move submissions that originate from reverting disk, but 
this does not occur often. 

An example where the delayed move map and swap processes combine is 
the situation involving two swaps where two of the locations are mapped elsewhere 

30 to a common location. More specifically, take the case where A is swapped with B 
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and C with D, but where A and C are both mapped to R for the purposes of reading 
(via the delayed move map). The read areas are R, B, and D. The location R is 
duplicated in the swap area and then A, B, C, and D written. 

Figure 57 is based on Figure 26J taken from an example in the Reversion 
5 and the Delayed Move Map Section. In this other section the swaps are shown one 
at a time. Figure 57 illustrates the same outcome as in Figure 26M, except that all 
the swaps are done in a single swap handler request (note HI, H2, and H3 are all the 
same). The delayed move map before the swap redirects reads of locations C and E 
to B. The swap submissions in Figure 57 are constructed by following the swaps 

1 0 from Figure 26 J onward (everything is swapping through location A). 

Returning to the issue of the performance of the swap setup, it has already 
been observed that the final destination algorithm is of the order n 2 . Further, when 
ORing a location into the write area table, the algorithm needs to know whether a 
given side in a new submission has been the destination of a move. The resulting 

1 5 ~ scans are also of the order n 2 . Both algorithms are reduced to n ! by use of indices 
and linking. 

Every disk location is run through a hash header table and a list of collisions 
followed until a match is found (or new entry is added). The located entry identifies 
an index for the location. This index identifies a table entry in a table of headers. 
20 The index's table entry identifies the first occurrence in the submission table of the 
associated location. It also contains a flag that is set if the location is the destination 
of a move. This flag replaces scanning, and the read-to-write index map algorithm 
can follow relatively short lists. Left and right link fields are added to the 
submission table to support the linking. See Figure 58. 

25 

Processing Reads During a Swap 

In order to maximize response, a user's read request is immediately handled 
while in the middle of a swap request In other words, although the engine must 
complete the swap request, which may take some time, it can pause to process a few 
30 of the user's reads. The effective locations for the reads are determined using the 
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transitional maps and then a check is made to see if the page is affected by the 
current swap request. If not, the read is passed along, otherwise it is redirected 
appropriately. 

Depending on the swap handler's stage of processing, a read request of a 
5 page involved in the swap is handled differently. If the read comes while the handler 
is collecting up (reading) the data involved in the swap then the read is directed to 
the pre-swapped location. The read location is based on the transitional maps that 
assume the swap is complete. However, since none of the data being swapped is in 
its proper place, the read location is re-directed to its pre-swap location. The other 

1 0 stage to handle is after all the data is gathered and written to the swap area. At this 
point the swap handler begins writing data to their appropriate locations. However, 
until this process is complete, the affected locations are basically in transition. 
Therefore, a read location is re-directed to a location in the swap area that holds a 
copy of the page that will eventually be written to the read location. Of course, since 

15 the swap area is held in memory, one could also simply pass back the data and skip 
the actual disk read. 

Although the engine attempts to immediately process any user's read, it does 
not allow a continuous stream of reads to hold off the completion of the swap 
request. This would cause an indefinite delay of the transition to the new stable 

20 • image. After a maximum delay is exceeded, the swap request takes precedence. 

If a write request occurs then the operating system waits until the swap 
request completes. This should not have a serious effect on user response. The 
reasoning is that foreground activity is detected during the initial period when new 
writes are going to the operating system's cache (but not yet to the engine). Thus the 

25 engine gets some advance notice of the actual write (when the cache is flushed or 
overflows) during which time it completes the current swap handler request. 
Swapping is in general an optimization that is performed in the background. 

If all the written data fits in the operating system's cache then there is not an 
immediate need to process the writes. If so much data is written that the cache 

30 overflows then the added time to complete the current swap request is likely not 
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significant. It is going to take a lot of time to write the "more than the cache size 
amount" of data and the user has to wait through this period anyway. 

In response to a write request, the engine may pause (stop accepting 
* requests) so that it can complete the current swap request. Thus, the act of the user 
5 writing data prevents the engine from rapidly responding, should in the future there 
be a read request For example, take the situation where an application writes a 
small amount of data, pauses, and then reads some data. During the pause the 
operating system flushes the write, passing it to the engine. If the write were to 
immediately complete, the application's read would follow. However, the engine is 
1 0 busy finishing up background work (swap request) before working on the write. The 
write must complete before the read is processed. The user waits as shown in Figure 
59. 

This response delay is avoided by either of two techniques. First, the OS can 
query the state of the engine before starting to flush its cache, and delay if the engine 

15 is in the middle of a swap handler request. During this waitthe OS informs the 

engine that there is pending foreground activity so that the engine quickly wraps up 
its background work and allows the processing of writes. While waiting for the 
engine to become ready, the OS allows the application to generate read requests that 
are immediately passed along to the engine (before the flushing). Since the engine 

20 can interrupt its background processing to handle a read, the user response is 
optimal. This solution assumes a modification to the operating system's cache 
flushing process. See Figure 60. 

The second technique is to simply have the time period before the engine 
begins its background work longer than that which the operating system waits 

25 before flushing its cache; in other words, make sure the engine's background 
activity occurs after the OS's flush. 

The advantage of the first technique is that it could use the time before the 
flushing of the cache for engine background activity. However, the second technique 
is implemented without OS modifications. In the end this raises the question of how 

30 long and why should the OS delay before flushing its cache. The general reason 
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would seem to be that it improves user responsiveness. By waiting there is no 
process to complete, even if called off early (i.e., only part of the entire cache is 
flushed), and so response improves. See the "A Nice Background Section. M 

It is possible to add a layer of buffering to the engine so that it can absorb 
some writes while it completes a swap request. However, this is redundant with the 
caching provided by most operating systems. Therefore techniques involving timing 
are preferred. 

File Rescue 

A user may be unable to boot their computer due to corruption of the disk's 
data. For example, a virus could have corrupted files needed in order to start, or the 
user installed a new software driver that interferes with normal operation. Assuming 
one of the engines had been in use, it is easy to revert the disk to an earlier time—for 
example, to a day ago. (One may wonder how it is possible to start a computer in 
order to request its disk be reverted, when the problem is that the computer will not 
start. The answer is, although it is not possible to fully start the computer from the 
hard disk, the engine has been protecting its own ability to boot into the computer's 
memory. Thus, the engine can intervene before attempting to fully start the OS and 
revert to a time at which the system could fully start.) 

Now the user is faced with a new problem. Although the computer is 
functioning, it has returned to its state as of a day ago. The work performed since 
that time no longer appears on the disk (main area). However, all the differences 
between a day ago and when the computer ceased to boot were generally saved in 
the history buffer as part of the reversion. Therefore, the recent work is not really 
iost. The problem is that a user does not want to bring all the historic information 
forward to the present, as this is what led to the computer's being unable to start 
(crash). Instead, selective retrieval is desired. 

As part of handling general logged data, the engine logs the names, directory 
locations, and time-of-access of all files that are altered. Therefore, after recovering 
from a crash, the engine can establish a list of the files altered during the period 
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between the reversion and crash (recovery period). The user can then select from 
this list specific files to recover. In response the engine, through a simulated drive, 
goes back to the appropriate time and copies forward the specified files to the 
current image. In this way files are rescued. 
5 The presented files are sorted with only the most recent version listed. This 

reduces the volume of information presented to the user. Filtering of non-user files 
can further reduce the list. An alternative form of presentation creates a directory 
tree containing directory and file entries corresponding only to files that were altered 
during the recovery period. The user can browse the tree and select files for recovery 

10 in a manner similar to that done using the Microsoft Windows Explorer. 

As the user continues working forward in time past the reversion (the one 
that restarted the computer), the start and end times of the recovery period do not 
change. Thus, the associated list of files is also stable, for as long as the referenced 
historic information is available. This is important, in that the user expects any files 

1 5 recovered through this mechanism to reference only files altered during the recovery 
period. For example, assume the user has re-started their computer, reads in a certain 
word processing document, made and saved a few changes, but then realized that 
they wanted the version "lost" in the recovery period. When viewing the files that 
can be "recovered," it would be confusing to include versions created after the 

20 reversion. 

Therefore, the file rescue process involves identifying a set of files that were 
altered prior to a reversion, but after the time to which the reversion is done. This 
list remains generally stable and provides the means for the user to select (for 
recovery) files that were altered during this period Presentation of the list can 
25 involve sorting, filtering, and tree structures (hierarchies). 

Practical Use of Data Reversion Embodiments 
In summary, some of the major practical applications of the present 
invention as described above are in performing the following functions: 
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1 . Reverting the current image of a user's disk to an earlier time. 
This process is initiated either before or after normally booting up the full OS from 
the hard disk.. 

2. Establishing a simulated image of the user's disk corresponding 
5 to an earlier time, and allowing the user to access this simulated disk as if it were a 

real disk. 

3: Allowing the user to write to a simulated disk, thus creating a 

workspace for the user. The contents of the workspace originate from the current or 
an earlier state of their disk's image. 

10 4. Hooking into or supplementing the directory and file presentation 

means of an OS, and allowing the user to view a list of earlier versions of a file. A 
selection can be made from the list and the recovered file either replaces the current 
version or is copied to a new file. The list is generated from the OS's file activity 
that is logged by the engine. For a given file, the engine constructs a list of a file's 

1 5 available earlier versions by scanning its log, and following the path, for the selected 
file, of its file modifications, file renames, and file moves (from one directory to 
another). 

5 . After reverting the current image back in time over a given 
period, establishing a list of files that were altered during this period and allowing 

20 for their recovery. 

6. Allowing the user to temporarily switch the roles of the current 
and simulated disks. Therefore, when the user accesses the current image, it is the 
simulated image to which disk accesses are directed, and vice versa. 

7. Providing for synchronization and continuous downloading of 
25 current image and historic information to an external hard disk in order to achieve a 

level of hard disk redundancy. The user can run from the external disk should the 
main internal hard disk fail. The external disk is also used to re-initialize a new 
internal disk, after the failed disk is replaced This process is done concurrently with 
allowing the user to continue working. 
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8. Allowing an application to be re-started from an earlier point in 

time by using memory (RAM) snapshots correlated to disk reversion safe points 



Embodiments of the Invention 
5 The various embodiments of the present invention are applicable to all types 

of computer systems that utilize one or more hard disks, where the disks represent a 
non-volatile storage system or systems. Such types of computers may be, but are 
not limited to, personal computer, network servers, file servers, or mainframes. 
Figure 61 illustrates an exemplary personal computer 100 on which the present 

1 0 invention can be implemented. The exemplary personal computer, as shown in 
Figure 61, includes a monitor 1 10, a keyboard 1 12, a central processing unit 1 13, 
and a hard disk 1 14. 

Figure 62 further illustrates the various embodiments of the invention. The 
invention, and in particular the "engines" described herein, can be implemented in 

1 5 software and stored in computer readable form on various carrier media such as 
floppy disks 1 16, CD-ROM 118, permanent or temporary memory 120 or as an 
electronic data transmission 122, in addition to being stored on hard disk 114. 

The software of the present invention for implementing the various 
computer-implemented embodiments described above is, in one exemplary form, 

20 distributed on a carrier media such as a floppy disk 1 16, CD-ROM 1 18 or by data 
transmission 122, and installed on the hard drive of a computer, such as, but not by 
way of limitation, an IBM-compatible personal computer. Furthermore, according 
to one example embodiment of the invention, the hard drive of the IBM compatible 
computer also has installed on it a copy of the Windows™ Operating System 

25 (Version 3. 1 or later, including Windows 95™, available from Microsoft 

Corporation), for performing the operating systems functions for the computer. 
Alternatively, according to another example embodiment, the software of the 
various embodiments of the invention may be adapted for use on the Macintosh™ 
computer system, available from Apple Computer, Inc. However, these example 



131 



WO 99/12101 PCTAJS98/18863 
embodiments in no way should be taken as limiting the computer platforms on 
which the invention may be applied 

Although the embodiments disclosed herein may be described as 
implemented in software or hardware, the inventions herein set forth are in no way 

5 limited exclusively to implementation in either software or hardware unless 
expressly limited thereto. Moreover, it is contemplated that software may be 
implemented in firmware and silicon-based or other forms of hard- wired logic, or 
combinations of hard- wired logic, firmware and software, or any suitable substitutes 
therefore, and vice versa. 

10 

Main Processor Based Firewall Protection 

Most personal computers at their core consist of a main processing unit (e.g., 
an Intel Pentium), RAM, and a hard disk. A key concern is protecting the integrity 
of the data stored on the hard disk. The conventional method is to make backups, 

1 5 copying all or key data from the hard disk to another medium. Various reverting 
methods have been described above that provide for the ability to recover altered 
information. These provide an enhanced means of protecting against data loss 
wherein the user is not required to stop and make a backup at some predetermined 
time. By themselves, these reverting methods store their recovery information along 

20 with the current user's data on the same disk A method of establishing a second 
external disk in which changes to the main disk are duplicated has also been 
described above. This adds a level of hardware redundancy. 

Although it has been stated that all or parts of the reverting methods can be 
implemented as part of a disk controller, this adds a significant cost to a part of the 

25 computer that is otherwise relatively simple. However, moving key parts of the 

reverting methods into hardware that is independent of the main processing unit has 
an important advantage. It isolates the reverting software and the physical disk from 
any bugs or viruses that may be in the main processing unit For example, there is 
little to stop malicious software from corrupting a personal computer's disk by 

30 directly talking to the appropriate hardware that controls the disk. It is almost 
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inherent in the nature of a general-purpose operating system, which allows for 
addition of new disk drivers, that there exists a window of vulnerability. 

Therefore, although protection against data loss is greatly enhanced by using 
a reverting method that executes in the main processing unit, it is vulnerable in 
5 many ways. A bug or virus may go around the reverting method and directly control 
the disk, they might corrupt the RAM used by the reverting method, or hide or 
falsely represent a dialog with the user. When key elements of the reverting methods 
are implemented in independent hardware, a form of firewall is established such that 
malicious behavior present in the main processing unit cannot interfere with the 
1 0 reverting method's protection of prior states of a disk. The problem inherent in 

establishing independent hardware, or adding appropriately to the disk controller, is 
the added cost. 

Generally, the main processing unit already has sufficient RAM, processing 
horsepower, and time to perform the activities of a reverting method. However, it is 

1 5 susceptible to bugs and viruses. Therefore, a method is described of how to establish 
a firewall between the key elements of a reverting method and the rest of the system, 
without requiring significant new hardware. The key technique is to isolate through 
foolproof means a portion of the main processor's RAM as well as the interface to 
the hard disk from what is normally accessible by the main processor. There is no 

20 need to control access to ROM (read-only memory) since it cannot be changed. 

Access by the main processing unit to protected resources is generally 
disabled. However, when the main processor executes a certain sequence of 
instructions, access to the protected resources is enabled and the main processor 
begins executing code at a predetermined location in the protected RAM or ROM. 

25 At the same time, interrupts are generally disabled to prevent the main processor 
from diverting to unknown code. 

The concept of transferring program control to a predetermined location is a 
form of a gate. Before passing through the gate, access to protected resources is 
disabled. Once through the gate, access to the protected resources is enabled. The 



133 



WO 99/12101 PCT/US98/18863 
transfer of program control through a gate (or gates) is detected by hardware ("Gate 
Monitor") which then enables access to the protected resources. 

A malicious or out of control program may jump into the middle of code 
(ROM) that is part of the code that normally executes after passing through a gate. 
5 This can lead to attempts to access protected resources from code that normally does 
such accesses, but that was entered improperly (i.e., in an uncontrolled manner). 
Since control did not flow to this code through a gate, the Gate Monitor did not 
enable access to the protected resources. Thus no harm results: the disk interface 
cannot be accessed or the reverting method's RAM altered. Presumably, the 

10 operating system eventually aborts the offending task. 

One technique of implementing a gate utilizes an external interrupt and 
associated Gate Monitor hardware. Control passes to the core reverting method's 
code ("Driver") by setting various parameters in the main processor's registers (or 
RAM) and triggering an external interrupt (for example, by writing to an i/o port or 

1 5 oertain memory location). As the processor responds to this interrupt, the Gate 

Monitor enables access to the otherwise protected resources. Another technique is to 
branch or pass into a specific location in code, which contains an instruction to 
disable interrupts. When the Gate Monitor detects the execution of this location it 
then enables access to protected resources. Note that the concept of a Driver and an 

20 Engine are essentially the same. 

When the Driver completes its operation, it disables access to the protected 
resources and allows the main processor to resume normal unprotected execution. 
Such cases arise in both servicing requests to access the disk as well as from within 
the Driver when allowing the servicing of interrupts. The latter case could be 

25 implemented by, from within the Driver, periodically branching to code that closes 
the gate (disables access to protected resources), enables interrupts (allowing their 
servicing), then falls back through a re-entry gate. TTiis gate disables interrupts again 
and returns to processing the current request 

It is important that the "ROM" containing the Driver is a non-volatile 

30 memory so that it is always intact upon starting the computer. If the Driver's code 
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was loaded as part of the normal booting process, it could be corrupted. However, 
alternate non-volatile technologies like battery backed up RAM, EPROM, and flash 
can also be used. Some of these allow for altering the non-volatile memory. In such 
cases, encryption and validation of any new software (code) that is to replace all or 
5 part of the current Driver prevents the Driver's corruption. 

The hard disk or disks under the control of the Driver may be either internal 
or external to the computer. Interfacing from the main processor to a disk is 
typically done using a bus, of which some examples are IDE, SACS, and USB. 
Adding a physical switch that is accessible to the user of a computer 

1 0 provides a means for the user to signal to the Driver that it is OK to perform an 
unrecoverable operation. Examples of such operations are the total clearing of 
historic information and the discarding of historic information required to restore 
back to some minimum distance in time. In the latter example, a virus might attempt 
to write so much new data that the ability to restore to, say, a day ago, is going to be 

1 5 lost. When the Driver queries the user (through the OS) to whether this is 

acceptable, the virus could intercept the query and respond positively without ever 
informing the user. By requiring the user to press a physical switch, the Driver can 
validate the response to its query is in fact from the user. This switch can take the 
form of a key press as long as the Driver has direct access to the keyboard controller 

20 (i.e., a virus cannot fake the response). 

Figure 63 illustrates a typical personal computer's internal architecture. 
Notice that accessing the disk is possible by any software that is appropriately 
loaded into main memory. In Figure 64, access to the disk is only possible by 
passing through a gate. Once the main processor passes through this gate, it is 

25 presumably executing an uncorrupted version of an engine which provides access to 
the disk. 

Note that in Figure 64 the Driver's RAM and the general RAM are typically 
implemented using the same system of memory chips. However, access to the 
locations reserved for the Driver's RAM is made conditionally depending on 
30 whether the Gate Monitor is allowing access to protected resources. Should an 
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. access occur to the Driver's RAM (or other protected resource) when such is not 
allowed, the access is ignored. A system fault may also be generated. 

The concept of using a second removable external disk in addition to a 
computer's internal disk has been described as a means of establishing hardware 
5 redundancy. The two disks are kept synchronized based on migrating changes to the 
internal disk that have not yet been recorded to the external disk. As changes are 
written in their chronological order to the external disk, the Driver maintains the 
appropriate structures to facilitate restoring or recovering original states. 
There are three important advances to this approach: 
10 1 ) Firewall Provided by Embedding the Driver in the Controller 

The Driver could execute in the main processor with the external disk on a 
similar bus to the internal disk. In this case the Driver directly controls the 
transferring of information to and from the disk. An alternate implementation 
incorporates the Driver into the external disk controller. Here, the Driver receives 
1 5 requests through the disk interface. The difference between these two cases is in 
which side of the disk interface lies the Driver. This is illustrated in Figure 65. 

In a perfect world it would not matter on which side the Driver lies. 
However, within a computer (PC) there are possibilities of corruption due to viruses, 
bugs, and operator mistakes. Thus if a Driver that is executing in the computer's 
20 main processor is corrupted, a single disk write can invalidate all the information 
• kept on an external disk. Therefore, by incorporating the Driver into the disk 
controller (which is part of the disk), a clean separation ("firewall") is established 
between the computer and the external disk so that malicious or otherwise badly 
executing code cannot corrupt the Driver's working and non-volatile storage. 
25 Firewall protection allows the Driver to validate requests from the computer 

(OS) as well as protect its own internal data structures. Thus if the computer goes 
awry, even though it may corrupt its own filing system, which is recorded on the 
external disk, the external disk can generally still return to die pre-corruption state. 
In other words, the Driver's data structures that facilitate recovery and restoration 
30 are safe from corruption by the main processor. 
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The method of using a Gate Monitor to protect critical resources of the 
Driver while at the same time allowing the Driver to execute on the main processor 
achieves the same result as moving the Driver into the disk controller. However, 
such requires a computer whose design incorporates the electronics associated with 

5 the Gate. Computers now commonly available do not have this design. In light of 
this, providing a disk with an incorporated Driver is a practical means to providing 
firewall protection. 

The only "hole" in the firewall is that the computer could write so much new 
data to its disk, and thus to the external disk, that eventually important historic states 

10 are pushed off the end of the circular buffer. This is addressed by providing means 
for the Driver to alert the user and shutdown (stop accepting changes) when the loss 
of recovery ability to a predefined time is imminent. 

Placing a Driver, which maintains and protects historic disk sector states, in 
a disk controller creates a firewall. Embedding in a disk controller a Driver that is 

1 5 implemented at the file level also creates a firewall. This Driver records all or 

portions of altered files (instead of disk sectors). The protocol to a file level Driver 
would be similar to that of a network file server. However, this "server" only 
services one computer and also maintains historic states. 

2) Writing a Backward Looking Incremental Backup Tape in One Session 

20 The external disk can also be substantially implemented as or supplemented 

by a tape drive. A tape drive has the same basic properties of a disk drive, except 
that access to non-sequential storage blocks is impractical on a frequent basis. If the 
data sent to the external "disk" is instead of or in addition to, written sequentially to 
a tape, it is possible to use such tape to recover data from a given state associated 

25 with a given time that was captured on the tape. The process of writing a base image 
of the user's disk (internal or external) along with incremental changes to tape for 
some fixed interval of time, as a tape has a finite capacity, facilitates two modes of 
recovery. First, it allows recreating a complete disk state at some captured point in 
time. Here, the base image is restored and all the time ordered changes are read and 

30 applied to this image up to a desired point in time. Another second recovery mode 
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involves restoring both the base and all or some amount of changes together to disk. 
In this case the Driver is used to write to a disk the information read from tape, and 
so the tape, as representing a series of states over some time period, is restored. 
Of course, the tape can also represent an exact image of the disk under a 
5 Driver's control, and thus its restoration to a sufficiently large disk also recovers 
states of the user's disk over a period of time. In this backup case the tape contains 
both user data as well as the internal data structures of the Driver. Such a tape is 
quickly made since essentially both the disk and tape are processed sequentially. 
However, it has the disadvantage of requiring cessation or the diverting of 

1 0 modifications to the source disk while the backup is written. In other words, the data 
written to the tape must correspond to a disk at a single point in time. 

This advance in providing a redundant backup on a tape facilitates tape 
based recovery of data over a range of time, as opposed to a single point in time. It 
generally differs from a traditional 'base image plus incremental backup' in that it is 

1 5 disk sector based and contains the synchronization (safe points) information and 
other logged data (e.g., file activity) maintained by the Driver. It also differs in how 
the tape is created. In a traditional incremental backup, an initial copy of the source 
disk is made to tape, after which, at specific later points in time, any modified data 
is further copied to the tape. Thus the user is continually adding to the backup tape 

20 during the period for which backup copies of the source disk are made. 

What is important about the present invention is that the Driver creates the 
backup tape while at the same time allowing the user to continue modifying their 
data. The basic process is identical to maintaining a redundant external disk. Note 
that if too much modification occurs, the tape backup process must re-start (the 

25 same situation occurs when an external disk's tracking of changes fells behind 
• changes made to the internal disk). 

Unlike a traditional incremental backup, the tape generated by the Driver is 
created in one recording session and covers a window of time that goes backward 
from the time the tape gets written. This is possible because the Driver has stored 

30 incremental change information on the source disk. Creating an incremental tape 
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backup in one recording session reduces the complexity of the backup process. The 
reason for creating a traditional incremental backup was to reduce backup time, in 
that saving differences generally takes less time than a "full backup", and to reduce 
the amount of physical tape used (recording less takes less space). However, these 
5 benefits came at the cost of added handling and restoration complexity. On the other 
hand, the reason for the Driver making a backup tape that spans a window of time is 
in fact to get this feature. The resulting tape has the benefit of being both a full 
backup, in that it is not dependent on another earlier tape, and providing restoration 
ability over a window of time. Further, unlike a traditional incremental backup from 

1 0 which restoration is only possible to a time at which the user had made an 
incremental backup run, the Driver's backup tape allows for restoration from 
virtually any usable point in the backed up window of time. The difference between 
these approaches is similar to the difference between constantly copying data to tape 
throughout the workday or simply making one backup tape at the end of the day. 

15 3) A Directory for a Backward Looking Incremental Tape Backup 

The prior paragraph discusses a new process for creating an incremental 
backup tape. In truth, although the tape contains all the necessary information to 
restore data from various points within a window of time, the organization of the 
data on the tape is such that selective restoration (e.g., a single file) is complicated. 

20 As a backup of a disk drive and its Driver's data, restoration of the entire tape to a 
disk and the subsequent use of the normal Driver software for recovery is the most 
natural and simplest means of accessing the tape's data. However, one may not 
always have an available disk drive to which to restore the tape. Therefore, it is 
useful to include on the tape a directory that correlates the tape's data to their 

25 associated files, as written at a certain time. Thus, when restoring data from tape, it 
is possible to consult the directory to determine the portions of the tape that need to 
be read. This pre-analysis allows the tape to be read in a single pass (assuming the 
directory is at the front of the tape). The directory can map all the various versions 
of files throughout the backed up window of time, or just at one time. In the latter 
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case, the tape must be restored to disk in order to access files across the window of 
time. 



Conclusion 

5 The present invention is a method and apparatus for disk based information 

recovery in computer systems. This applies to all types of computer systems that 
utilize one or more hard disks, where the disks represent a non-volatile storage 
system or systems. Such types of computers may be, but are not limited to, personal 
computer, network servers, file servers, or mainframes. Thus, the various 

1 0 embodiments of the present invention provide that a disk or other storage device can 
be backed up incrementally and continuously. Some of the features of the invention 
that make this possible include saving original states of disk information in a size 
bounded circular history buffer system such that older information is discarded in 
favor of newer. These operations are summarized below. 

15 1. How is data saved . The "saving" or "copying"-of data does hot necessarily 
imply that data is read and duplicated in another location. In either the sector or file 
implementation of the present invention, these operations can easily be performed 
often by adjusting pointers (or links). The manipulation of pointers to avoid the 
moving of actual data is well understood in the art of programming. 

20 2. What is saved . This can be either disk sectors, entire files, or portions of 
files. Depending on what is saved either a sector (disk) level implementation of the 
present invention is used, or a file (operating system) level implementation. The 
two implementations substantially differ in method but both yield the same end 
results to the user according to the above Statement 

25 3. Where is data saved . When the term "circular buffer" is used, most 

programmers will envision a buffer in memory (RAM) for which there is a next- 
write and next-read pointer. In the case where the buffer becomes full, and 
assuming old data is automatically pushed out as the write pointer advances, the 
next-write and next-read pointer become essentially the same. Such a buffer 

30 implemented on disk instead of in memory is a good way to conceptualize the 
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history buffer. However, by no means does the present invention intent to limit 
itself to this implementation. Instead, this implementation is just one of many well 
understood ways to achieve a system that accomplishes the effect of the above 
Statement. That is, one that discards older information in favor of new given some 
5 bound as to the total amount of information to be maintained in the history "buffer". 

In the case of a sector implementation of the present invention, two methods have 
been described to implement a "circular buffer." The first involves actually moving 
data to a buffer (with possible blocking of header information). This closely 

1 0 resembles a traditional circular buffer. The second involves the use of maps 
(implemented as, but not limited to, trees and tables) to re-direct disk reads and 
writes to disk locations that are managed in such a way as achieve the effect of the 
above Statement The maps must generally know where the current data is actually 
located that is associated by the operating system with a given location. The maps 

1 5 must know where the older (original>states are actually located for these given 
locations. Finally, the maps must maintain knowledge of the relative age of the 
older states so that the oldest states can be discarded and re-used. 

In the case of a file implementation of the present invention, it has been assumed 
20 that the file locating and linking information maintained by the operating system 
could be modified, as it is itself a mapping system. The modification would add 
functionality along the lines of the mapping just described in the prior paragraph, to 
accomplish the saving and discarding of prior states of entire files or portions of 
files. 

25 4. Size bounded . The concept of the history buffer being size bounded reflects 
the fact that the history buffer continues to accept new information over time, that it 
only has some bounded amount of storage space available, but at the same time it is 
never expected ti "fill up." Therefore it is "circular" and so automatically discards 
information in order to avoid overflowing. However, one should not presume that 

30 the space available to the history buffer is, for example, fixed in size, pre-allocated, 
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or limited to only a certain area on the disk. An implementation of the history 
buffer may, for example, dynamically allocate space, move its contents around, exist 
independently or under an operating system's filing system, or manage space in any 
other way that achieves the effect of the above Statement The focus on bounding 

5 simply reflects the fact that storage is not infinite and yet the present invention 

provides for recent information recovery for an unbounded amount of time and write 
activity. 



Having established various methods in which a history buffer can be 
1 0 implemented, this establishes the information by which backups to any point in 
time, as limited by the history buffer size, can be generated without having 
requested such to be made in advance. 

The present invention addresses the history buffer's use for recent 
15 information recovery by: 

1 . Reverting a disk (partition) to a prior state in time. 

2. Creating a reverted simulated disk (partition) that coexists with the main 
current disk. 

3. Providing means to correlate disk activity with other activity in order to 
20 assist the user in understanding the state of the disk at various times. 

4. Providing specialized operations on the history buffer to search and report on 
information that is in or can be derived from the history buffer. 

Thus, as described above the present invention provides a method and 
25 apparatus to recover a disk drive (partition) to a prior recent state in time. The 
invention provides that "old" files or data may be recovered without having had 
specifically backed up a disk drive. It should be noted that while the invention has 
been described with respect to its preferred forms, many other implementations are 
possible and within the skill of the art. In particular, the invention is not limited to 



142 



WO 99/12101 PCTAJS98/18863 
disk based storage mediums, but may be applied to any storage device such as 
random access memory. 
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1 ; A method for writing new data to a target location on a data storage device 

in a computing system comprising: 
5 reading old data stored in the target location of the data storage device; 

recording the old data in a buffer having a plurality of entries; and 
writing new data to the target location of the data storage device. 

2. The method of claim I , wherein recording the old data includes setting a 

1 0 time stamp of the buffer entry containing the old data to indicate when the old data 
was recorded in the buffer. 

3 . The method of claim 1 , wherein recording the old data includes setting an 
address field of the buffer entry holding the old data to the target location. 

15 

4. The method of claim 1 , wherein recording the old data includes setting an 
identifier within the entry of the history buffer holding the old data in order to 
associate the writing of the new data with one of a plurality of tasks executing 
within the computing system. 

20 

5 . The method of claim 1 , wherein buffer is a circular buffer having a fixed 
maximum size. 

6. The method of claim 1 and further including the steps of: 
25 monitoring a rate of the recordings to the buffer; and 

generating an alert when the rate changes more than a predetermine amount. 

1. The method of claim 1 , wherein the buffer is maintained on a portion of the 
data storage device. 

30 
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8. The method of claim 1 , wherein the buffer is maintained on a second data 
storage device. 



9. The method of claim 1 , recording the old data includes identifying a buffer 
5 entry having an oldest timestamp and recording the old data in the identified entry. 

1 0. The method of claim 1 , wherein one or more of the steps are performed by a 
software module. 

10 11. The method of claim 1 0, wherein the software module is a software driver 
invoked by an operating system executing on computing system. 

12. The method of claim 1 , wherein one or more of the steps are executed by a 
hardware controller for the storage device. 

15 

13. The method of claim I, wherein recording the old data includes copying the 
old data in groups. 

1 4. The method of claim 1 3, wherein recording the old data includes recording 
20 an order in which the groups are copied. 

15. The method of claim 1, wherein recording the old data includes recording 
events in the computing system relating to the old data in the corresponding buffer 
entry. 

25 

1 6. The method of claim 1 , wherein the events are user input commands. 

17. The method of claim 1, wherein recording the old data in the buffer includes 
storing the old data in separate blocks. 

30 
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18. A method for managing data within a computing system having a data 
storage device containing original data comprising: 

during a write data operation to overwrite a portion of the original data 
stored at a target location on the data storage device with new data, recording the 
5 portion of the original data to be overwritten in a buffer having a plurality of entries; 
and 

merging the non-overwritten portion of the original data on the storage 
device and the portion of the original data recorded in the buffer to form a virtual 
storage device. 

10 

19. The method of claim 1 8, wherein each entry of the buffer has a 
corresponding time stamp, and further wherein recording the old data in the buffer 
includes setting the time stamp of the corresponding entry in the buffer. 

1 5 20. The method of claim 1 8, wherein the merging step includes retrieving the 
portion of the original data from the buffer as a function of a user defined reference 
time and the time stamps of the buffer. 

2 1 * The method of claim 1 8 and further including replacing the non-overwritten 
20 original data and the new data on the data storage device with merged data of the 
virtual storage device in response to a user-command to restore the data storage 
device. 

22. The method of claim 1 8, wherein the replacing step includes directing the 
25 computing system to process the merged data of the virtual storage device in order 

to assist the user in defining the reference time. 

23. The method of claim 1 8, wherein recording the portion of the original data to 
be overwritten includes identifying a buffer entry having an oldest time stamp and 

30 recording the portion of the original data to be overwritten in the identified entry. 
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24: The method of claim 18, wherein one or more of the steps are performed by 
a software module. 

5 25. The method of claim 24, wherein the software module is a software driver 
invoked by an operating system executing on computing system. 

26. The method of claim 18, wherein one or more of the steps are executed by a 
hardware controller for the storage device. 

10 

. 27. The method of claim 1 8, the merging step includes the step of locating one 
or more reference times corresponding to stable states of the data storage device by 
measuring a time difference between accesses to the data storage device. 

1 5 -28. The method of claim 1 8, wherein recording the portion of the original data to 
be overwritten includes copying the portion of the original data to be overwritten in 
groups. 

29. The method of claim 28, wherein recording the portion of the original data to 
20 be overwritten includes recording an order in which the groups are copied 

30. The method of claim 1 8, wherein recording the portion of the original data to 
be overwritten includes recording system events in the computing system in the 
corresponding buffer entry. 

25 

31. The method of claim 1 8, wherein the system events are user input 
commands. 

32. The method of claim 1 8, wherein recording the original data in the buffer 
30 includes storing the original data in separate blocks. 
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33. Hie method of claim 1 8, further including analyzing the original data stored 
in the buffer to detect one or more of the following: a change in a file directory, 
virus activity, and a correlation of disk events to the data in the record. 

5 

34. A method for reconstructing a target data file of a plurality of data files 
stored on a data storage device of a computing system comprising: 

during a write operation to overwrite original data stored within the target 
data file with new data, recording the original data in a buffer having a plurality of 
10 entries; and 

merging the non-overwritten data files and original data recorded in the 
buffer to reconstruct the plurality of data files prior to the write operation. 

35. The method of claim 34, wherein each entry of the buffer has a 

1 5 corresponding time stamp, and further wherein recording the original data in the 
buffer includes setting the time stamp of the corresponding entry in the buffer. 

36. The method of claim 34, wherein the merging step includes retrieving the 
original data from the buffer as a function of a user defined reference time and the 

20 time stamps of the buffer. 

37. The method of claim 34 and further including replacing the non-overwritten 
data and files and overwritten data file of the data storage device with the 
reconstructed data files in response to a user-command to restore (he data storage 

25 device. 

38. The method of claim 34, wherein the replacing step includes directing the 
computing system to read and write new data to the reconstructed data files in order 
to assist the user in defining the reference time. 

30 
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39. The method of claim 34, recording the original data includes identifying a 
buffer entry having an oldest time stamp and recording the original data in the 
identified entry. 

5 40. The method of claim 34, wherein one or more of the steps are performed by 
a software module. 

4 1 . The method of claim 3 7, wherein the software module is a software driver 
called by an operating system executing on computing system. 

10 

42. The method of claim 34, wherein one or more of the steps are executed by a 
hardware controller for the storage device. 

43. The method of claim 34, the merging step includes the step of locating one 
15 or more reference times corresponding to stable states of the data storage device by 

measuring a time difference between accesses to the data storage device. 

44. The method of claim 34, wherein recording the original data includes 
copying the original data to the buffer in groups. 

20 

45. The method of claim 44, wherein recording the original data includes 
recording an order in which the groups are copied. 

46. The method of claim 34, wherein recording the original data includes 

25 recording system events in the computing system in the corresponding buffer entry. 

47. The method of claim 34, wherein the system events are user input 
commands. 
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48. The method of claim 34, wherein recording the old data in the buffer 
includes storing the old data in separate blocks. 



. 49. The method of claim 34, further including analyzing the original data stored 
in the buffer to detect one or more of the following: a change in a file directory, 
virus activity, and a correlation of disk events to the data in the record. 

50. A computing device comprising: 

a data storage device; 

an operating system for the personal computer installed on the 
storage device, wherein a request to transfer data associated with a file is 
mapped by the operating system to addressable locations on the storage 
device; and 

a circular buffer recording data rendered obsolete by write operations 
to the storage device, wherein the buffer includes the obsolete data and 
corresponding addresses of the obsolete data on the storage device, and 
further wherein newer obsolete data in the buffer replaces older obsolete 
data. 

5 1 . The computing device according to claim 50 further including means for 
reconstructing a prior state of the storage device by (i) reading data from the storage 
device which has not been rendered obsolete before the prior state occurred, (ii) 
reading obsolete data from the record, and (iii) combining the data read in steps (i) 
and (ii) as a function of the addresses of the obsolete data stored in the record. 

52. A method for writing new data to a target location on a data storage device 
in a computing system comprising: 

recording new data in a buffer having a plurality of entries; and 
swapping the new data in the buffer with old data at the target location of the 
data storage device at a subsequent time 
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53. The method of claim 52, further including redirecting subsequent read 
operations of the target location to the buffer until the new data is swapped with the 
old data in the target location. 

5 

54. The method of claim 52, further including monitoring a rate of access to the 
data storage device, and wherein swapping the new data is performed when the 
access rate is below a predetermined threshold. 

1 0 55. The method of claim 52, wherein recording the new data includes setting a 
time stamp of the buffer entry containing the old data to indicate when the new data 
was recorded in the buffer. 

56. The method of claim 52, wherein buffer is a circular buffer having a fixed 
15 maximum size. 

57. The method of claim 52, wherein the buffer is maintained on a portion of the 
data storage device. 

20 58. The method of claim 52, further including reconstructing a prior state of the 
storage device by combining a non-overwritten portion of the storage device and the 
old data at the target location. 

59. A software engine for executing the steps of claims 52 through 58 on the 
25 computing system. 

60. A method for managing data within a computing system having a data 
storage device containing original data comprising: 

allocating an extra storage area and a main storage area on the data 
30 storage device; 
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during a write data operation to overwrite original data stored at a 
target location in the main storage area with new data, recording the new 
data in a temporary location in the extra storage area; and 

mapping subsequent read operations of the target location to the 
5 temporary location. 

61 . The method of claim 60, further including swapping the new data in the 
extra storage area with the old data in the main storage area at a subsequent time, 

1 0 62. The method of claim 60, further including monitoring a rate of access to the 
data storage device, and wherein swapping the new data is performed when the 
access rate is below a predetermined threshold 

63. The method of claim 60, wherein recording the new data includes setting a 

1 5 time stamp of the buffer entry containing the old data to indicate when the new data 
was recorded in the buffer. 

64. The method of claim 60, wherein buffer is a circular buffer having a fixed 
maximum size. 

20 

65 . The method of claim 60, wherein the buffer is maintained on a portion of the 
data storage device. 

• 66. The method of claim 60, further including reconstructing a prior state of the 
25 storage device by combining a non-overwritten portion of the storage device and the 
old data at the target location. 

67. A software system for executing the steps of claims 60 through 66 on the 
computing system. 

30 
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68. A method for writing new data to a data storage device of a computing 
system comprising: 

allocating an extra storage area and a main storage area on the data 
storage device, wherein each storage area has a plurality of data storage 
5 locations; 

defining a main storage map and an extra storage map, wherein each 
map has a plurality of entries, each entry corresponding to a unique data 
storage location; 

during an operation by the computing system to write new data to a 
1 0 target storage location in the main storage area, recording the new data in an 

extra storage location of the extra storage area; and 

mapping subsequent read operations of the target location to the extra 
storage location. 

1 5 69. The method of claim 68, wherein mapping subsequent read operations 
includes setting an entry within the main storage map corresponding to the target 
storage location to reference the extra storage location holding the new data. 

70. The method of claim 2, wherein setting the entry within the main storage 
20 map corresponding to the target storage location includes setting a time stamp to 

indicate when old data in the target location became obsolete. 

71. The method of claim 68, wherein each entry of the main storage maps 
includes a time stamp indicating when the corresponding storage unit was mapped 

25 into the extra storage area. 

. 72. The method of claim 68, wherein during the write operation the new data is 
recorded in an entry of the main storage area having an oldest time stamp when the 
storage units of the extra storage area are full. 

30 
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73. The method of claim 68, further including swapping the pew data in the 
extra storage area with the old data in the main storage area at a subsequent time. 



74. Tlie method of claim 73, further including monitoring a rate of access to the 
5 data storage device, and wherein swapping the new data is performed when the 

access rate is below a predetermined threshold. 

75. The method of claim 68, wherein buffer is a circular buffer having a fixed 
maximum size. 

10 

76. The method of claim 68, wherein the buffer is maintained on a portion of the 
data storage device. 

77. The method of claim 68, further including reconstructing a prior state of the 
1 5 storage device by combining non-overwritten storage locations of the main storage 

area with data within the storage locations of the extra storage area. 

78. The method of claim 68, wherein the reconstructing step includes retrieving 
. data from the storage locations of the storage areas as a function of a user defined 

20 reference time and the time stamps storage maps. 

79. A software engine for executing the steps of claims 68 through 79. 

80. A data structure for managing data within a computing system having a data 
25 storage device comprising a main storage map and an extra storage map, wherein 

each map has a plurality of entries, each entry corresponding to unique data storage 
locations within a main storage area and an extra storage area of the data storage 
device. 
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8 1 . The data structure of claim 80, wherein each entry of the main storage map 
comprise: 

an actual physical location of the corresponding storage location; and 
a visiting page location indicating which data is actually stored at the 
5 corresponding main storage location. 



82. The data structure of claim 80, wherein entries of the main storage map 
comprise: 
10 a type identifier; 

an original location referencing a corresponding main storage location where 
data held in the extra storage location was to be written; 
a swap link referencing a storage location that temporarily received data of 
the corresponding extra storage location; and 
15 a return link referencing a storage location where data actually stored at the 

corresponding extra storage location should be stored. 



83. The data structure of claim 82, wherein the swap link and the return link of 
the entries of the extra storage map are configured as a double link list 

20 

84. The data structure of claim 80, further including: 
blocking map means; 

desired location map means; 
in use map means; 
25 adjacency map means; and 

delayed move map means. 



85. A method, comprising keeping a record of the roles of some disk locations X 
30 and Y, wherein after an operating system requests overwriting of old data at location 
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X with new data, the storing of the new data is at least initially diverted to a 
different disk location Y instead of taking the place of the old data at location X, and 
wherein the old data remains in its original location on the disk; and 

reconstructing a prior state of data stored on the disk by (i) reading data from 
5 the disk which the operating system has not requested to be overwritten before the 
prior state occurred, (ii) reading old data retained on the disk, and (iii) combining 
the data read from both sources (i) and (ii). 



10 86. A method comprising keeping a record of old data at some location X on a 
disk whose overwriting with new data is requested by the operating system, wherein 
an alternate location Y on the disk is selected corresponding to least recently 
overwritten data, the storing of the new data is at least initially diverted to this 
different disk location Y instead of taking the place of the old data at location X, and 

1 5 -wherein the old data remains in its original location and a mapping is established 
such that it is known to divert any further access of location X by the operating 
system to location Y, and a record records that location X now contains most 
recendy overwritten data along with an indication of the approximate time at which 
the overwrite was requested, and the original operating system location X to which 

20 . this old data belonged; and 

reconstructing a prior state of data stored on the disk by (i) reading data from 
the disk which the operating system has not requested to be overwritten before the 
prior state occurred, (ii) reading old data retained on the disk, and (iii) combining 
the data read from both sources (i) and (ii). 

25 

87. A method according to claim 85 further wherein in response to a request of 
the operating system to overwrite a disk location, determining if the location is 
being modified for the first time since a previous reference point and if not directly 
overwriting the location with new data, wherein its original state is discarded and 
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there is preserved for specific reference points in time the original states of data that 
is overwritten on the disk. 



88. A method according to claim 87 wherein the reference points are times that are 
5 automatically selected and likely correspond to points in time in which the disk's 
data has been completely written to the disk by the operating system, wherein the 
automatically selected reference times are selected at least partially on observing a 
period of non-disk write activity by the operating system. 

10 89. A method according to claim 88 wherein reference points in time are at least 
partially selected by signals from the operating system that it has flushed all of its 
cached data from internal memory (RAM) to the disk. 

90. A method according to claim 85 wherein the record that maintains where 
1 5 overwritten data has been re-directed for the purpose of preserving the original 
states is maintained on a disk and involves complex data structures that cannot be 
updated in a single disk write, and further wherein safe transitions from one usable 
state of the record to another is provided by representing the record using a mapping 
system in which the record is broken into a set of components, providing for the 
20 existence of two records, one of which is the prior valid record state and the other is 
a transitional state, where both versions may share common components, where the 
valid record is fully flushed and present on the physical disk, where a switch page 
on the disk holds sufficient information to locate the prior valid record mapping, 
wherein the transitional record state mapping is defined in terms of zero or more 
25 components present in the prior valid record state as well as components reflective 
of desired changes to achieve a new valid state, wherein after all data associated 
with the transitional version is stored to disk, the switch page is updated to establish 
this transitional version as the new prior valid record state, and wherein any 
interrupt of this update results in a switch page that either in effect indicates the 
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original prior valid state or the new state that was associated with the transitional 
state. 



91 . A method according to claim 85 wherein the disk's state, as viewable by the 
5 operating system, is effectively returned to a state from an earlier time, by moving 

data and/or re-mapping the current and old data such that accesses by the operating 
system to various disk locations are re-directed to the disk locations that contain the 
data from this earlier time, while at the same time maintaining current data on the 
disk. 

10 

92. A method according to claim 91 wherein the old data forming part of the earlier 
state of the disk from a previous time that is viewable by the operating system is 
considered current, and wherein what was current data whose effective overwriting 
was requested in order to return to the earlier state is now considered recently 

1 5 overwritten (old) data, and the continued use and tracking of the original states of 
data whose overwriting is requested by the operating system is performed according 
as specified in claim 1. 

93. A method of simulating the existence of a disk drive in order to allow access to 
20 the state of a real physical disk from an earlier time, comprising establishing the 

existence of a simulated disk to the operating system substantially consistent with 
how a real physical disk is accessed, wherein the data of the simulated disk is 
created by combining current and old overwritten data from the real physical disk 
corresponding to a earlier time. 

25 

94. A method according to claim 93 wherein after die initial existence of the 
simulated disk is established, the operating system is allowed to overwrite on the 
simulated disk, its data with new data. 
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95. A method according to claim 94 comprising allocating storage locations, if 
available, that are not used in representing the real physical disk's current image, or 
involved in representing the simulated disk as of the time after the overwrite, 
wherein the new data is stored in these locations, and a mapping for the simulated 

5 disk is appropriately adjusted. 

96. A method according to claim 95 wherein if such storage locations cannot be 
allocated then a disk error status is returned to the operating system in response to 
its overwrite request 

10 

97. A method according to claim 94 further including adjusting a mapping system 
that is maintaining the current state of the original disk as viewed by the operating 
system and the simulated disk, such that the current disk image becomes that which 
was simulated, and data that was effectively overwritten in the original current disk 

1 5 image, is preserved. 

98. A method according to claim 93 wherein the roles of a simulated disk and that of 
a current disk, the latter whose earlier state is the basis for the simulated disk, are 
exchanged by re-directing all references of the simulated disk by the operating 

20 system to the current disk, and vice versa, such that all references embedded in disk 
based data to the current disk are effectively routed to the simulated disk- 

99. A method according to claim 93 wherein the simulated disk may be swapped 
• into the role of the current disk. 

25 

100. A method according to claim 93 of restoring the roles of the simulated and 
current disks, where the roles are either automatically restored upon re-starting a 
computer system having the disk, or upon appropriate signaling from the user, 
wherein the current disk's state is reverted to that of the simulated disk. 

30 
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101 . A method according to claim 91 including annotating the selection times at 
which a disk may be reverted by logging various computer activity that occurs 
between selection times, where the log is circular in nature such that as selection 
times become unavailable, the associated annotation is discarded. 

5 

102 A method according to claim 93 including annotating the selection times at 
which a simulated disk may be reverted by logging various computer activity that 
occurs between selection times, where the log is circular in nature such that as 
selection times become unavailable, the associated annotation is discarded. 

10 

103. A method according to claim 102 wherein the computer activity includes 
program launches. 

104. A method according to claim 102 wherein the computer activity includes file 
1 5 creation, modification, deletion, renaming, or moving within the file system 

hierarchy. 

105. A method according to claim 102 wherein the computer activity includes 
system boots. 



20 



106. A method according to claim 102 wherein the computer activity includes 
screen shots. 



107. A method according to claim 102 wherein the computer activity includes user 
25 keystrokes and or mouse activity. 

108. A method according to claim 93 further including copying a desired file from 
the simulated disk to a destination selected by die user. 
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109. A method according to claim 101 for retrieving an overwritten version of a file 
based on scanning the activity notes stored in the log, correlating these notes with 
the possible times at which a simulated disk can be established, presenting a 
resulting set of files and selection times to the user, and upon selection of one such 

5 time, retrieving the file to be copied to another location. 

1 10. A method according to claim 101 wherein the set of files and selection times 
presented to the user is subject to filtering based on any one of, but not limited to, 
file name, file extension, directory location, and selection time. 

10 

1 1 1 . A method according to claim 101 wherein the set of files and selection times 
presented to the user is limited to a specific file name at a specific directory path 
location. 



15 1 12. A method according to claim 104 for accessing earlier versions of files, 
comprising maintaining a record Gog) of file creation, deletion, modification, 
renaming, and move activity entries in a record and associating each with a 
reference point in time, sorting the activity entries, presenting to a user a file 
hierarchy based on the unique files and directory entries in the sorted list, allowing 

20 . the user to select a file after which a list of available versions is presented based on 
the duplicate entries found for the selected file, allowing the selection of a specific 
version, and retrieving the file to be copied to another location. 



1 13. A method according to claim 91 for reverting a disk to an earlier state while at 
25 . the same time maintaining certain files in their current state, comprising reverting 
the disk to a specified time in the past time, scanning a record of previous file 
activity to establish a list of files that have changed between the specified time in the 
past and the time just prior to the requested revert, presenting said list of files to a 
user and allowing files to be selected, and at a time after the revert, and retrieving 
^ 30 the last state of said files just prior to the reversioa 
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1 14. A method according to claim 85 further including providing hardware 
redundancy for a main disk on which both a current operating system visible image 
as well as circular record of the prior states of overwritten disk locations is 
5 maintained, comprising providing a second hard disk and a communication link 
between it and a computer to which the main hard disk is interfaced, wherein 
original states of overwritten data is maintained on both disks, and where 
synchronization between the two disks is maintained such that if the second disk 
does not contain any data from the main disk, or such data is so far out of date that a 

1 0 simulated disk established on the main disk cannot reach sufficiently back in time to 
reflect the current image last established on the second disk, then the second disk's 
contents is discarded and re-initialized by: suspending the second disk's normal 
processing, establishing a simulated disk on the main disk near the current time, and 
transferring the simulated image to the second disk, and should the main disk's 

1 5 simulated image be overrun by changes occurring on the main disk, re-starting the 
process, and once the simulated image has been transferred, the available historic 
prior states of overwritten data on the main disk, starting at the time at which the 

• simulated disk was established, and moving backward to more distant times, are 
transferred to the second disk for as much as there is such data on the main disk and 

20 sufficient disk space on the second disk to accept it. 

115 A method according to claim 1 14 wherein once it is possible to establish a 

• simulated disk as of a certain time on the main disk that corresponds to the current 
image on die second disk, the second disk begins tracking changes made to its data, 

25 and the historic record is scanned forward from this certain time, and appropriate 
writes are generated that re-create in chronological order at least some of the writes 
that occurred over time to the main disk, as well as transferring any other 
appropriate information kept on the main disk relating to the historic record, and 
once the entire record has been scanned, there is a wait for more data to be added to 

30 the record, after which the scanning and transfer process continues. 
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1 1 6 A method according to claim 1 1 5 for recovering from a complete main disk 
failure in which a second redundant disk has been maintained, comprising restarting 
the computer system, reverting the second disk back to the last safe point, and re- 
5 directing all access of the main disk to the second such that the second disk 

transparently takes over the role of the original main disk, while at the same time 
ceases the activities relating to maintaining a redundant copy of the original failed 
main disk. 

10 1 1 7. A method according to claim 1 1 6 of replacing a failed main disk in a computer 
system in which a second normally redundant disk has taken over the role of the 
main disk, comprising replacing or repairing the main disk such that it is now 
operable, continuing to treat the second disk as if it were the main disk, treating the 
main disk as the redundant disk, re-initializing and synchronizing the two disks, and 

15 at which point when both disks are completely synchronized to the current operating 
system visible image, the roles exchange, wherein the second disk resumes 
providing time lagged redundancy to the main disk. 

1 1 8. A method of providing redundant disk storage according to claim 1 14 wherein 
20 the second disk interfaces to the computer associated with the main disk using a 

parallel port, serial port, Universal Serial Bus (USB), Firewire, or network interface. 

1 19. A method of providing redundant disk storage according to claim 1 18 wherein 
the second disk also contains embedded within or associated with it, its own 

25 computer system capable of managing its storage. 

120. A method according to claim 1 18 including a redundant disk storage system in 
which its storage is managed such that it provides backup services to multiple 
computers each with their own main disks by assigning and mapping portions of its 

30 collective storage to each backed up computer system. 
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1 2 1 . A method according to claim 1 1 8 including providing both redundant and off- 
site backup of a main disk by allowing the second disk to be removable and 
portable, either in whole or its storage medium. 

5 

122. A method of reverting an application executing on a computer system back in 
time, comprising periodically saving during times at which a disk reversion or 
creation of a simulated disk is possible, a copy of memory associated with the 
application, along with a reference to the current time, such that the application can 

10 be re-started as of a saved point in the past along with effectively restoring the state 
of the disk to the same point 

123. A method according to claim 85 further including reverting an application 
executing on a computer system back in time, comprising periodically saving during 

1 5 times at which a disk reversion or creation of a simulated disk is possible, a copy of - 
appropriate internal memory (RAM) associated with the application, along with a 
reference to the current time, such that the application can be re-started as of a saved 
point in the past along with effectively restoring the state of the disk to the same 
point, and wherein upon re-starting an application, the disk is restored to the same 

20 point in time by establishing a simulated disk, and directing all main disk access 
made by the re-started application to the simulated disk. 

124. A method according to claim 122 wherein the saved internal memory snapshots 
are compressed. 

25 

125. A method of reverting a computer system back in time, comprising periodically 
saving during times at which a disk reversion is possible, a copy of memory 
necessary to re-start the operating system and applications, along with a reference to 
the current time, such that the computer system can be re-started as of a saved point 

30 in the past along with reverting the state of the disk to the same point 
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126. A method according to claim 125 wherein the saved internal memory snapshots 
are compressed. 

5 1 27. A method of saving the original states of data on a hard disk that are about to 
be overwritten by an operating system, wherein as part of the mapping and 
optimization of such processes, large numbers of disk pages are exchanged, whereas 
such exchanging is optimally done in batch processes involving sweeping read and 
write passes, that to avoid having to wait until such batch operation competes in 
10 order to service a disk read request by the operating system, the read request is 
immediately processed, comprising interrupting the batch exchange process, 
determining where the data to be read currently exists and re-directing the read to 
such location, and then resuming processing of the batch exchange. 

15 1 28. A method of protecting the resources on a computer necessarylo operate a data 
storage device, wherein the computer has a processor for executing program code, 
comprising disallowing the processor from altering the resources unless program 
code execution passes through a gate which validates that the code executed by the 
processor is trusted code and is authorized to alter the resources, and further wherein 

20 the trusted code re-enables the protection of the resources prior to the processor 
returning to execution of non-trusted code. 

128. A method according to claim 128 wherein the gate is implemented by 
electronic hardware that in response to a request from executing non-trusted code, 
25 causes the processor to process an interrupt request and vector into known and 
trusted code, and at the same time, enable access to the resources. 

130. A method according to claim 128 wherein the gate is implemented by 
electronic hardware that detects the execution of a specific program instruction at a 
30 gating point in the computer, where the instruction disables any program interrupt 
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that can cause a preemptive jump to non-trusted code, and, after .the instruction's 
execution, allows access to the resources. 



1 3 1 . A method according to claim 1 28 wherein the resources include a disk or tape 
interface. 

132. A method according to claim 128 wherein the resources include random access 
memory (RAM). 

133. A method according to claim 128 wherein trusted code for which access to 
resources is allowed resides in a read-only memory (ROM). 

. 134. A method according to claim 128 wherein the trusted code for which access to 
resources is allowed resides in an alterable non-volatile memory that is considered a 
protected resource. 

135. A method according to claim 56 wherein encryption techniques are used to 
. insure any update of the trusted code is done with valid data. 

136. A method according to claim 50 wherein while executing trusted code, 
hardware that monitors the status of a form of physically external switch is directly 
read by the processor, and where when said switch is in a particular state, it provides 

. user validation of a software initiated request 

137. Apparatus for recording original states of altered data on a disk, comprising a 
driver program that runs from within a disk/tape controller, wherein the driver 
program replaces the role of interlacing to a main processing unit for the purposes of 

■ disk or tape access, and wherein die driver program uses random access memory 
(RAM) and other resources separate from the main processing unit, such that a virus 
or malicious program executing on the main processing unit is hindered from 
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controlling the disk or tape or corrupting the internal data structures of the driver 
program. 



138. Apparatus according to claim 1 37 wherein a switch is directly readable by the 
5 driver program to validate a given operation requested by the main processing unit 

has in fact been approved by the user. 

139. A method comprising recording original states of altered data on a disk, over 
some period of time, sufficient to recreate the disk's image at various points within 

10 the period of time, and writing the recorded data as well as the current operating 
system (OS) visible image of the disk to another secondary storage medium, such 
that the medium can be used to recreate the disk's OS visible state at various points 
in time. 

15 140. A method according to claim 138 wherein a directory is included on the 

secondary storage medium that optimizes sequential access to the data associated 
with a specific file from a specific time. 
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